Employee Departure Security Checklist

Employee Name: 
End Date: 
Please note that any of the choices below may restrict or remove access to data. You must make arrangements to archive any data that you desire to keep prior to the date listed above. Where user names are requested, they are normally of the form first letter of first name followed by first 7 letters of last name.

Email Account – HMDC hosted (@hmdc, @iq, @cga, @gov, etc)

Please provide email address: 
 FORMCHECKBOX 
Immediate expiration (email will bounce)

 FORMCHECKBOX 
Forwarding to an external address for 6 months

Please provide external address:
Please note:  

· account password will be reset

RCE Account - Please indicate your choice below: N/A

Please provide user name:
 FORMCHECKBOX 
Immediate expiration (no access to files, immediate data archival/removal)

 FORMCHECKBOX 
Reduced access to public only resources (RCE) for 6 months

Please note: 

· access to all group data will be removed.

· if you have a website served from this account, this will cease to work.

CGIS Account (Novell or Lab Account) – Please circle your choice


Please provide user name:

 FORMCHECKBOX 
 Immediate expiration (no access to files, immediate data archival/removal)

 FORMCHECKBOX 
Reduced access to public only resources (public labs) for 6 months

(Please note: access to all group data will be removed).

Shared Resources


Please list any resources to which you have access via a shared password or other shared mechanism. For example, your personal accounts should not be shared, but a password protected web directory that multiple people are privy to the credentials would be shared.

1.  
2.  
3.  
4.  
Physical Access


All swipe card, key card and physical key access will be rescinded as of: 4/30/2010

Employee Signature 





Date 
Typing your name in the reply email will suffice as signature

