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Retail IT Security Checklist

Information security governance and compliance checklist

Adopt an
established
security
framework

Review security
tools and
processes

Review the
following
regulations:
GDPR, PCI DSS,
NIS

Identify and map
out all personal
data held

redcentric

Date
Completed

This provides a reliable template for your security
controls. We recommend the security framework
ISO/IEC 27001. Enter details on your adopted security
framework and link to it for easy access.

This helps staff maintain compliance with the security
framework and significant regulations. Ensure all of
your tools and processes help maintain compliance
and are not set up in any way that puts your business
at risk.

We strongly recommend getting legal advice when
reviewing your compliance with these regulations.
Disclaimer: Redcentric are not responsible for any
consequences suffered by non-customers if your

business is found non-compliant in any regulation.

There are many tools that can help with this available
but you can start by utilising features in your existing
portfolio. For example, if you have 0365, you can use
content search to help you discover this data.



Retail IT Security Checklist

Staff cybersecurity awareness and training checklist

Activity Person Date Details
Responsible Completed

Hire
cybersecurity
experts and/
or collect
cybersecurity
training
resources

Depending on the training, this can be handled either
internally or externally.

Assign different

>3 Different roles need different training. For example, a
training tasks

store assistant won’t need the same training as a

and/ or courses . .
marketing executive.

based on job
description

Schedule
training
programs for
each employee

Build a timeline that provides and maintains sufficient
staff training. Once complete, we recommend testing
your staff to make sure they understood everything.
After all your business may be at stake.

Review
cybersecurity
awareness
and training
measures
and improve
periodically

Perform a complete analysis and update all training at
least annually. Or, as regulations and the
environment changes.

redcentric 3



Retail IT Security Checklist

Access management and password protection checklist

Activity Person Date Details
Responsible Completed

Rhev'ew all Unless you know who has access to what, you can’t
the atcze‘:‘s be confident things are secure.

granted to

your important

systems

Assess whether
each user has
the access rights
they need to
work and no
more.

The safest approach to access is to apply the
principle of least privilege. Audit all staff-members
access and see if this is the case.

Implement and
maintain an
effective

Use password managers and talk with IT partners to
perfect your access management.
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Retail IT Security Checklist

Systems monitoring, penetration testing and data loss

Activity Person Date Details
Responsible Completed

Sclhedu::,l, You're only as strong as your weakest link — test your
vuinerability systems so you can identify vulnerabilities and fix
scans and

. them.
penetration
testing
En?ble el DDOS attacks are very common. Find an effective,
on DDQS secure service or product to protect your systems.
protection
Review your.data Don’t ignore data regulations. Make sure you have
loss prevention measures in place to minimise data loss.
measures
Car?/ out Run checks year-round so that you’re confident going
continuous into your peak trading.
systems

monitoring and
security reviews
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Retail IT Security Checklist

Cybersecurity audits and technology investment checklist

Activity Person Date Details
Responsible Completed

Carr>|/ 2Ll di Check all business software for available updates.
regu”a lr)ag Its (Apps, antivirus, operating systems etc). Update any
on allbusiness and all software that requires it. Immediately schedule
software

the next check or turn on automatic updates.

ey out i Check business hardware is still under support from
o au'dlts the hardware vendor.

on all business

hardware

_Prlorltlse Consider the best areas to invest in security
e technology and prioritise based on your business
areas on

further security need.

technology.
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