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Abstract: To solve the problems such as unclear overall situations, incomplete risk analysis, 
and lack of targeted evaluation indicators of the security of the special network in the 
aerospace field, this paper takes the special network in the aerospace field as the research 
object, uses the WBS-RBS method to analyze the risk of network security, and uses the OSM 
model to establish an evaluation indicator system for the identified risks, to provide an 
indicator model for the subsequent security detection and evaluation of the special network in 
the aerospace field. 

1. Introduction 
With the continuous development of China's space industry, space launch missions have increased 
significantly year by year, and the amount of China's orbit spacecraft has exceeded 500. The special 
network in the space field is the core backbone network that carries the space launch and long-term 
spacecraft management tasks and is the key infrastructure of the space system. It is facing 
unprecedented challenges at the level of technical development and strategic security. As the 
underlying support network system for safeguarding the use of national space assets management, it is 
very likely to be selected as the potential target of network attacks. In September this year, the national 
official media and Beijing Qihu Technology Co., Ltd. released an investigation report on the network 
attacks on Western Polytechnic University by foreign countries, revealing that the "Specific Intrusion 
Action Office" under the US National Security Agency continued to attack and steal secrets from 
North-western Polytechnic University, stealing more than 140GB of its core data. This cyber security 
incident has profoundly revealed that cyberspace has become a key area of military, economic, and 
technological development, and competition among countries, and has also sounded an alarm bell for 
the security of special networks in the space field. 

Given the current severe and complex network security situation, it is urgent to research and design 
a scientific and effective network security detection and evaluation index model, comprehensively 
detect, explore, and evaluate the security vulnerabilities and weaknesses of the special network in the 
aerospace field, and purposefully improve the comprehensive network security protection level to 
ensure the safe, stable, and reliable operation of the aerospace system.  

At present, the research of network security evaluation indicators in China mainly focuses on the 
establishment of an organizational framework and business system, and the relevant technical system 
and standard system are still in the research stage. Among them, Zhang Xugao [1] proposed an 
information system security situation assessment model based on the interval matrix correction 
method given the problems existing in the current information system security situation assessment 
model. Zhou Chao [2] explored the application of a quantum neural network algorithm in information 
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security risk assessment and proposed an information security risk assessment method based on a 
quantum gate circuit neural network. The information security evaluation index model established by 
Cai Yue [3] uses the analytic hierarchy process and the information entropy theory to evaluate the dual 
model fuzzy evaluation method. Xin Qian [4] adopted the unit evaluation model of entropy weight 
neural network and the overall evaluation model based on the fuzzy comprehensive evaluation method 
to achieve the goal of hierarchical evaluation of information systems. Chen Zheyu and Lin Mingwei [5] 
proposed a hesitation fuzzy language envelope analysis model based on an analytic hierarchy process 
to evaluate the network security of edge nodes. Gao Yunyun [6] explored the method of using the K-
means algorithm to conduct mining analysis for clustering analysis, and finally obtained clustering 
results by clustering scores, and proposed corresponding security strategies according to the 
characteristics of each category. Zhang Chunjie [7] proposed a security risk assessment method based 
on incomplete information static attack and defense game model for the uncertainty between attack 
and defense in the control system. Zhao Chen [8] built the information system security evaluation 
model by using the analytic hierarchy process and fuzzy evaluation method. Wang Yuhe [9] proposed 
an evidential reasoning algorithm and BRB security assessment method. 

The author comprehensively analyzed several mainstream security assessment methods and model 
algorithms in the industry, combined with the characteristics of the special network security system in 
the aerospace field and the actual security protection requirements, studied and designed the method of 
using WBS (Work Breakdown Structure) and RBS (Risk Breakdown Structure) to visualize multi-
dimensional network security risk indicators, and analyzed and sorted them out, The hierarchical 
structure of "Object Strategy Measure" (OSM) is introduced, and finally, the idea of constructing a 
WBS-RBS based security risk analysis and evaluation index system for special networks in the 
aerospace field is proposed. 

2. WBS-RBS-oriented security risk indicators for special networks in the aerospace field 

2.1. Build WBS structure for special network security work in the aerospace field 
WBS is mainly used to decompose the overall project task into specific work elements. It is generally 
used to refine and decompose the work with complex structures, to facilitate the implementation, 
inspection, and evaluation of specific work. According to the special network security in-depth 
protection system and security protection objects in the aerospace field, the WBS work breakdown 
structure is used to divide the network security protection tasks into five elements, including 
information transmission security, carrier network security, information terminal security, application 
software security, and security management system, according to the top-down creation method. 
Information transmission involves ground circuits and satellite communication circuits. The bearer 
network involves network equipment and network protocols, and the application software involves 
data and software. The specific security WBS work breakdown structure is shown in Figure 1. 

 
Figure 1. WBS work breakdown structure of special network security in the 

aerospace field 
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2.2. Build RBS structure of special network security risk in the aerospace field  
RBS mainly decomposes the hierarchical structure of identified risks according to the risk category. 
Using the RBS risk decomposition structure, it decomposes the special network security risks in the 
aerospace field into five elements: physical environment security risks, communication network 
security risks, regional boundary security risks, computing environment security risks, and network 
security management risks. The security risks of the physical environment mainly come from the 
security of the channel and the computer room environment. Communication network security risk 
mainly comes from the security of network interaction and communication protocol, regional 
boundary security risk comes from the risk of intranet data interaction and international site access, 
computing environment security risk comes from the risk of the terminal, software, data, network, and 
security equipment, and network security management risk mainly comes from the risk of security 
operation and maintenance and the efficiency of security equipment. The specific security RBS risk 
breakdown structure is shown in Figure 2. 
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Figure 2 Risk decomposition structure of private network security RBS in the aerospace field 

2.3. Build WBS-RBS safety risk index coupling matrix 
The WBS work breakdown structure and RBS risk breakdown structure of the special network 
security are coupled in the aerospace field, whether the coupled basic element elements have security 
risks is judged, the risk sources and representative risk points are determined through analysis, and the 
WBS-RBS security risk index coupling matrix of the special network is constructed in the aerospace 
field, as shown in Table 1. 
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Table 1 WBS-RBS security risk index coupling matrix of the special network in the aerospace field 
E

lements of 
work 

Risk Factor 

W1 W2 W3 W4 W5 

W11 W12 W21 W22 W3 W41 W42 W5 

R1 
R11 1 1 0 0 0 1 0 0 
R12 1 1 1 0 1 0 0 0 

R2 
R21 0 0 1 0 1 0 0 0 
R22 0 1 0 1 0 0 0 0 

R3 
R31 0 0 0 0 0 0 0 0 
R32 0 0 1 0 0 0 0 0 

R4 

R41 0 0 0 0 1 0 1 0 
R42 0 0 0 0 0 0 1 0 
R43 0 0 0 0 1 0 1 0 
R44 0 0 0 0 0 0 0 0 

R5 
R51 0 0 0 0 0 0 0 1 
R52 0 0 0 0 0 0 0 1 

By summarizing and sorting out the identified security risk indicators, since the risks faced by 
various computer room environments are the same, W11/R12, W12/R12, W21/R12, and W3/R12 can 
be unified into the security risk indicators of the computer room environment; The security risk 
indicators of W3/R41 computer terminals and W42/R41 software operation terminals can be unified 
into the security risk indicators of computer terminals; The security risk indicators of W5/R51 network 
security operation and maintenance management and W5/R52 security protection equipment 
management can be consolidated into the security risk indicators of operation and maintenance 
management. After consolidation, there are 14 safety risk indicator elements, as shown in Table 2. 

Table 2. Summary of Network Security Risk Indicator Elements 

NO. Elements of safety risk indicators 

one Safety risk indicators of ground circuit intrusion 

two 
Security risk indicators of satellite communication link being 
intercepted and counterfeited by electromagnetism 

three Safety risk indicators of various computer room environments 

four Security risk indicators without internal network isolation 

five Security risk indicators of network boundary not isolated 

six Security risk indicators of network protocols 

seven Security risk indicators of wireless channel protocols 

eight Security risk indicators of uncontrolled network access 

nine Security risk indicators of computer terminal security 

ten Safety risk indicators of software 

eleven Safety risk indicators for data transmission over the ground 

twelve Security risk indicators of data transmission through SATCOM 

thirteen Safety risk indicators of software data 

fourteen Security risk indicators of operation and maintenance management 
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3. The idea of building the security evaluation index system of the special network in the 
aerospace field 

3.1. The idea of index system construction 
To make the evaluation results objectively and truly reflect the security situation of the information 
system, the selection of evaluation indicators should, on the one hand, be based on the relevant 
national and industrial standards, and be subdivided into relevant inspection and evaluation items 
according to the standards, so that the evaluation indicators can effectively measure the compliance of 
the information system and judge whether it meets the basic standards. On the other hand, the 
selection of evaluation indicators should also consider the actual situation of the information system, 
which can objectively and truly reflect the key points and risk points in the network security work, so 
that the indicators can accurately judge whether the special network security system in the aerospace 
field can control the threats and hidden dangers and whether the business system, risk hidden dangers, 
and vulnerabilities can be protected. 

1. Scientific principle. On the construction of the indicator system, it should be able to reflect the 
objective laws of the assessment object, scientifically reflect the level of network security of the 
assessed object and the potential risks, and objectively and comprehensively reflect the true 
relationship between the indicators. 

2. Principle of typicality. The selection of evaluation indicators should reflect the comprehensive 
situation of the evaluation object and be representative. Especially in some cases, if the number of 
indicators needs to be reduced, it can also be easy to carry out data calculation, so that the credibility 
of the evaluation results will not be reduced [10]. 

3. Principle of practicality. In the design of evaluation indicators, special attention should be paid to 
the operability of the follow-up in practice. In particular, the indicator design needs to be able to 
quantify and compare, and unify the measurement unit and calculation method of indicators, so that it 
is very practical in the specific evaluation process. 

In the systematic analysis and carding of this paper, there are many network-security factors and 
corresponding evaluation indicators. Therefore, to improve the efficiency of detection and evaluation 
and highlight key factors, this paper has summarized and combed the indicator content in combination 
with the OSM model, and referred to relevant theories and actual situations, to form a more objective 
and scientific detection and evaluation indicator system. 

3.2.  OSM model 
The OSM model is an abbreviation for Object, Strategy, and Measure. By defining the research goal, 
understanding the target behavior path and indicator hierarchy, establishing the corresponding strategy, 
and disassembling the strategy tasks, we can obtain the required evaluation indicators. This model is 
usually used for the evaluation of enterprise management. 

The traditional indicator system construction method is not targeted and is mainly oriented to 
compliance indicators. The construction of the special network security evaluation indicator system in 
the aerospace field can use the OSM model to map the risk points and indicator measures one by one, 
making the construction of the indicator system more targeted and the evaluation indicators more 
objective. 

Based on the OSM model, the Object is the network security protection capability, and then the 
strategy and measure are layered for the research objectives. The bottom-up approach is adopted. First, 
the identified risk problems are used to determine the evaluation indicators from the risk perspective, 
and then the evaluation indicators are summarized to form strategies, and finally, the network security 
evaluation indicator system is formed [11]. 

3.3. Design of security evaluation index system for the special network in the aerospace field 
Based on the above analysis results of special network security risk indicators in the aerospace field, 
combined with the OSM model, the bottom-up approach is adopted to start with the risk points and 
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formulate targeted evaluation indicators for different risk points. Then, according to the categories of 
evaluation indicators, the evaluation strategy is formed and the evaluation objectives are finally 
formed. 

According to the security characteristics of the space TT&C system and the potential risks it faces, 
the security assessment system indicators and specific assessment items are sorted out. The content of 
the security indicators of the special network in the space field is preliminarily selected as shown in 
Table 3. 

Table 3. Summary of network security indicators 

NO. Risk point Corresponding evaluation index 
Corresponding 

indicator category 
1 Risk of ground circuit 

intrusion 
Physical Access Control 

Physical security 

2 Ground circuit encryption 

3 
Risk of electromagnetic 

interception and 
counterfeiting of 
SATCOM link 

Electromagnetic protection of 
SATCOM circuit 

4 SATCOM link encryption 

5 
Risks of various computer 

room environments 
Machine room environment security 

6 
Risk of no internal network 

isolation 
Internal network isolation (VLAN 

division, ACL setting) 

network security 
7 

Risk that the network 
boundary is not isolated 

Boundary isolation (firewall, 
gateway) 

8 Risks of network protocols Intrusion detection 

9 
Risk of wireless channel 

protocol 
Flow monitoring 

10 
Risk of uncontrolled 

terminal network access 
Terminal Access Control 

Host security 
11 

Risk of computer terminal 
security 

Localization rate of terminal 
12 Bug fix 
13 Virus killing 
14 Host control 
15 

Software risks 

Software code audit 

Application 
security 

16 Software Access Control 

17 Software vulnerability repair 

18 
Risk of data transmission 

over the ground 
Apply Encryption 

19 
Risk of data transmission 

through SATCOM 
20 

Risk of software data 
Application Access Control 

data security 21 Static data encryption 
22 Data operation audit 
23 Risks of network security 

operation and maintenance 
management 

Personnel capacity 
Mocha ITOM 

24 Rules and regulations 

4. Instance application 
The research results in this paper are applied to the security detection and evaluation of aerospace 
private networks. Based on the identified risk points and the corresponding evaluation indexes, the 
fuzzy comprehensive evaluation method and analytic hierarchy process are used to construct the 
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detection and evaluation model, and the network security detection and evaluation work is carried out. 
According to the analysis of the situation of detection and evaluation, the risk identified by the WBS-
RBS method and the index system built on this basis can better evaluate the existing problems of 
network security, for the subsequent development of targeted reinforcement to provide a certain 
follow-up. 

5. Conclusion 
In this paper, the WBS-RBS method is used to decompose and identify the security risks existing in 
the special network in the aerospace field, and the identified multi-dimensional network security risk 
indicators are coupled into concrete indicator elements. Using the OSM hierarchical structure model, 
corresponding evaluation indicators are obtained by comparison one by one. Finally, a WBS-RBS-
oriented approach to building the security risk analysis and evaluation indicator system for the special 
network in the aerospace field is proposed, It provides a reference for the subsequent construction of a 
complete network security detection and evaluation model and the development of risk assessment. 
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