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1. Purpose
<Organization Name> <Insert Organization Mission Here>. This policy establishes the
Enterprise Security Planning Policy, for managing risks from inadequate security planning
through the establishment of an effective security planning program. The security planning
program helps <Organization Name> implement security best practices with regard to enterprise
security planning, preparation, and strategy.

2. Scope

The scope of this policy is applicable to all Information Tec esources owned or
operated by <Organization Name>. Any information, ifi identified as the property
of other parties, that is transmitted or stored on <Or es (including e-
mail, messages and files) is the property of <Organiz nization
Name> employees, contractors, vendors or others) of IT dhering to
this policy.

3. Intent

The <Organization Name> Information Securi

practices associated with orgaa ) N3 It is the intention of
this policy to establish a se anization Name> and its
business units to help the org best practices with regard to enterprise
security planning, preparation, a

4. Policy

<Organizatio anning principles established in NIST
SP 800-53 “Secu guidelines, as the official policy for this domain.
The following subse anning standards that constitute <Organization
Name> policy. Each <O izati [@ame> Business System is then bound to this policy, and

must develop or adhere to 3
standards documented.

e PL-1 Security Planning Policy and Procedures: All <Organization Name> Business
Systems must develop, adopt or adhere to a formal, documented security planning policy
that addresses purpose, scope, roles, responsibilities, management commitment,
coordination among organizational entities, and compliance.

e PL-2 System Security Plan: All <Organization Name> Business Systems must develop a
security plan for the company information assets that:

e Is consistent with the organization’s enterprise architecture.

e Explicitly defines the authorization boundary for the system.
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e Describes the operational context of the information asset in terms of missions and
business processes.

e Provides the security category and impact level of the information asset including
supporting rationale.

e Describes the operational environment for the information asset.

e Describes relationships with or connections to other informati@msystems.

e Provides an overview of the security requirements for th

e Describes the security controls in place or planned fo
including a rationale for the tailoring and supplementatfon deci

0se requirements

e Isreviewed and approved by the authorizing o esentative prior to
plan implementation.

e PL-3 Rules of Behavior: All <Organization Na i tablish and
make readily available to all informati
responsibilities and expected beha [ ation and information asset

usage. In addition, they must receivessigr from users indicating that

individuals.
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Appendix A - References

The following references illustrate public laws which have been issued on the subject of
information security and should be used to demonstrate <Organization Name> responsibilities
associated with protection of its information assets.

a. United States Department of Commerce National Institute for Standards and Technology
(NIST) Special Publication 800-53 Recommended Security Co for Federal Information
Systems Revision 3, Management Controls, Planning Contr ily, August 20009.

b. United States Department of Commerce National Institu ds and Technology
(NIST) Special Publication 800-18 “Guide for Dev:
Information Systems” Revision 1 February 2006

c. United States Department of Commerce National
(NIST) Special Publication 800-100 “Information Se
Manager” October 2006.



