
 

Tripwire Retail
Survey 2017

In November 2017, Tripwire partnered with Dimensional 
Research to survey 103 IT security professionals working 
in retail organizations on their experiences and attitudes 
towards factors impacting IT security.

0 10 20 30 40 50 60 70 80 90 100

0 10 20 30 40 50 60 70 80 90 100

Our investment is more
than adequate to meet
our security needs

We are likely OK, but it would
be better to increase
our investments

Our investment in security
is not sufficient to mitigate
the latest threats

11%

9%

81%

Better Worse

About the same

57%

37%

6%
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Within 24 hours (1 day) Within 48 hours (2 days)31% 35%
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Yes, significantly Yes, but only marginally

No, it has not increased

11%

36%

53%

In light of recent high-profile 
data breaches, how would 
you characterize your 
company’s security 
investments and capabilities 
to detect and respond
to a serious cybersecurity 
breach?

Overall, how has your 
organization’s ability to 
detect and respond to a 
security breach changed in 
the past 18 months? 
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Fully prepared - we have a
process in place and know
exactly what to do 

Somewhat prepared - we
generally know what needs
to be done, but if we really
had to do it would need to
figure things out on the fly Not prepared - we would be 

in panic mode if this happened

14%

4%

82%

How prepared is your 
organization to notify your 
customers in the event of a 
data breach?

Has your security budget 
increased as a result of 
recent high profile 
cybersecurity breaches?
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We have a fully tested
plan in place

We have a plan, but it
has not been tested

We do not have a plan

28%

21%

51%

How would you characterize 
your organization’s current 
plan in the event of a 
security breach?
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Excellent Good 

Adequate

19%

21%

Non-existent 

Customer protections

Ability to asborb potential
financial penalties

Customer and press
communications

Cross-functional team in
place to work across IT,

finance, communications, etc.

0%

Inadequate 9%

51%

Fully prepared Somewhat prepared

Not prepared

How would you characterize 
your company’s capabilities 
for PROTECTING your 
customer data (i.e. controls 
are enforced, systems are 
secured, etc.)?

 

Please rank your level of security breach
preparedness in each of the following areas.
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Excellent Good 

Adequate

28%

19%

Non-existent 0%

Inadequate 2%

51%

How would you characterize 
your company’s capabilities 
for knowing where you 
store your customer data?

 

How long would it take 
your organization to 
notify customers of a 
security breach?

Within 72 hours (3 days) Within a week

Within two weeks

13%

2% Within a month2%

It would take more
than a month

0%
We would not be able to
identify and notify customers
in the case of a data breach

3%

14%
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