. Ongoi Tentati =, Delayed
Firm ngoing entative o Milestone Completed 4 Delaye

S e C U riTy R OO d m O p LEGEND s Timeframe Timeframe =~ Timeframe Milestone =/ Milestone

FY15 Q3 FY15 Q4 FY16 Q1 FY16 Q2 FY16 Q3 FY16 Q4
WEB Beta + Production Deployment to Beta Deployment .
Securi ; with Non-ITS Deployment with Non-ITS
APPLICATIONS ecurity Systems; Beta _ Soplovn
FIREWALL deployment to other ITS systems / Deployment with ITS Systems / Systems y

PROOFPOINT
EMAIL
MALWARE Beta Deployment Solution Deployment
SECURITY v V]
SYSTEM

ENDPOINT . .
Requirements Gathering for
PROTECTION Upgrade; Build New Environment Migrate Clients to New Environment
UPGRADE
Creation of

Testing + QA

SYSTEMS Documentation Implementation + Enforcement

Implement High Security

. . Implement Data Center at all
Segmentation Design Network Zone

Data Center Zones

DATA CENTER
Data Canter Firewalls Deployed Implement Additional Network Zones
SEGMENTATION / / /

\ I

SPLUNK
SECURITY
MONITORING
ENHANCEMENTS

Adding New Features to Splunk (Dashboards, Reporting, Alerting, Data Feeds, Etc.)

Install + Configure . ..

DLP Policy Revision .
DLP Servers Y Test Depl.oy Additional Network
DLP BACKEND Monitors

REARCHITECTURE W




. Firm Ongoing I Tentative ] Completed =, Delayed
S e C U rI Ty R O O d m O p LEGEND Timeframe Timeframe Timeframe o Milestone Milestone ("’ Milestone
FYlie Q1 FY16 Q2 FY16 Q3 FY16 Q4

FY15 Q3 FY15 Q4

Deploy Windows Deploy Mac

DLP ENDPOINT
Test Agent Agent

AGENT
UPGRADES

Deployment of Beta Solution

NETWORK . heri luti !
Requirements Gathering + Solution Review Proof of Concept

ACCESS
CONTROL

Requirements Gathering + Solution Review Proof of Concept

REMOTE ACCESS
REARCHITECTURE

LAPTOP
TRACKING Product Analysis

AND (v

MONITORING

Distribution Enforcement for
TWO-FACTOR Deployment for of Tokens EPCS
AUTHENTICATION EPCS
EPIC E- ® o ®
PRESCRIBING
Voluntary Duo
Duo Deployment Enrollment for Deployment
o for myApps Voluntary Enrollment for myApps VPN for VPN
e
E= MULTI-FACTOR [} Duo Voluntary
g AUTHENTICATION ¥V Rt Deployment for Enroliment Duo Deployment for
- ITS Servers Duo Enforcement to ITS Servers 0365 for 0365 Shibboleth
v v ® 0) ®
Proof of Concept + Beta Deployment of Solution

Requirements Gathering
+ Solution Review

AUTHENTICATION
DR + CONTINUITY
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i Ongoin Tentative
i Bone o Milestone . i
Milestone ~7 Milestone

LEGEND == i neframe Timeframe ~ ~ Timeframe

Security Roadmap

FY15 Q3 FY15 Q4

FY16 Q3 FY16 Q4

FY16 Q1 FY16 Q2

CENTRAL WEB !
Requirements
AUTH UPGRADE Gathering +
a §r|ng . Proof of Concept
Solution Review

Beta, Pilot + Deploy

ACCOUNT . Design Provisioning/ Deprovisioning Improvements
CREATION Requirements & & P e Implement process improvements
IMPROVEMENTS Gathering | | | | | | | | | | | | | @
C V)
>
et
=
c
()
p
ORACLE .
DIRECTORY Deploy New LDAP!for Directory Connect downstream systems and apps
Expose Directory to Improvements to Ul
DIRECTORY: e + Backend Services Directory (Yellow Pages) Release
NEW /- ‘
FEATURES + Phone Number Data Cleanup '
CLEANUP /

Gap remediation )

PCI 3.0 PCI 3.0 Gap Analysis
V)

COMPLIANCE

Proof of
PASSWORD Requirements Gathering Concept
POLICY + Solution Review g g‘ Beta : Beta for Standard User Solution

ENFORCEMENT

Integrate Epic Log Metadata Beta Test / Deployment of
Anomaly Detection

Deployment of
BREACH UipereEe) ey Analysis/Optimization

. into Splunk
DETECTION Warning System V) of FW Alerts + Reports O into Splun : malyPetection *
ENHANCEMENTS




EXTERNAL
SECURITY
SETTINGS

WCM SECURITY
ASSESSMENT

VULNERABILITY
VALIDATION

SECURITY
AWARENESS
TRAINING

ADOPT NIST
SECURITY
FRAMEWORK

Firm Ongoing

S e C U riTy R OO d m O p LEGEND = Timeframe _— Timeframe = Timeframe

FY15 Q3 FY15 Q4 FY16 Q1 FY16 Q2

2012 High Severity

External Securit
Findings Resolved v

Testing Planning

Perform Validations Perform Validations Perform Validations Perform Validations

o 4 / o4

Requirements Gathering +
Solutions Review

Tentative . Completed =, Delayed
Milestone . 2 i
Milestone =7 Milestone

FY16 Q3 FY16 Q4

External Security
Testing Test Findings/Remediation

L L L L
1l

Purchase + Implementation

______.o_____>

Perform Validations

[ A

Proof of Concept Beta

Develop Proposal Implementation



