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Introduction

1. Purpose of this Schedule

This schedule 2.1 (Services Description) details the outcomes that the Authority requires from the Supplier's Solution and Services to be provided to the Authority and on to the External Customers.  It comprises five sections:

Section A Authority Requirements – the requirements that the Authority requires from the Supplier to deliver the Authority ICT Strategy.

Section B Implementation Services – the requirements that the Authority requires for projects including the transition services to transfer ICT services being provided by the Former Supplier at the Effective Date to the Supplier and transformation services to the Supplier’s future operating model and any Change.

Section C Operational Services – the scope of Operational Services and outcomes required in operational delivery.

Section D Optional Services - the scope of Optional Services which the Authority may request from the Supplier.

Section E Glossary
Section A: Authority Requirements

This section of schedule 2.1 (Services Description) sets out the Authority’s requirements which the Supplier must meet in its provision of the Services.

2. The Authority’s ICT Service Requirements

2.1 The Supplier will deliver the services detailed in this schedule 2.1 in respect of the software, hardware, infrastructure, sites and contracts listed in the Initial CMDB and/or any changes or additions to these as a result of: 

2.1.1 any omissions from the Initial CMDB identified by the Parties; 

2.1.2 transition to the Supplier and delivery of the Transformation Projects in accordance with the Implementation Plan;

2.1.3 any Changes agreed by the Parties from time to time; and

2.1.4 Service Requests made by the Authority from time to time.

in accordance with the terms of this Agreement. The software, hardware, infrastructure, sites and contracts listed in the Initial CMDB will be recorded by the Supplier in the new CMDB to be provided by the Supplier and the Supplier shall update the new CMDB to reflect all changes to that position arising as result of paragraphs 2.1.1, 2.1.2, 2.1.3 and 2.1.4.

2.2 The Supplier Solution will provide flexibility and accessibility, increase efficiency and improve ways of working for the Authority's ICT services.

2.3 The Supplier will have:

2.3.1 end to end responsibility for service management, contract management and delivery for all of the Services described in this schedule 2.1 in respect of all Services provided directly by the Supplier or provided by Sub-contractors; 

2.3.2 responsibilities in relation to HC Notified Suppliers (defined in paragraph 28 and further identified in Part 2 of Annex 1 (Scope of Services to be provided in respect of Other Suppliers)) as described in paragraph 28;

2.3.3 responsibilities in relation to HC Managed Suppliers (defined in paragraph 28 and further identified in Part 2 of Annex 1 (Scope of Services to be provided in respect of Other Suppliers)) as described in paragraph 28;

2.3.4 responsibility for providing the purchasing agent, invoicing services and paying agent services detailed in paragraphs 28.5, 28.6 and 28.8 of this schedule 2.1 for HC Notified Suppliers and HC Managed Suppliers as specified in Part 1 of Annex 1 (Scope of Services to be provided in respect of Other Suppliers) or in the applicable Change Control Note.

2.4 The Supplier Solution will deliver an appropriate level of disaggregation to enable the Authority to benefit from the flexibility and cost savings of the cloud and other innovative delivery models. 

2.5 The Authority’s ICT Strategy has set out the following strategic objectives:

Strategic Theme 1: 
Ensure the continuing provision of fully supported, managed and secure high quality ICT services;

Strategic Theme 2: 
Support Care and Learning Service regarding future development and implementation of their ICT Strategy;

Strategic Theme 3: 
Enable the adoption of new services, such as Cloud based services; and

Strategic Theme 4: 
Support Authority Services to provide new ways for citizens to access Authority services.

2.6 The Supplier Solution will support the Authority’s strategic direction of travel and will deliver innovative ways of applying, adopting and adapting technology to achieve these objectives to enable an IT-led transformation of the Authority.

2.7 The Supplier Solution will:

2.7.1 Be reliable, accessible, flexible and enable Services to be continually improved;

2.7.2 Provide a balanced approach to cost and quality; 

2.7.3 Deliver efficiency savings through the exploitation of changes in the IT market;

2.7.4 Provide continual value for money and validation against the market;

2.7.5 Be secure and compliant to appropriate standards including PSN, and PCI-DSS; and

2.7.6 Deliver smooth service mobilisation and transition.

Section B: Implementation Services

3. Outline Implementation Plan

3.1 This section of schedule 2.1 (Services Description) sets out the requirements of the implementation of Services including:

3.1.1 the initial migration transition (as set out in schedule 6.1);

3.1.2 transformation to the Supplier’s future operating model as set out in the Transformation Projects; and

3.1.3 any future projects implemented as a Change agreed by the Parties under the Change Control Procedure.

3.2 The Supplier will deliver transition and the Transformation Projects in accordance with the Implementation Plan approved by the Authority pursuant to schedule 6.1 (Implementation Plan).

4. General Principles

4.1 All Implementation Services and any future projects shall be delivered by the Supplier in accordance with the Authority’s governance processes, in place at that time, which shall as a minimum include:

4.1.1 Managing Successful Programmes;

4.1.2 the Public Sector Programme Management Approach;

4.1.3 PRINCE2;

4.1.4 Authority's contract standing orders;

4.1.5 Authority's procurement manual; and

4.1.6 Authority's ICT project governance process.

4.2 The Supplier shall ensure that the Authority is fully consulted throughout the Implementation Services and any future projects, including in relation to identification of the need, development of the specification, evaluation criteria and contract form, advertisement and receipt of bids, evaluation, contract award and strategic contract management.   

4.3 The Supplier shall work collaboratively with Other Suppliers to ensure that Implementation Services do not negatively impact the services being delivered to the Authority during the Implementation Period. 

5. Project Management

5.1 Initiation

5.1.1 The Supplier shall produce and deliver a benefits profile and map for approval by the Authority which defines and evidences the benefits from all Transformation Projects and future projects.

5.1.2 The Supplier will propose, for the Authority's approval, a dossier of future projects.

5.1.3 The Supplier shall produce business cases for future projects, for the approval of the Authority and which encompass:

5.1.3.1 the strategic objectives for the project;

5.1.3.2 the expected benefits;

5.1.3.3 the overall risk profile;

5.1.3.4 estimated costs, timescales and any changes regarding the financial model;

5.1.3.5 investment appraisal;

5.1.3.6 forecast of cash flow and expenditure over the time line; and

5.1.3.7 options and approaches that have been considered.

5.2 Transformation and Future Project Governance

5.2.1 In relation to all Transformation Projects and future projects the Supplier shall produce for the Authority's approval for each project: 

5.2.1.1 a governance structure – setting out the frequency of board meetings, roles, responsibilities, reporting lines and rules of escalation for issues and risks;

5.2.1.2 a risk management strategy – aligned to the Authority’s Risk Management Strategy (as notified by the Authority to the Supplier);

5.2.1.3 an issue management strategy; 

5.2.1.4 a stakeholder engagement strategy (in consultation with the Authority) including project communications plan;

5.2.1.5 a resource management strategy;

5.2.1.6 a project monitoring and control strategy – setting out the processes for escalation, exceptions, management of dependencies and interdependencies;

5.2.1.7 a project quality assurance strategy;

5.2.1.8 an  information management strategy – aligned to the Authority’s Information Governance and Security Policy (as notified by the Authority to the Supplier); and

5.2.1.9 a benefits realisation strategy. 

5.3 Project Management

5.3.1 Using the agreed project management system the Supplier shall:

5.3.1.1 manage the risk and issues register;

5.3.1.2 manage key project milestones;

5.3.1.3 track benefit progress – financial and non-financial; and

5.3.1.4 complete monthly project reporting.

5.3.2 The Supplier shall attend the Authority’s corporate project planning meetings  as required and where requested by the Authority.

6. Transformation and  Future Project Management

6.1 The Supplier shall produce for approval by the Authority:

6.1.1 a project initiation document ("PID"), using the Authority’s template (as notified by the Authority to the Supplier); 

6.1.2 a detailed project plan within 5 Working Days of approval of the PID by the Authority;

6.1.3 testing documentation in accordance with schedule 6.2 (Testing Procedures); 

6.1.4 a detailed communications plan, aligned to the project stakeholder engagement strategy; and

6.1.5 stage gate documentation, using the Authority’s process templates (as notified by the Authority to the Supplier).

6.2 The Supplier shall be responsible for:

6.2.1 resource management planning;

6.2.2 project plan tracking;

6.2.3 quality, systems testing and user acceptance testing; and

6.2.4 managing stakeholder engagement in accordance with the communications plan outlined in paragraph 6.1.4 of this schedule 2.1.

7. Project Reporting

7.1 The Supplier shall:

7.1.1 conform to changes required to project methodologies as a result of project management reviews, changes to Good Industry Practice or Authority requirements;

7.1.2 provide, maintain and make available to the Authority all project documentation, including management, specialist and quality documentation associated with all projects; 

7.1.3 ensure that sufficient and adequate communication shall take place between the Supplier’s project management staff and the Supplier's service management staff and where appropriate Authority staff to ensure that all aspects of project handover and exit are handled efficiently; and

7.1.4 provide project progress information, by an online project portal, in addition to individual progress reports, as required by the Authority in hard or soft copy format.

7.2 The Supplier will ensure that all projects are:

7.2.1 managed and delivered effectively; and 

7.2.2 delivered on time, to budget, quality and specification;

whilst also allowing the Authority to realise the benefits defined within the relevant business case.

7.3 The Supplier will deploy its project management resources for the Supplier to either lead or support the Authority’s in-house teams, or take responsibility for managing complete projects and work streams as required by the Authority. 

7.4 The Supplier shall ensure continuity of project resources to the Authority by, providing project management skills and the required technical skills as required per project. The Supplier will provide specialist and additional resources where required by a project or determined by the Authority.

8.  Technical Governance – Lead Architect

8.1 The Supplier shall identify a Lead Architect.

8.2 The Supplier’s Lead Architect will discuss and co-ordinate answers to any technical questions or issues that arise during the Implementation Services and from the project teams.

8.3 The Supplier’s Lead Architect will assume responsibility for all technical aspects of the Implementation Services and the design of the Operational Services being deployed for the duration of the contract.

8.4 The Supplier’s Lead Architect will be an integral member of the project management organisation and attend relevant project board and update meetings as appropriate.

9. Transformation Project Services

This part of schedule 2.1 (Services Description) sets out the Transformation Projects to be delivered by the Supplier and defines the outcomes required. This part of schedule 2.1 sets-out the Authority’s requirements in the following order:

Transformation Project 1: Active Directory transformation

Transformation Project 2: Data centre transformation for Corporate and Curriculum users

Transformation Project 3: Corporate desktop services transformation including the Office Service

Transformation Project 4: Curriculum desktop services transformation including the School service

Transformation Project 5: Business application transformation

Transformation Project 6: Deployment of key applications/software via self service

The above requirements are captured in the Authority’s draft infrastructure target operating model as notified by the Authority.

9.1 Transformation Project 1: Active Directory transformation

9.1.1 The Authority recognises that its current Active Directory configuration and its processes for joiners/movers/leavers require redesign and redeployment so that they are both simpler to maintain and allow the Authority to embrace the use of cloud-based services. The Supplier Solution will provide and deliver the redesign and redeployment of Active Directory services, and will assist the Authority with the redesign and redeployment of such services for joiners/movers/leavers by providing a tool set to be approved and thereafter used by the Authority.

9.1.2 The Supplier Solution will develop an approach and work programme which sets out how and when this Transformation Project 1 will take place. This Transformation Project is a prerequisite for the implementation of Transformation Projects 2, 3 and 4 therefore it must take place in and be completed in conjunction with the Transition Plan and in accordance with the Implementation Plan.

9.2 Transformation Project 2: Data centre transformation for Corporate and Curriculum users

9.2.1 The Supplier Solution will provide solutions to transform the data centre services supplied to Corporate and Curriculum users. The data centre service will be:

9.2.1.1 Off-premise and hosted in a secure environment in a modern accredited data centre. The Authority will consider solutions which include public and hybrid cloud service provision;

9.2.1.2 Capable of delivering services in a multi-tenanted environment to reduce costs;

9.2.1.3 Flexible and scalable in terms of its compute and storage requirements and able to flex upwards and downwards to reflect demand with costs changing accordingly;

9.2.1.4 Resilient and highly available, with the ability to split the data centre services between two locations or as otherwise delivered to meet the Authority’s requirements;

9.2.1.5 Rationalised compared to the current architecture , for example, Curriculum ICT servers which are currently located in schools being centralised and rationalised where possible; and 

9.2.1.6 Supportive of the Authority’s “Carbon Clever” Policy and reduce CO2 emissions.

9.2.2 The Authority currently has a resilient and highly available email system with a primary and secondary instance therefore the Supplier Solution will provide a service which delivers to at least the same outcome.

9.2.3 The Authority has a complex ICT infrastructure which is expensive to maintain. The Supplier Solution will simplify this infrastructure in a manner which is simpler, less costly and easier to maintain.

9.2.4 The Supplier will develop and deliver to the Authority an infrastructure roadmap which describes how and when the infrastructure will be transformed and provides the Authority with assurance that the infrastructure will always be supported in accordance with the Availability and Performance Indicators set out in schedule 2.2.
9.3 Transformation Project 3: Corporate desktop services transformation including the “Office Service”

9.3.1 The Supplier will deliver a replacement Office Service which will provide improved access to information through the adoption of appropriate workflow, document management and management information systems. This replacement Office Service will rationalise the number of data & file storage environments and provide email, data storage and web filtering capabilities. 

9.3.2 The Supplier Solution will set out: 

9.3.2.1 desktop and end-point device virtualisation with up to 95% of desktop users and 50% of laptop users accessing services in this way;

9.3.2.2 anytime and anywhere access to services; and

9.3.2.3 cloud-based office services.

9.3.3 the Supplier will be responsible for the implementation of new managed devices and the removal and disposal of the existing managed devices as set out in  Para 33 Service Asset & Configuration Management 33.3.6

9.4 Transformation Project 4: Curriculum desktop services transformation including the “School Service"

9.4.1 The Supplier will transform the Curriculum desktop services received by authorised End Users. 

9.4.2 The Supplier Solution will set out: 

9.4.2.1 
desktop and end-point device virtualisation with up to 95% of desktop users and 50% of laptop users accessing services in this way; note - teachers and staff accessing seeMIS application will require a thick client device. ;

9.4.2.2 anytime and anywhere access to services; and

9.4.2.3 cloud-based office services.

9.4.3 The Authority currently has approximately 12,527  managed devices deployed in schools, the Supplier will be responsible for the implementation, repurposing or reimaging of 6,569  managed devices, this being made up of 5,569 new managed desktop devices with  the remaining 1000 devices implemented through the Cat F device upgrade project either being repurposed or re-imaged. The Supplier will be responsible for the removal and disposal of the existing 12,527  managed devices and associated infrastructure as set out in section 33.3.6 Service Asset & Configuration Management. The replacement school service will be a mixture of Supplier fully managed device deployment as described above, in conjunction with the Authority project to deploy approx. 20,000 locally managed desktop devices. This will rationalise the number of managed desktop devices and introduce locally managed devices.  It will also reduce the number of data and file storage environments.

9.4.4 In conjunction with Transformation Project 4, the Authority will require the Supplier to project manage the deployment of approximately 20,000 additional devices to be deployed on a personal issue basis to school pupils ("Locally Managed Devices"). The Supplier will manage the ordering and delivery scheduling of these devices such that delivery is approximately 3 months in advance of refresh of Supplier managed devices to that location. The Authority will be responsible for the distribution of LMDs to individual users. This will be an integrated project over a two year period which combines the reduction of managed devices and the deployment of Locally Managed Devices to ensure that Locally Managed Devices are deployed in place of and not in addition to managed devices.  The Authority's outline scope and specification for the project management of the deployment of the locally managed devices in conjunction with Transformation Project  4 is detailed below: 

9.4.4.1 Supplier responsibilities

(a) To prepare and co-ordinate rollout schedule There are four Associated School Groups (ASG’s) identified as priority for the LMD deployment

(i) Millburn (8 sites)

(ii) Dingwall (10 sites)

(iii) Kinlochleven (6 sites)

(iv) Portree (13 sites)

(v) Kingussie High School

The sites in these ASG’s should be first in programme deployment sequence. The remainder of the deployment sequence i.e. the agreed rollout schedule, is effectively at the Supplier’s discretion, but will be agreed with the Authority.

(b) To coordinate with framework supplier (XMA) to ensure LMD’s are ordered and delivered to school sites or any other agreed location, by the date specified in the agreed rollout schedule.

(c) Place orders with Framework supplier - as required. 

(d) To act as purchasing agent/paying agent on behalf of Highland Council.

Note: Framework supplier (XMA) has confirmed that any number of orders can be placed, as long as this is in accordance with the agreed ordering/delivery lead time. This has been agreed as 30 days.

(e) To provide progress reporting on the status of the LMD rollout to the Authority Implementation team and ICTiL - This should tie-in with the standard Transformation progress meetings.

9.4.4.2 Acceptable access times for delivery of LMD i.e.

(a) School holidays - No

(b) Normal school week - Yes

(c) Exam periods - Site specific and requires agreement from individual school.

9.4.4.3 On-site responsibilities -
None envisaged at this time

9.4.4.4 Framework Supplier (XMA) pre-delivery responsibilities

(a) I-pearl hard cases to be fitted.

(b) Devices to be supplied unboxed (note - final agreement required on this item). 

(c) LMD to have ‘usable’ battery charge on delivery

(d) LMD to be enrolled on the Authority's GAFE domain.

(e) Chrome OS update to be completed

(f) Network access arrangements i.e. MDM / MAC Address details t.b.c. prior to rollout start.

9.4.4.5 Framework Supplier - other responsibilities

(a) Standard delivery lead time - working assumption agreed with XMA on is 30 calendar days. However this will need to take account of any non-working/non-delivery days e.g. school holidays.

(b) Work with HC Core supplier to ensure delivery of LMD in accordance with the agreed LMD rollout schedule.

9.4.4.6 Authority responsibilities

(a) Bedding in period is 3 months for all sites.

(b) Define acceptable access for LMD rollout i.e.

(i) School holidays - No

(ii) Normal school week - Yes

(iii) exam periods - Site specific and requires agreement from individual school.

(c) Document GAFE console registration process including Parental agreement step.

(d) Complete GAFE console registration process during LMD rollout.

(e) Unpackaging, checking, charging and distribution of LMD to staff/pupils.

Transformation Project 5: Business Application transformation

9.4.5 The Authority has a large Application Portfolio which is expensive to maintain.  The Supplier will work in conjunction with the Authority to develop business cases for the Authority to reduce these applications over time into a simpler, less costly and easier to maintain Application Portfolio in line with the overall obligation to reduce costs.

9.4.6 The Supplier will provide an applications roadmap which describes how and when applications will be transformed, in consultation with the Authority, and provides the Authority with assurance that applications will always be supported in-line with the requirement set-out in schedule 2.2.

9.5 Transformation Project 6: Deployment of key applications/software via self service

9.5.1 The Supplier Solution will deliver self-service capabilities either embedded in its current key Applications Portfolio or available through application upgrade and the Transformation Project.

For example, the Supplier may propose the deployment of Microsoft Office products such as "Project" and "Visio" on a catalogue list which can then be deployed in a self-service model to the End User desktop without the need for technical assistance.

9.5.2 The Supplier Solution will provide a work programme which sets-out how and when self-service functionality will be enabled and deployed for both the Corporate and Curriculum environments and that applications will always be supported in line with the requirement set-out in schedule 2.2. 

Section C: Operational Services

10. Operational Services

This section of schedule 2.1 (Services Description) sets out the scope of operational services to be provided by the Supplier and defines the outcomes required. It comprises the following parts, aligned to ISO/IEC 20000 :

Part 1: Service Strategy

Part 2: Service Design

Part 3: Service Transition

Part 4: Service Operation

Part 5: Continual Service Improvement

Part 6: Service Components

Part 1 Service Strategy

Service Strategy covers clarification and prioritisation of investment in IT Services to help the organisation to develop and improve over the term of the Agreement.

11. Business Relationship Management

11.1 The Supplier shall provide Business Relationship Management services that support the Authority’s ICT Services Business Partner team in maintaining a positive relationship with  Highland Council Services, identifying the needs of existing and potential End Users and ensuring that appropriate services are developed to meet those needs. 

11.2 Business Relationship Management will ensure the Supplier:

11.2.1 understands the needs of the Authority;

11.2.2 establishes relationships with  ICT Services Business Partners team;

11.2.3 understands and documents the desired service outcomes; and

11.2.4 evaluates whether Highland Council Services needs can be fulfilled using an existing service offering or if a new or changed service must be created, in consultation with the Authority. 

11.3 The Supplier shall provide full-time business relationship manager/s who will: 

11.3.1 enable the Authority to meet its key business objectives, by gaining an understanding of particular issues and facilitating business solutions through access to and dialogue with subject matter experts on an as-and-when basis; and

11.3.2 promote awareness, identify benefits and gain access to the Supplier’s wider commercial and market expertise.

12. End User Customer Satisfaction

12.1 The Supplier shall manage a process for the measurement of End User customer satisfaction and will:

12.1.1 ensure a high level of End User satisfaction in relation to calls to the Help Desk; 

12.1.2 provide monthly reports to identify End User customer satisfaction trends; 

12.1.3 implement and manage a process to handle complaints, compliments, and End User escalation; and

12.1.4 measure End User customer satisfaction in accordance with the arrangements set out in schedule 2.2 (Performance Levels).  

13. Escalation

13.1 The Supplier shall maintain an escalation register which shall record all Service Incidents that are not resolved in accordance with the required timescales set out in schedule 2.2 (Performance Levels). The initial point of escalation shall be via the Help Desk that shall then pass it on to the respective and appropriate Supplier Personnel who shall act as the escalation channel for any issues relating to service delivery.

14. Demand Management

14.1 The Supplier's business relationship managers in conjunction with the ICT Services Business Partner team will provide a Demand Management service that understands, anticipates and influences Authority demand for the Services. 

14.2 The Supplier shall ensure Authority demand for services is understood and anticipated and will provide Capacity Management services to ensure there is sufficient capacity to meet the required demand notified by the Authority. 

15. Service Portfolio Management

15.1 The Supplier shall manage the Service Portfolio to ensure that where IT Services are disaggregated the required business outcomes continue to be delivered at the required level of investment and to the required Performance Indicators where the IT Services are contained in Annex 1 to this schedule 2.1 defining Supplier responsibilities for third parties.

16. Strategy Management for IT Services

16.1 The Supplier shall provide support to the Authority for the Authority's strategy management activities for IT services that assesses Supplier’s offerings, capabilities, competitors as well as current and potential market spaces in order to develop and implement a consolidated and coherent ICT strategy for the Authority. 

16.2 The Supplier shall on a yearly basis conduct strategic service assessments that encompass assessment of contracted suppliers within the marketplace at appropriate intervals together with assessment of current service offerings and competing offers from Other Suppliers, to establish and validate options for possible service disaggregation throughout the Term.

17. Application Roadmap

17.1 The Supplier shall, on an annual basis, develop and maintain for the Authority to approve an application roadmap that will record versions of operating systems, productivity software, corporate systems and key line of business systems as notified by the Authority and the proposed upgrade path (the "Application Roadmap").

17.2 In managing the Application Roadmap the Supplier shall deliver and maintain compatibility between existing applications while also enabling the implementation of forthcoming versions and new applications.

18. Strategic Application Portfolio Management 

18.1 The Services shall include managing the Authority's applications and other ICT related developments , in consultation with the Authority, by: 

18.1.1 where requested by the Authority, assisting with the prioritisation of investment in services and projects, assessed against objective and consistent criteria, to deliver tangible outcomes of most benefit to the Authority;

18.1.2 establishing a schedule of regular innovations meetings to discuss future use of applications and technology;

18.1.3 proactively supporting  the Authority in implementing Application Portfolio management making it an integral cultural approach for the Authority, agreeing objective and consistent criteria to assess applications and other ICT related developments;

18.1.4 proactively advising the Authority on Application Portfolio management to assist/advise the Authority in order to prioritise investment in products and services;

18.1.5 identifying cost efficiency savings, through innovative use of technology, people and other shared resources, this shall include the use of Open Source Software where appropriate; and

18.1.6 working with the Authority to improve business planning, by linking and assessing the Authority’s ICT services and projects against the Authority’s priorities, aims and objectives and corporate plan and any potential rationalisation opportunities.

18.2 The overall aim of Applications Portfolio management shall be to reduce cost, complexity and diversity within the Application Portfolio whilst at the same time increasing business alignment, value and return on investment. The Supplier shall assist the Authority to introduce new processes for Applications Portfolio management, in support of the Authority business objectives, as notified by the Authority. 

18.3 Overall responsibility for Application Portfolio management shall remain with the Authority. 

18.4 The Supplier’s approach shall be based on Good Industry Practice. The Supplier shall provide details to the Authority of its methodology for Application Portfolio management and apply it on an annual basis to the Authority's Application Portfolio. 

19. Infrastructure Roadmap

19.1 The Supplier shall, on an annual basis, develop and maintain for the Authority's approval, an infrastructure roadmap that will detail the architecture and upgrade path for the infrastructure components that form the basis of the Services. 

19.2 In managing the infrastructure roadmap the Supplier shall consider the need to integrate and apply appropriate future technologies and changes in architectural and security standards.

Part 2 Service Design

Service Design covers the design of IT Services, processes and other aspects of service management.  The Supplier's Service Design will address how the planned service solution interacts with the larger business and technical environments, service management systems required to support the service, processes which interact with the service, technology, and architecture required to support the planned service.
20. Availability Management

20.1 The Supplier shall provide Availability Management services to ensure that IT infrastructure, processes, tools and roles are appropriate for the agreed availability targets.

20.2 Availability Management shall include the definition, analysis, planning, measurement and improvement of IT Service availability.

20.3 The Supplier shall ensure the Services are delivered to the agreed availability levels as set out in schedule 2.2 (Performance Levels)

20.4 Following a technical change the Supplier shall validate that relevant availability, resilience and recovery mechanisms are effective and capable of meeting the agreed Performance Indicators as set out in schedule 2.2 (Performance Levels).

20.5 The Supplier shall provide metrics indicating achieved versus agreed service availability for review by the Authority at the appropriate agreed Board meeting.

20.6 The Supplier shall, on an on-going basis, monitor and track availability performance against targets and Performance Indicators and report to the Authority which areas are performing well and report using the Continual Service Improvement process for those areas in need of improvement. 

21. Capacity Management

21.1 The Supplier shall provide a Capacity Management service that considers all resources required to deliver the IT Service, and plans for short, medium and long term business requirements, aiming to ensure that the capacity of IT Services and the IT infrastructure is able to meet the requirements as set out in schedule 2.2 in a cost effective and timely manner.

21.2 The Supplier shall ensure the capacity and performance of IT Services and infrastructure support the agreed Availability Performance Indicators as set out in schedule 2.2 (Performance Levels).

21.3 The Supplier shall use Capacity Management to fulfil future capacity and performance needs.

21.4 The Supplier shall on a monthly basis provide the Authority with a current and future storage capacity and performance position by means of a capacity management report for review by the Authority at appropriate agreed Board meetings.

21.5 The Supplier shall periodically and at a minimum every six calendar months, assess storage capacity and performance of systems and components to identify improvements to ensure optimisation of resources and make available their recommendations using the Continual Service Improvement Process for review by the Authority at appropriate agreed Board meetings.  

21.6 The Supplier shall:

21.6.1 proactively provide capacity planning and performance monitoring on all infrastructure components under its  control and take action to alleviate any potential capacity or performance pressure points;

21.6.2 size all proposed new systems to determine computing and network resources required;

21.6.3 monitor, and collect capacity statistics and report on a monthly  basis including:

21.6.3.1 CPU utilisation;

21.6.3.2 memory utilisation;

21.6.3.3 datacentre network hardware utilisation;

21.6.3.4 datacentre network link utilisation; and

21.6.3.5 storage and back up space;

21.6.4 provide a monthly analysis (as part of the Performance Monitoring Report) to the Authority for all infrastructure components, including performance, capacity, and utilisation;

21.6.5 include forecasts and any recommendations for amendments/upgrades to the infrastructure; and

21.6.6 provide work plans to the Authority (at least one month in advance of the work commencing) to address potential risks to the performance of the infrastructure. The plan should be presented to the Authority with sufficient time to allow the proposed work to be approved, co-ordinated, resourced and carried out in advance of any impact to the Authority’s business operations.

21.7 The Supplier shall ensure that the infrastructure performance monitoring service monitors, captures and analyses real time information from the hardware and software used to deliver the Services to the Authority. 

21.8 This monitoring, capturing and analysis shall be based on the Supplier tools, which shall be connected to the Supplier’s monitoring and alerting systems. This shall form the basis for both the proactive and reactive capacity and performance reporting leading to any service improvement in highlighted areas. 

21.9 Once connected, thresholds shall be provided to the Authority for its approval for each separate element and the proactive monitoring switched on by the Supplier. These dictate the level at which alerts are raised, which shall inform the delivery teams of possible issues via the Supplier’s management dashboard and monitoring screens. A ‘ticket’ (for a Service Incident) shall then be auto raised in the Supplier’s service support system.  These shall then be reacted to, fixed, and closed down. At all times Service Incident, problem and change processes of the Supplier shall be adhered to and corrective actions stored in the Supplier’s support system.  This information forms both the core of the monthly reporting pack for Service Incidents, and provides base information for problem management.

21.10 The Supplier Solution shall include a combination of people, processes and tools to provide a comprehensive capacity planning service. The service shall take into account resource, service and business planning (in consultation with the Authority) to provide a comprehensive service that shall provide the following:

21.10.1 Report and plan the need for any increase or reduction in hardware based on Performance Indicators and cost constraints.

21.10.2 Assess new technology and its relevance to the Authority in terms of performance benefits and cost.

21.10.3 Assess new hardware and software products for use by Capacity Management that shall improve the efficiency and effectiveness of the process.

21.10.4 Report to Authority on performance against targets contained in schedule 2.2.

21.10.5 Recommend resolutions to performance-related Service Incidents and problems.

21.10.6 Carry out ad-hoc performance and capacity studies on request from the Authority.

21.10.7 Carry out or, participate in, risk reviews of potential changes and business plans to minimise the risk of all changes. 

21.11 A primary output from the Supplier’s capacity planning process shall be a formal “capacity plan” a living document that shall reflect ICT infrastructure plans in the context of the Authority’s business and service plans. This plan shall be reviewed and revised quarterly by the Supplier and approved by and made available to the Authority, and shall be available to authorised End Users.

22. Design Coordination

22.1 The Supplier shall provide Design coordination to ensure the consistent and effective design of new or changed IT services, service management information systems, architectures, technology, processes, information and metrics.

22.2 The Supplier shall ensure design activities are coordinated across all service design resources and contributors.

22.3 The Supplier shall include the evaluation of Authority's requirements against agreed service and technology standards as part of the Design coordination process.

23. IT Service Continuity Management

23.1 The Supplier shall use IT Service Continuity Management services to reduce and manage the risk from disaster events to an acceptable level and design workable plans for the recovery of IT Services.   

23.2 The Supplier shall provide IT Service Continuity Management services as set out in schedule 8.6 (Business Continuity and Disaster Recovery) and this paragraph 23 of this schedule.

24. Information Security Management

24.1 The Supplier shall:

24.1.1 provide Information Security Management services incorporating technical and organisational measures to ensure the confidentiality, integrity and availability of Authority Data and Services as set out in schedule 2.4 (Security Management); 

24.1.2 manage all technical security aspects of the systems and infrastructure (and implement appropriate measures to ensure that the infrastructure is protected from deliberate or accidental breach of security) ensuring confidentially of information and data and preventing unauthorised access;

24.1.3 design and ensure the security architecture to protect the Authority from security attacks and threats and notify the Authority immediately of any potential major risk/threat to the Authority’s network e.g impending virus attack;

24.1.4 provide a service that embraces the principles and working practices as defined in ISO 27001 and ISO 27002 and any revision or updates to this standard, with the aim of ensuring the confidentiality, integrity and availability of in-scope Authority Data and in accordance with schedule 2.4 (Security Management);

24.1.5 provide all necessary support and  guidance to the Authority on detecting and preventing security Service Incidents and provide such information as is necessary for the Authority to comply with its statutory and business requirements such as PSN and PCI-DSS compliance where such statutory and business requirements fall within the scope of the Services;

24.1.6 provide network security and access controls in accordance with Good Industry Practice and the Authority’s specific requirements;

24.1.7 maintain records of all End Users with administration rights or additional access rights authorised by the Authority, and manage and maintain End User access rights in accordance with the Authority instructions and policies and procedures;

24.1.8 technically enforce and manage systems security with immediate notification to the Authority of suspected or identified systems security breaches;

24.1.9 enforce and manage appropriate systems security and protection policies across all Authority systems/assets and infrastructure;

24.1.10 proactively monitor the infrastructure and assets for any internal or external activity which would compromise its security, integrity or availability, including:

24.1.10.1 users gaining or attempting to gain access to the infrastructure which they are not authorised to access; and/or 

24.1.10.2 attempts to log onto the infrastructure using invalid passwords, invalid IDs or logical addresses;

24.1.11 notify the Authority within 30 minutes (or such other period as may be agreed in relation to particular types of Service Incidents) of detection of any Service Incidents of suspected, attempted or actual misuse of, or security Service Incidents affecting the infrastructure, including any deliberate attempts of which it is aware to gain unauthorised access to any component of the infrastructure;

24.1.12 where a security Service Incident is detected, either resolve the Service Incident, provide detailed reporting to the Authority and preventive measures to ensure that there is no re-occurrence within 1 Working Day, or such other period as may be approved by the Authority in relation to particular types of Service Incidents/applications/infrastructure;

24.1.13 support and configure the Authority’s email monitoring, content filtering and website blocking software as directed by the Authority; and

24.1.14 keep a running  six month record of all access made via the Internet and email so that the Authority can interrogate the record and identify/attribute inappropriate usage in accordance with schedule 2.4 (Security Management).

24.2 The Supplier’s security manager shall be responsible on behalf of the Supplier for all elements of information security within the Authority’s infrastructure in addition to:

24.2.1 implementing and managing an information security risk assessment regime to assist PSN compliance;

24.2.2 implementing and managing an information security assurance program;

24.2.3 providing evidence that existing, revised and new procedures, plus work instructions are ISO 27001/2, PSN and DPA compliant;

24.2.4 monitoring security and investigating and reporting security violations and breaches; 

24.2.5 ensuring effective Service Incident reporting, management and investigation processes are in place and carried out;

24.2.6 providing specialist advice and guidance to Authority staff on information security, DPA and FOIA Legislation in conjunction with the Authority’s information security officer;

24.2.7 delivering protective monitoring and auditing of ICT applications, infrastructure and processes;

24.2.8 promoting and delivering security training and awareness as required and approved by the Authority’s information security officer;

24.2.9 delivering the Authority's approved policies, best practice and compliance with appropriate security policies through the development and use of procedures in accordance with Authority instructions; and

24.2.10 compiling and delivering relevant reports, returns and statistics relating to information security and security compliance on behalf of the Authority.

24.3 While undertaking the above duties the Supplier's security manager shall work directly with the Authority’s information security officer(s) to ensure a seamless security service is delivered across the whole ICT infrastructure.

24.4 The Supplier’s security manager shall provide advice and guidance to the Authority on security related matters including detection and prevention of Service Incidents and keep the Authority abreast of new developments and their relevance to the Authority’s infrastructure and systems.

24.5 The Supplier shall undertake and deliver to the Authority relevant Security Tests from time to time (and at least quarterly across the scope of the ISMS) of the security environment to ensure that the security architecture provides an appropriate level of protection from threats and adherence to PSN compliance. One of the quarterly Security Tests per year will be an IT Health Check performed under CESG's CHECK scheme, appropriate for PSN compliance submissions.  The process shall include general (physical) security controls, staff and learner awareness, secure area access, back-up processes, network and server vulnerability scans and firewall and router/switch configurations.  The Supplier shall use a mix of in-house audit and technical skills, along with industry standard tools to both conduct the investigation and produce the final report.  The Supplier shall develop an overall plan for PSN compliance assessments setting out any requirements on other parties as reasonably believed to be necessary. The Authority shall approve and disseminate that plan to those parties and shall require and manage their compliance with the stated requirements and timescales.

24.6 The Supplier shall manage and administer various components securing the Authority’s applications and infrastructure including:

24.6.1 firewalls;

24.6.2 anti-virus controls;

24.6.3 authentication, authorization and accounting systems;

24.6.4 intrusion detection and prevention systems;

24.6.5 network access ;

24.6.6 management of user access rights; and

24.6.7 security logging.

24.7 The Supplier shall implement and use effective e-mail and internet content filtering and blocking systems (where appropriate) and remove illegally downloaded software where detected and as agreed with the Authority residing on Authority assets across the Authority’s infrastructure and systems.

24.8 The Authority will authorize and approve logon/security level access for Authority and Supplier employees, agents, and sub-Suppliers. 

24.9 The Supplier shall maintain physical and logical security of facilities, networks, systems, data and assets. 

25. Service Catalogue Management

25.1 The Supplier shall create and maintain a Service Catalogue for the purchase of ICT assets and/or services, including Endpoint Devices, IT Peripherals and IT Consumables and, to the extent possible, will provide a single point of entry to access the Service Catalogues of Other Suppliers as requested by the Authority, which shall integrate with the Authority's internal financial and ordering systems and shall include  for each service:  

25.1.1 a description of the service;

25.1.2 supporting or underpinning services;

25.1.3 hours of availability;

25.1.4 Performance Indicators associated with the service;

25.1.5 costs;

25.1.6 timescales for fulfilling a request for the service;

25.1.7 who is entitled to request the service;

25.1.8 how to request the service;

25.1.9 who needs to approve a request for the service; and

25.1.10 how the delivery of the service is fulfilled.

25.2 The Authority and Supplier shall review the Service Catalogue on a quarterly basis and update the document as required, but at least annually.

25.3 At the Authority’s option, the Service Catalogue will be provided in the form of an e-catalogue compatible with the Authority’s financial and ordering system.

25.4 The Supplier will pass onto the Authority, on an open book, auditable and justifiable basis, any volume discount obtained by the Supplier, subject to the terms of such volume discount agreement.

25.5 The Supplier will run quarterly vendor and cost/price comparison benchmarking reviews for catalogue items and ensure the Authority obtains competitive pricing for the purchase of its catalogue items. 

25.6 The Supplier shall manage all supported assets within the scope of the Services through the complete lifecycle from discovery, purchase, management and support, refresh through to decommissioning and disposal having regard for all relevant legislation including the WEEE regulations.  

25.7 The Supplier’s catalogue service to the Authority shall include the following elements: -

25.7.1 One central point of contact via the Authority's Help Desk; 

25.7.2 All catalogue requests shall be managed via the Help Desk with a single call reference assigned to each catalogue request. This shall allow the requester to track the progress of their catalogue request at any stage;

25.7.3 An acknowledgement service providing notification to the Authority of order placement and expected time of delivery as soon as possible following order placement;

25.7.4 Provide notification, where applicable, of late or delayed deliveries and revised delivery date as soon as possible after Supplier becomes aware of such late or delayed delivery;

25.7.5 Management of the catalogue for standard catalogue products and service requests;

25.7.6 Regular reporting on agreed parameters as defined by the Authority and in accordance with agreed timeframes;

25.7.7 If the catalogue request is for goods to be ordered, then an order shall not be placed until an authorised purchase requisition or order is received from the Authority.  The catalogue request shall then be updated with the order details and delivery date and is assigned to the relevant support team, depending on the item being purchased; and

25.7.8 The Supplier shall work to continually improve the overall catalogue service for the Authority. 

26. Procurement Services

26.1 The Authority may from time to time at its discretion in accordance with schedule 8.2 (Change Control Procedure) require the Supplier to act as its agent in procuring other services, supplies, or works relating to this Agreement.  When doing so the Supplier shall abide by the Authority’s contract standing orders and procurement manual in force at that time and all other public procurement legislation.  Where the Supplier undertakes this role it shall ensure that the Authority’s corporate procurement team is fully involved throughout the procurement lifecycle of the project covering the identification of the need, development of the specification, evaluation criteria and contract form, advertisement and receipt of bids, evaluation, contract award and strategic contract management. For the avoidance of doubt, the Supplier will provide complete priced copies of all bids received in response to any call for competitive quotations or tenders which it issues. Selection and award criteria will be approved by the Authority in advance of any competition commencing and the Authority’s staff shall be directly involved in evaluation of proposed solutions.

26.2 If required the Supplier will provide professional and technical advice in the procurement of major new systems, from development of the specification of requirements (including the development of outline and full business cases) through to post-implementation review or in any tender exercises. 

27. Service Level Management

27.1 The Supplier shall provide Service Level Management services to ensure performance against Performance Indicators as defined in schedule 2.2 (Performance Levels) are monitored, measured and reported on.

27.2 The Supplier shall ensure Operational Level Agreements ("OLAs") and Underpinning Contracts ("UCs") whether subcontracted by Supplier,  COTS contracts with third parties for which the Supplier is the named party on behalf of the Authority for use of the COTS by the Authority and/or End Users, or contracts with HC Notified Suppliers managed by Supplier for or on behalf of the Authority within the scope of the Services, are appropriate, documented and maintained and reviewed with the Authority on an annual basis. The Supplier will also in conjunction with the Authority review OLAs and UCs put in place by the Authority covering HC Managed Suppliers. Where OLAs and/or UCs do not support the agreed Service Level requirements, the Authority and the Supplier shall agree on the course of action.

27.3 The Supplier shall provide the Authority with Performance Monitoring Reports in accordance with schedule 2.2 (Performance Levels).

27.4 The Supplier shall where requested and required by the Authority produce regular reports to assist in the measurement of performance and/or availability of specific systems integral to the delivery of customer facing services.  

27.5 The Supplier shall on an on-going basis monitor and track performance against Performance Indicators to both demonstrate to the Authority which areas are performing well and report using the Continual Service Improvement Process (see Part E of this schedule 2.1) those areas which may be threatened and need improvement.

27.6 The Supplier shall provide performance and customer satisfaction information for the Services to the Authority to enable the Authority to complete benchmarking surveys as required. 

27.7 The Supplier shall provide assurance and evidence to the Authority that sub-contracts are approved by the Authority and service acceptance criteria are fulfilled at Implementation Services Commencement Date.

28. Supplier  Management Services

28.1 In this paragraph 28 the following terms shall have the following meanings:

“HC Notified Supplier” shall mean a third party who provides services under contract to the Authority but in respect of which services the Authority has appointed the Supplier to manage the third party on behalf of the Authority; and

“HC Managed Supplier” shall mean a third party who provides services under contract to the Authority but in respect of which services the Authority has appointed the Supplier to co-ordinate the third party (with the co-operation of the Authority's resolving group) on behalf of the Authority.

28.2 The Supplier shall, subject to paragraph 28.3 of this schedule 2.1, provide supplier management services to demonstrate that contracts with HC Notified Suppliers and HC Managed Suppliers support the needs of the Authority's business and meet their contractual commitments.

28.3 The Supplier shall ensure such third party suppliers identified in paragraph Error! Reference source not found. above will comply with all necessary operational and financial requirements for the Supplier to fulfil its obligations under this Agreement:

28.3.1 in the case of Sub-contractors, in accordance with clause 15.7 of this Agreement; 

28.3.2 in the case of HC Notified Suppliers as set out in paragraphs 2.3.2, 2.3.4, 28.4, 28.5, 28.6 and 28.8 of this schedule 2.1; and 

28.3.3 in the case of HC Managed Suppliers as set out in paragraphs 2.3.3, 2.3.4, 28.5, 28.6 and 28.8 of this schedule 2.1.  

28.4 The  Supplier shall manage HC Notified Suppliers in the performance of their contracts with the Authority as follows:

28.4.1 monitoring and reporting to the Authority on the performance of the HC Notified Suppliers , including service level performance;

28.4.2 using all reasonable endeavours to ensure that the HC Notified Suppliers performs their relevant obligations in accordance with the terms of the contract terms between such HC Notified Suppliers and the Authority;

28.4.3 notifying the Authority of any dependencies which the Authority is required to perform under the contract with the HC Notified Suppliers, and acting on behalf of the Authority to perform that dependency where reasonably requested by the Authority;

28.4.4 unless otherwise required by the Authority, acting on the Authority's behalf in respect of governance of the contract with the HC Notified Suppliers, including attending meetings and receiving and reviewing reports as per the terms of the applicable contract; and

28.4.5 investigating complaints and recommending implementation of any remedial actions and contract improvements;

28.4.6 ensuring escalations are managed through to completion where possible, attempting to act as final escalation point for issues and resolution (provided that the Supplier shall escalate issues to the Authority where necessary or not resolved);

28.4.7 identifying and communicating savings opportunities, including:

28.4.7.1 opportunities to manage demand taking into account the Authority requirements;

28.4.7.2 develop requirements, if appropriate, on an on-going basis and particularly prior to the procurement of contracts with HC Notified Suppliers; and

28.4.7.3 utilise and provide spend analysis tools to consolidate and rationalise HC Notified Suppliers.

28.5 In respect of HC Notified Suppliers and HC Managed Suppliers where specified in Part 1 of Annex 1 (Scope of Services to be provided to Other Suppliers) or in the applicable Change Control Note for HC Notified Suppliers or HC Managed Suppliers, act as "Purchasing Agent" for the Authority, with responsibilities including:

28.5.1 accepting Service Requests through the Help Desk;

28.5.2 managing the quoting process;

28.5.3 obtaining appropriate Authority approvals;

28.5.4 if requested by the Authority, placing orders on behalf of the Authority;

28.5.5 tracking orders and monitoring delivery to the Authority;

28.5.6 providing a receipting service following delivery of goods or services; and

28.5.7 providing reporting on closed service requests (including quote details, authorisation, and evidence of receipt).

28.6 Where specified in Part 1 of Annex 1 (Scope of Services to be provided to Other Suppliers) or in the applicable Change Control Note for HC Notified Suppliers or HC Managed Suppliers, manage invoice processes, including in respect of each invoice received from such HC Notified Supplier or HC Managed Supplier:

28.6.1 validating the invoice to ensure it is correct and accurate; 

28.6.2 ensuring the relevant vendor number is on the invoice;

28.6.3 completing the relevant payment template (as provided by the Authority from time to time); and

28.6.4 reviewing and resolving any commercial queries from the Authority.

28.7 In respect of HC Notified Suppliers and HC Managed Suppliers where the Supplier provides the invoicing but is not to act as a "Paying Agent" on behalf of the Authority pursuant to paragraph 28.8 of this schedule 2.1: 

28.7.1 processing and submitting the invoice and payment template to the Authority in accordance with the Supplier's invoicing obligations as detailed in schedule 7.1 (Charges & Invoicing), so as to ensure that the Authority receives the validated invoice and payment template no later than five (5) Working Days from the receipt of the invoice by the Supplier to ensure that the Authority can make payments due to the relevant HC Notified Suppliers or HC Managed Suppliers in accordance with the applicable contractual payment obligations. The Supplier shall refund to the Authority any costs or wasted expenditure incurred as a result of HC Notified Suppliers or HC Managed Suppliers taking action resulting from a failure by the Authority to pay charges, where such failure is caused by the Supplier. 

28.8 Where specified in Part 1 of Annex 1 (Scope of Services to be provided to Other Suppliers) or in the applicable Change Control Note for HC Notified Suppliers or HC Managed Suppliers, act as a Paying Agent on behalf of the Authority, with responsibilities including: 

28.8.1 carrying out all of the activities set out at paragraph 28.6 of this schedule 2.1; 

28.8.2 following the Supplier's receipt of approval for the purchase of and/or receipt of the relevant goods or services from the Authority as applicable, requesting payment for the same from the Authority and once it has received cleared funds from the Authority in this respect paying the invoice to the HC Notified Suppliers or HC Managed Suppliers in accordance with the applicable contractual payment obligations; and 

28.8.3 acknowledging that the Supplier can only charge back to the Authority payments made to HC Notified Suppliers or HC Managed Suppliers where it can provide evidence of approval for the purchase of and/or receipt of the relevant goods or services from the Authority.  

28.9 The Supplier shall ensure that in the event services are disaggregated during the term of this Agreement, they continue to manage and co-ordinate all Sub-contractors, HC Managed Suppliers, and HC Notified Suppliers, and meet the requirements of this schedule 2.1. 

28.10 The Supplier shall verify and evidence that its Sub-contractors achieve the Performance Indicators set out in schedule 2.2.

Part 3 Service Transition

Service transition covers the processes to deliver IT Services into live/operational use both for Implementation Services and on-going Service transition throughout the duration of the Agreement. 

29. Change Evaluation

29.1 The Supplier shall use the Impact Assessment process as set out in Clause 5 of schedule 8.2 (Change Control Procedure) to evaluate Changes to the IT infrastructure and applications. 

30. Technical Change Management 

30.1 The requirements of this paragraph are complementary to the provisions set out in schedule 8.2 (Change Control Procedure) but cover the consideration and impact of technical change only to the infrastructure and applications. 

30.2 Technical change applies as part of the day to day provision of Services.

30.3 Where a technical change is an Operational Change it shall be treated as Operational Change and in addition to the requirements of this paragraph 30 the Supplier will comply with the Operational Change requirements in schedules 8.1 (Governance) and 8.2 (Change Control Procedure).

30.4 Where a Change has an impact on cost, and is not a technical change or Catalogue Service then the Change requirements of schedule 8.2 (Change Control Procedure) shall be followed.

30.5 The Supplier shall provide a Change Management process to control the lifecycle of all technical changes with the primary objective of enabling technical changes to be made with minimum disruption to Services.

30.6 The Supplier shall provide templates and guidance for the authorisation of technical changes, and to supply the other IT service management processes with information on planned and on-going changes.

30.7 Authorisation of technical changes which are Operational Changes shall rest with the Technical Change Advisory Board (appointed in accordance with schedule 8.1). Authorisation of technical changes which are Contract Changes shall rest with the Authority personnel specified by the Service Management Board (appointed in accordance with schedule 8.1) for the applicable category of Change. 

30.8 The Technical Change Advisory Board shall define and agree a set of minor technical changes and delegate the authorisation for completion of such changes to the Supplier.

30.9 The technical Change Management process will deliver the following outcomes:

30.9.1 change proposals submitted for non-minor technical changes are assessed to identify possible issues prior to the start of design activities;

30.9.2 change proposals which do not contain all information required for assessment or which are deemed impractical will be rejected by Technical Change Advisory Board;

30.9.3 authorisation level for the assessment of proposed technical changes are identified by the Supplier to be approved by the Authority;  

30.9.4 all impacted operational change components are assessed and have been built and properly tested prior to deployment;

30.9.5 implementation of low-risk, well-understood technical changes which do not require the involvement of Release Management; and

30.9.6 achieved results are assessed to verify that a complete history of activities is present for future reference, and to make sure that any mistakes are analysed and lessons learned.

30.10 The Supplier will present all technical changes requiring consideration by the Technical Change Advisory Board to the Authority’s designated representative for approval within a reasonable time in advance and pursuant to paragraph 30.5 of this schedule 2.1 a summary of authorised minor technical changes will be provided weekly.

30.11 The Supplier shall provide an emergency technical change process that is invoked if normal technical Change Management processes cannot be applied because an operational emergency requires immediate action. The Authority’s designated representative will be notified of such changes as soon as is reasonably possible.

30.12 The Supplier shall provide a technical Change Management function in line with the processes set out in schedule 8.1 (Governance) and schedule 8.2 (Change Management Procedure). This service shall be provided in line with the agreed change policy through a forward schedule of change and ISO/IEC 20000 process.

30.13 The technical Change Management function shall ensure that standard and major technical changes are assessed and implemented in such a way as to minimise the risk of an adverse impact on service. Technical Change Management shall also ensure that the benefits of a change are balanced against the costs (financial; reputational, institutional or opportunity) and risks associated with the implementation of the technical Change.

30.14 The Supplier shall determine the security implications of a technical Change and make the Authority aware of any increased risk.

30.15 The Supplier shall utilise an appropriate method to document and manage technical change, which shall provide a full audit trail which will be available to the Authority.  Technical Change Management shall manage Change activities and provide input to the CMDB control process.

30.16 The Supplier will:

30.16.1 implement technical Change Management across all areas supported by the Supplier for the Authority;

30.16.2 integrate the technical Change Management output with the overall Change Management process and standard reporting mechanisms to the Authority;

30.16.3 ensure that the agreed Release Management Process, as set out in  this schedule 2.1, is used as required;

30.16.4 define, recommend, and document comprehensive technical Change Management  and Release Management policies and procedures that are in line with Good Industry Practice;

30.16.5 notify the Authority and the affected End Users of technical Change timing and impact of the technical Change;

30.16.6 implement authorized technical changes approved by  the Technical Change Advisory Board or the Authority personnel specified by the Service Management Board (appointed in accordance with schedule 8.1) for the applicable category of Change; and

30.16.7 ensure and verify that technical change meets objectives and does not have other, negative impacts, and rework the technical Change as necessary to correct any adverse / unplanned results.

The Technical Change Advisory Board shall have responsibility as to whether technical Changes which are Operational Changes should be approved, implemented, or rejected and, where the technical change is a Contract Change shall make appropriate recommendations to the  Authority personnel specified by the Service Management Board (appointed in accordance with Schedule 8.1) for the applicable category of Change. The Technical Change Advisory Board members shall be as set out in schedule 8.1 (Governance).

30.17 Within the technical Change Management service the Supplier shall review, categorise and assess requests for technical change ("RFTC"), communicating with the impacted Authority’s business units (e.g. Care and Learning) and/or the Supplier departments where necessary and report the outcome of its assessment to the Technical Change Advisory Board. 

30.18 The Supplier’s staff shall attend the Technical Change Advisory Board with the Authority where authorisation of RFTC’s for technical changes which are Operational Changes and the forward schedule of change shall be agreed. If the Supplier believes that the RFTC shall have a detrimental effect on the infrastructure then it shall recommend to the Technical Change Advisory Board that the technical change be rejected or modified.  The forward schedule of change and performance of the technical change, release and configuration, regression planning shall also be discussed in the monthly service review meetings. 

30.19 Where numerous CI’s are affected by a technical change (e.g. a new system roll-out or large scale patch), the Release Management process may be triggered (the metrics used for triggering the Release Management Process shall be approved by the Authority and set out in the Release Management Process). The Supplier shall validate that the technical change requestor is an authorised Authority representative. Any unauthorised technical change requests shall be recorded and escalated for approval. 

30.20 The Supplier shall update the relevant documentation to reflect the request for technical change once the request for technical change is completed.

30.21 Participation in the overall ICT Operational Change Management process shall require the Technical Change Advisory Board to meet as a joint technical change advisory board ("JCAB") encompassing all relevant Suppliers and Highland Council resolver teams if required. A JCAB will be called depending on the scope of technical change being presented at weekly TCAB meeting. 
31. Knowledge Management

31.1 The Supplier shall provide a Knowledge Management process that gathers, analyses, stores and shares knowledge and information within the Supplier’s organisation to improve efficiency by reducing the need to rediscover knowledge. 

31.2 The Supplier shall implement, deliver and maintain a central repository “Knowledgebase” (though not necessarily a single system), of the data, information and knowledge that the Authority needs to manage the lifecycle of its services. This will consist of all knowledge articles covering core services and other suppliers. The Supplier will allow access via agreed list suppliers to publish, update and retire their specific knowledge articles, this will be managed by a governance process to review and approve any publication of articles. The Knowledgebase will assist in the development of operational procedures, and processes and inform the Exit Plan.

32. Release & Deployment Management Process

32.1 The Supplier shall provide a Release & Deployment Management process, for approval by the Authority, that plans, schedules and controls the movement of releases to test and live environments to ensure the integrity of the live environment is protected and that the correct components are released. 

32.2 The Supplier shall ensure that the Release & Deployment Management process will:

32.2.1 provide deployment guidelines and support; 

32.2.2 define the scope and content of Releases; 

32.2.3 create and manage a schedule for building, testing and deploying Releases; 

32.2.4 ensure that all approvals are obtained and that all Release components are acquired; 

32.2.5 provide assurance through documented evidence prior to deployment that all relevant OLAs and UCs are signed-off by the Authority and are conformant with the agreed Performance Indicators as noted in schedule 2.2 (Performance Levels);

32.2.6 deploy Release components into the live production environment; 

32.2.7 train End Users and operating staff;

32.2.8 circulate information / documentation on the newly deployed Release and/or the services it supports; 

32.2.9 manage the quick resolution of operational issues during an initial period after Release deployment, and remove any remaining errors or deficiencies; and

32.2.10 formally close a Release after verifying CMDB contents are up to date.  

32.3 The Supplier shall deliver a Release Management model which delivers the process for planning, building, testing and deploying hardware and/or software changes to the live ICT infrastructure and application environment, whilst ensuring tight and effective interfaces with other relevant service management processes and suppliers.

32.4 Through its interface to technical Change management, Release Management shall ensure that a consistent method is followed for technical change deployments to reduce the likelihood of Service Incidents as a result of rollouts. The Supplier’s Release Management process shall ensure that tested and accepted versions of hardware and software are stored and controlled in the definitive software library ("DSL") and definitive hardware store ("DHS"). The creation and management of the DSL shall form the foundation for systems software management and support. These two repositories form an integral part of the CMDB, maintained via the Configuration Management, Change Management and Release Management processes.

32.5 By maintaining a list of all authorised software in use throughout the infrastructure in the CMDB, the Supplier shall actively manage:

32.5.1 software components discovered within the infrastructure that are not part of the DSL;

32.5.2 support agreements and warranties for items within the DSL;

32.5.3 audit history, vendor and version information; and

32.5.4 packaging information for applicable desktop applications. 

32.6 The Supplier shall integrate the DSL into the CMDB to ensure that all software it supplies is related to a specific software license record. The management of software licenses shall allow procurement information to be sufficient to provide proof of purchase

33. Service Asset & Configuration Management

33.1 Configuration Management and CMDB shall be at the heart of the Supplier’s service management toolset. Good quality inventory management information shall form the foundation on which the Supplier’s Configuration Management process is built. The CMDB shall act as the ‘single source of accuracy’ containing the information relating to the managed components within the Authority’s ICT Core estate.

33.2 The Supplier shall define, recommend, and document Configuration Management policies and procedures for approval by the Authority.

33.3 The Supplier shall provide a Service Asset and Configuration Management ("SACM") process that will ensure:

33.3.1 effective management of hardware and software assets;

33.3.2 re-use of existing assets where appropriate;

33.3.3 full lifecycle management of the Authority assets and their relationships, enabling optimisation of service and asset performance, minimising costs and risks caused by poorly managed assets and contributing to lower downtime;

33.3.4 integration of people, processes, and technology to allow software licenses and usage to be systematically tracked, evaluated, and managed;

33.3.5 an annual review of all software licences is completed to satisfy audit requirements reporting the outcome to the Authority; and

33.3.6 responsible disposal of redundant IT assets including Authority assets according to the Authority’s asset management policy and in a manner that is ethical and that conforms to the requirements of the WEEE regulations.

33.4 The Supplier shall provide a Configuration Management service that ensures Configuration Items are identified, controlled and verified, recording their status and assessing the potential IT impact of a technical change.

33.5 The Supplier shall create, populate and maintain on behalf of the Authority a CMDB comprising a record of all Configuration Items which are within the Supplier’s scope of service or where information related to Configuration Items is notified to the Supplier by the Authority or an agreed and authorised third party; where such information is supplied by a third party the Supplier shall not be responsible for the accuracy of that information..

33.6 The Authority shall undertake reconciliation audits periodically to validate the accuracy of the CMDB and notify the Supplier to correct any configuration exceptions either identified by the Supplier or the Authority. 

33.7 The Supplier will be responsible for:

33.7.1 managing, maintaining and documenting the configuration of the ICT infrastructure;

33.7.2 ensuring the configuration documentation are accurate and complete and shall contain up-to-date information, including historical changes and source information, to a level of detail needed to maintain and manage the ICT infrastructure. Where updates need to be made these shall be validated and approved by the Authority;  

33.7.3 the implementation, change, upgrade and undertaking Release Management in line with ISO/IEC 20000 standards;

33.7.4 preparing release plans to be discussed during monthly performance review meetings, or sooner if appropriate, for all non-Service Incident based upgrades as agreed by the Authority and which are to be treated as either scheduled maintenance or as an emergency release as part of an Service Incident resolution;

33.7.5 maintain appropriate test environments as agreed by the Authority which can be isolated from the Authority’s live production environment and in accordance with the Authority’s security policy for the express purpose of testing upgrades and hardware releases in accordance with schedule 6.2;

33.7.6 liaise with the Authority to agree scheduled outages as described in the scheduled maintenance plan, which plan shall be agreed between the Authority and the Supplier in accordance with  schedule 2.2 (Performance Levels);

33.7.7 operate version control to ensure tested and reliable images only are run, and using the most recently created images as appropriate;

33.7.8 maintain, on behalf of the Authority, the current production versions of images in a fully comprehensive CMDB; 

33.7.9 maintain a CMDB on behalf of the Authority in accordance with the requirements of this schedule;  

33.7.10 ensure that there is only one instance of the CMDB;

33.7.11 define, recommend, and document Configuration Management policies and procedures for approval by the Authority;

33.7.12 implement, manage, and maintain the approved Configuration Management policies and procedures;

33.7.13 perform configuration management activities in accordance with approved policies and procedures including: maintaining configurable item database, implementing approved changes to configurable item database;

33.7.14 review and approve, as appropriate all proposed/recommended configuration changes;

33.7.15 review and approve as appropriate all Configuration Management results; and

33.7.16 provide online access to the configurable item database and the Configuration Management tools to both designated Supplier and Authority personnel.

33.8 The Supplier’s service management tools and processes shall hold the CMDB. The information held in the inventory list shall be a combination of automatically gathered technical attributes and manually managed information such as owners and locations. Inventory information shall form an integral component of the overall CMDB.

33.9 The CMDB shall hold a comprehensive range of information that can be related to any item in the CMDB. Listed below are the minimum potential design options for inclusion of CI types in the Supplier’s CMDB. This list, or a subset of this list with associated CI attributes, will be reviewed, agreed and specified in the Configuration Management plan, which will be a product of the Implementation Services. 

33.10 Location and Categorisation

Every item in the CMDB shall be categorised using a consistent format authorised by the Authority that is used throughout the system. Categorisation shall ensure that other system modules e.g. Change Management, can effectively search and relate to items listed in the CMDB. The system shall also track both the physical and business location of CIs.

33.11 End User Relationships

The CMDB shall track the relationships between CIs and people. Relationship types include for example End Users, service owners and support groups.

33.12 CI Relationships

The CMDB shall maintain parent, child and peer-to-peer relationships between CIs. The relationship information held between inventory items shall be further supplemented by the detailed configuration relationships and business service relationships.

33.13 CI Audit

The system shall maintain full version control and an audit trail of every data field within a CI record. The Supplier shall generate manual audit forms that require support teams to physically visit a device and verify the accuracy of the data maintained.

33.14 External Attributes

Where applicable the CMDB shall maintain URL links to management tools that hold additional information relating to an individual CI. 

33.15 Additional Attributes

To ensure complete flexibility in terms of the information that is held in the CMDB each categorisation of CI, (e.g.servers and SAN’s and infrastructure components) shall have a specific attribute set applied to them. This shall enable the CMDB to hold detailed attribute information for specific types of CIs within a single virtualised CMDB.

33.16 Documentation

The CMDB shall maintain links out to document repositories where additional information relating to a device is residing, for example a server build document. Document links shall include references to the Authority’s document management system.

33.17 Wherever a change to a CI is required, in order to minimise the risk to the Authority, the Change Management processes and procedures relating to changes to the CMDB shall apply.

34. Service Validation & Testing

34.1 The Supplier shall provide a Service Validation & Testing process that ensures deployed Releases and the resulting services meet Authority expectations, and to ensure and verify that the Supplier is able to support the new service. 

34.2 The Service Validation & Testing process will:

34.2.1 define how the Release will be tested and quality-assured; 

34.2.2 define the testing concept and specific test cases to be used during Service Validation & Testing; 

34.2.3 ensure all components required for a Release are acquired and have passed an initial quality assessment; 

34.2.4 ensure all Release components, all tools and mechanisms required for deployment, migration and back out are provided; 

34.2.5 verify that all conditions are met for the new service to be activated; The Supplier shall undertake an Operational Readiness Review and Service Readiness review which shall confirm that the operational teams are ready to deliver the services; and

34.2.6 ensure that the new service meets the Performance Indicators as approved by the Authority. 

34.3 If the Release passed all previous quality assurance checkpoints, service acceptance testing should not result in any new errors; if defects or Test Issues are discovered the Parties shall follow schedule 6.2 (Testing Procedures). 

34.4 The Supplier shall provide training services to the Authority for all Supplier delivered projects where training is specified to be within the scope of any such Supplier delivered project. 

34.5 The Supplier shall conduct testing as set out in schedule 6.2 (Testing Procedures).

35. New Release Transition Planning & Support 

35.1 The Supplier shall provide an on-going Transition Planning & Support process that ensures appropriate planning and coordination of resources for the deployment of major releases within the predicted cost, time and quality estimates. 

35.2 The Supplier shall ensure activities and resources are coordinated across projects and provide an up to date overall summary of all planned or on-going projects.

Part 4 Service Operation

Service Operation provides for the delivery of IT Services to agreed levels of service to Authority and End Users.

36. Access Management

36.1 The Supplier shall provide an Access Management service which applies and enforces the Authority's IT Security / Information Security Management policies with the aim of granting authorised users the right to use a service, while preventing access to non-authorised users.  

36.2 Access Management shall include:

36.2.1 controls to enable an End User to access certain assets or use a particular service;

36.2.2 system access rights mapped to business/organisational requirements;

36.2.3 alignment of system access rights to all relevant Authority security policies and Information Security Management System requirements;

36.2.4 restricting access when End Users have not read specified policies or completed specified training;

36.2.5 reactive account administration including password resets and clearing of virtual sessions as part of a First-Time Fix service; and

36.2.6 self-service account administration including password resets.

36.3 The Supplier shall provide a service that delivers changes to End User role and related access rights within one Working Day of a formal request being logged with the Help Desk during Operational Hours.

36.4 The Supplier shall support a simplified sign-on solution for IT systems that at the Effective Date have that functionality and implement and maintain an architecture that supports the future integration of authentication for other IT systems including online services.

36.5 The Supplier shall:

36.5.1 be responsible for managing and maintaining Active Directory based authentication services for authorised Authority End Users; and

36.5.2 if required by the Authority, be responsible for managing and maintaining enabling infrastructure in support of government authentication schemes such as entitlement cards and other smartcards and equivalent technologies in accordance with the Change Control Procedure or otherwise.

37. Event Management

37.1 The Supplier shall provide an Event Management process to constantly monitor services and filters and categorises Events in order to decide on appropriate actions.  

37.2 Event Management shall include:

37.2.1 a mechanism for generating, filtering, correlating and responding to  Events;

37.2.2 communication of warning and exception Events;

37.2.3 consolidated logging of warning and exception Events;

37.2.4 validation that Events have been handled appropriately and may be closed; and

37.2.5 Identification and implementation of corrective action based on trend and pattern analysis.

37.3 The Supplier shall investigate security breaches, providing information as required from the consolidated logs and report the outcomes of  investigations to the Authority. 

38. Service Incident Management

38.1 The Supplier shall provide Service Incident Management services which shall include:

38.1.1 effective and efficient handling of all Service Incidents;

38.1.2 swift and effective Service Incident resolution within agreed timelines;

38.1.3 resolution of Severity 1 Service Incidents with greater urgency in accordance with schedule 2.2; 

38.1.4 continuous monitoring of Service Incident status to prevent breach of Performance Indicators;

38.1.5 quality assurance of a Service Incident as it is managed throughout its life-cycle;

38.1.6 root cause analysis and transfer of uncorrected errors to Problem Management;

38.1.7 communication of service failures to the Authority so that users can adjust to service interruption;

38.1.8 identification of potential service improvements derived from past Service Incidents; and

38.1.9 Service Incidents involving risk to reputation, compromised security; financial risk; or injury to be treated as Severity 1 Service Incidents.

38.2 The Supplier shall accept notifications of Severity 1 Service Incidents to the Help Desk by telephone.

38.3 The Supplier shall allocate a Major Service Incident Manager ("MIM") for each Severity 1 Service Incident to manage to closure. The MIM will manage the communications with appropriate Supplier Personnel and via the  Supplier's designated representative to the Authority’s designated representative.  The MIM will manage all Severity 1 Service Incidents to a satisfactory conclusion and closure.

38.4 The Authority will provide a nominated point of escalation for Severity 1 Service Incidents. 

38.5 The Authority will give assistance in a timely manner to any reasonable request for assistance in relation to a Severity 1 Service Incident.

38.6 The Supplier will:

38.6.1 monitor all open Help Desk Service Incidents and must escalate unresolved Help Desk Service Incidents, in accordance with the agreed escalation procedures when Service Levels are not achieved;

38.6.2 allow Service Incidents to be tracked via a self service portal;

38.6.3 provide and comply with a Service Incident Closure Procedure to be agreed by the Authority whereby after a call has been completed and the user has been informed, there is the opportunity for the user to either agree to the call closure or disagree; and

38.6.4 proactively monitor Service Incident trends to identify where multiple Service Incidents have the same symptoms and resolution. These Service Incidents are to be classified as a ‘Problem’ and given a unique problem reference number. All Problems shall be recorded in an electronic problem log which is to be made available to the Help Desk and the Authority identified Problems should be converted into Known Errors and a permanent resolution or workaround developed within 20 Working Days. A permanent resolution must be provided unless it can be demonstrated to the reasonable satisfaction of the Authority that no permanent resolution is available for the Problem. 

38.7 The Supplier's Help Desk shall:  

38.7.1 manage and liaise with the third party and/or the internal resolver group to resolve the Service Incident and leave the Help Desk Service Incident open until resolved;

38.7.2 obtain from the third party supplier and/or internal resolver group details of the actions taken by and ensure that any details provided are updated to the appropriate records maintained by the Supplier; and

38.7.3 be responsible for liaising with the third party supplier and/or internal resolver group to obtain progress information on a regular basis consistent with the priority of the Service Incident and the relevant service levels; and shall (where the relevant support contract is between the Authority and the third party) act as the technical contact on behalf of the Authority. 

38.8 The Supplier shall:

38.8.1 follow a major Service Incident resolution process for Severity 1 Service Incidents; and

38.8.2 ensure that all Service Incidents including third parties and internal resolver groups are resolved within the agreed time as specified in the relevant  Performance Indicator.

38.9 All Help Desk Service Incidents shall be recorded on the Supplier’s management system, together with an agreed priority (severity), applicable Performance Indicator and escalation reports. The Supplier’s Problem Management function within the Help Desk shall proactively monitor Service Incidents using its ISO/IEC 20000 aligned Problem Management processes. 

38.10 Where trends and repeat Service Incidents are identified a problem record shall be created and all relevant Service Incidents shall be assigned to the problem. A resolution or workaround to these problems shall be formulated and may require the assistance of different resolver groups, technical resources, 3rd parties or the Authority. The liaison and management of the differing resources shall be owned and managed by the Supplier’s problem managers. Once a resolution or workaround has been established it is the responsibility of the problem manager to obtain the information from the relevant parties and formulate a formal response for the Authority's approval.

38.11 All problems shall be entered into the Known Errors Database and a workaround or permanent resolutions shall be established within twenty (20) Business Days. This database will be made available to the Authority.

39. IT Operations Management

39.1 The Supplier shall provide IT Operations Management services and deliver the day-to-day technical supervision of the IT infrastructure and applications and work from documented processes and procedures.  

39.2 The Supplier's IT Operations Management service will deliver the following:

39.2.1 a stable and secure IT infrastructure;

39.2.2 a log of all operational events;

39.2.3 maintenance of operational monitoring and management tools; and

39.2.4 provision of operational scripts and procedures. 

39.3 The Supplier will:

39.3.1  use appropriate tools to proactively monitor, optimise and support the infrastructure and applications on a continuous basis to prevent or minimise any failures and to support service provision to Performance Indicators;

39.3.2 control and load media onto the infrastructure including storing and moving backup media to and from storage;

39.3.3 take all reasonable actions to optimise the performance of the infrastructure;

39.3.4 change configuration of infrastructure elements as authorised by the Change Management process carry out and document all housekeeping jobs (e.g. user administration, back-ups, message clearing, re-booting and performance monitoring) for the infrastructure; and

39.3.5 pro-actively provide advice and guidance to the Authority with regard to any improvements that can be made in the light of changes in technology to the Authority's configurations for the infrastructure.

39.4 The Supplier shall proactively manage the availability of the Authority’s  infrastructure under its direct control.  

39.5 All infrastructure for the Authority shall be maintained in a secure and controlled environment suitable to sustain the infrastructure and to comply with the  Performance Indicators.  The infrastructure shall be maintained in line with manufacturer recommendations.
39.6 The Supplier shall utilise system management tools to provide proactive monitoring of the infrastructure. This monitoring shall be configured to proactively monitor the infrastructure and alert the Supplier automatically of any Service Incidents.  

39.7 The Supplier shall perform regular maintenance tasks on all infrastructure components which shall be undertaken in line with the Supplier’s best practice and Good Industry Practice.  

39.8 Additional infrastructure services which the Supplier shall provide include: 

39.8.1 maintenance of supported versions of infrastructure component software. This involves the application of operating system patches and firmware upgrades as recommended by the vendor; 

39.8.2 monitoring infrastructure components resource trends to proactively avoid affecting services;

39.8.3  responding to operating system related problems and taking corrective action in a controlled manner; 

39.8.4  on-going performance tuning of the infrastructure components operating systems; and

39.8.5  monitoring of infrastructure components system log files to detect system problems.

39.9 The Supplier shall work with the Authority to manage the availability, performance and utilisation of the infrastructure.

39.10 The Supplier shall:

39.10.1 provide monthly availability and capacity reports as part of the Performance Monitoring Report; 

39.10.2 attend strategy and operational meetings as defined in the schedule 8.1 or otherwise agreed with the Authority;

39.10.3 provide on-going advice if requested by the Authority;

39.10.4 facilitate briefing sessions,  to the Boards specified in schedule 8.2 providing a summary of technology and service advances that may benefit the Authority in respect to improving the services that are delivered or reducing the costs of delivering services, and provide a Service Improvement Plan on an annual basis, within 20 Working Days of the end of each Contract Year. This plan will be monitored and adjusted on a monthly basis if required;

39.10.5 review and align media operations, control, loading and storage to a best practice model that fulfils the Authority’s requirements set out in this Agreement; and

39.10.6 investigate, and make recommendations for an ongoing  programme of infrastructure optimisation targeted at delivering the optimum performance from each of the service component elements.

40. Operational Hours

40.1 The Supplier shall ensure operational support for the Services is provided during the following Operational Hours on Working Days: 

40.1.1 Help Desk availability 0800 – 1800;

40.1.2 Self-service call logging 0000 – 2359; (24x7)

40.1.3 support services for Severity 2 Service Incidents, Severity 3 Service Incidents, and Severity 4 Service Incidents 0800 – 1800 

40.1.4 support services for Severity 1 Service Incidents (24x7); and

40.1.5 Desktop support services 0800 – 1800 

(All of the above being "Operational Hours").

40.2 The Authority can request operational support for the Services outside of Operational Hours and/or on non-Working Days through the Catalogue Service Request process.

40.3 The Supplier will provide such extended operational support services as the Authority requires to cover:

40.3.1 Council Tax and Housing Benefit billing and year end processing;

40.3.2 School exams;

40.3.3 Elections; and

40.3.4 Any other ad hoc requests by the Authority.

41. Problem Management

41.1 The Supplier shall provide a Problem Management process to manage the lifecycle of all Problems with the objective of preventing Service Incidents from occurring and to minimize the impact of Service Incidents that cannot be prevented.  

41.2 The Supplier's delivery of Problem Management shall include:

41.2.1 identification of trends or significant Problems;

41.2.2 prevention of Service Incidents through the proactive identification and resolution of Problems; 

41.2.3 swift and effective resolution of Problems to the agreed Performance Indicators in accordance with schedule 2.2;

41.2.4 continuous monitoring of Problem status to prevent breach of Performance Indicators;

41.2.5 quality assurance of a Problem as it is managed throughout its lifecycle; and

41.2.6 identification of potential service improvements derived from analysis of past Problems.

42. Request Fulfilment

42.1 The Supplier shall provide a Change Request fulfilment process that fulfil Change Requests in accordance with the Change Control Procedure as set out schedule 8.2 (Change Control Procedure).  

42.2 The Supplier's delivery of the Change Request fulfilment shall include:

42.2.1 effective and efficient handling of Change Requests;

42.2.2 recording and categorisation of Change Requests with appropriate diligence and processing within the agreed time schedule in accordance with schedule 2.2 (Performance Levels) and schedule 8.2 (Change Control Procedure);

42.2.3 resolution of Change Requests;

42.2.4 continuous monitoring of Change Request status to prevent breach of Performance Indicators; and

42.2.5 quality assurance of a Change Request as it is managed throughout its lifecycle.  

42.3 The Supplier will pass onto the Authority, on an open book, auditable and justifiable basis, any volume discount obtained by the Supplier for fulfilment of a Change Request, subject to the terms of such volume discount agreement.

42.4 The Supplier will run vendor and cost/price comparison benchmarking reviews for all Change Requests and ensure the Authority obtains competitive pricing for the purchase of services pursuant to such Change Requests. 

43. Service Reporting and Service Review Services

43.1 The Supplier shall:

43.1.1 collate and format service performance statistics and supporting information in a format agreed with the Authority;

43.1.2 prepare and publish adequate and accurate service Performance Monitoring Reports (in accordance with this schedule 2.1 and schedule 2.2 (Performance Levels)) to demonstrate delivery against the Performance Indicators for each of the  Services;

43.1.3 provide monthly Performance Monitoring Reports to the Authority by the end of the 5th Working Day of the new calendar month unless agreed otherwise;

43.1.4 implement a web-based portal for the Authority that shall enable all reports to be held and viewed electronically by the Authority;

43.1.5 provide digital dashboard presentation of information in the web-based portal;

43.1.6 coordinate and manage quarterly customer census of the Authority's ICT services team  in accordance with schedule 2.2 (Performance Levels);

43.1.7 for all resolved Service Incidents, conduct monthly End User customer Satisfaction Surveys in accordance with schedule 2.2 (Performance Levels);

43.1.8 implement and operate a complaints register and escalation register with reports provided in the monthly Performance Monitoring Reports; and

43.1.9 grant the Authority or its agents the right to audit the service  reports to determine if they represent a true and fair view of the Supplier’s performance;

43.1.10 conform to the Authority’s report review requirements which may result in changes to the content, format and timing of such reports; and

43.1.11 Measure and analyse performance relative to requirements.

43.2 The primary interface for day-to-day service management shall be the Supplier’s Help Desk, which shall monitor the performance against the agreed Performance Indicators, and outputs and shall provide the Authority with the required reports.

43.3 The Supplier shall use the Supplier’s system capabilities to monitor real-time Help Desk call status information.  The Supplier shall provide to the Help Desk personnel and Authority key metric information relating to the service performance.

43.4 The Supplier shall implement a full infrastructure management solution based around an appropriate dashboard product set. This shall provide support staff with critical information on the current service. 

43.5 The Performance Monitoring Reports shall be discussed with the Supplier during the relevant monthly performance review meetings in accordance with schedule 2.2 (Performance Levels). This is in addition to the online reporting that shall be available to the Authority on a day-to-day basis. 

43.6 The Performance Monitoring Report shall contain, as a minimum, all of the information as set out in schedule 2.2 (Performance Levels). 

43.7 The Supplier's service review shall include the following:

43.7.1 Digital Dashboard
43.7.1.1 On-line monitoring and reporting of the Authority’s ICT service shall be performed by the integrated toolset. The toolset shall give centralised visibility and control of the Authority’s infrastructure. 

43.7.1.2 The online tool shall provide the Authority with customised data based upon permissions with extensive drill down capabilities.  

43.7.2 Customer Satisfaction

The Supplier shall measure customer satisfaction in accordance with the arrangements set out in schedule 2.2 (Performance Levels).  

43.7.3 Escalation

The Supplier shall maintain an escalation register which shall record all Service Incidents that are not resolved in accordance with the required timescales set out in schedule 2.2 (Performance Levels). The initial point of escalation shall be via the Help Desk that shall then pass it on to the respective and appropriate Supplier Personnel who shall act as the escalation channel for any issues relating to service delivery. 

The Authority shall establish a client relationship team for the Supplier to engage with on a day-to-day basis and as agreed within Governance schedule 8.1.

43.7.4 Monthly and Quarterly Service Reviews

The Supplier shall provide the monthly Performance Monitoring Reports and quarterly summaries and participate in monthly Performance Review Meetings in accordance with schedule 2.2 (Performance Levels).

43.7.5 Annual Service reviews
Prior to and after the end of each Contract Year, the Supplier shall carry out a review of the provision of the Services by or on behalf of the Supplier in that Contract Year (including a review of the performance of relevant parts of the Supplier’s organisation carrying out the services and any sub-suppliers).  Such review shall take account of all relevant Service Improvement Plan(s) and compare the objectives in those Service Improvement Plans with the provision of the Services.

No later than twenty (20) Working Days after the end of each Contract Year the Supplier shall submit to the Authority a comprehensive written report of the outcome of the annual service review (an “Annual Review Report”), such report to contain:

43.7.5.1 an explanation of the process undertaken by the Supplier in carrying out the review;

43.7.5.2 results of the review of performance against Performance Indicators and generally, including an analysis of trends and reasons for trends;

43.7.5.3 set out a detailed and transparent tracking of any proposed incremental improvements and any other changes to the Performance Indicators, against each relevant area of the existing Performance Indicators which is being supplemented, varied or replaced; 

43.7.5.4 a status report on progress of any projects undertaken by the Supplier and details of work undertaken by the Supplier in relation to proposals for projects in that year, and such information shall also be set out in the Service Improvement Plan paragraph of the Annual Review Report; 

43.7.5.5 contain a Service Improvement Plan containing details of the action which the Supplier proposes to take in order to improve its performance in the areas for improvement identified by the review together with the timescales for taking that action. 

43.7.6 Outcome of Service Reviews 

If the Authority is satisfied with the Performance Monitoring Report, quarterly summary and/or Annual Review Report issued by the Supplier, the Supplier shall forthwith implement the proposals set out in the relevant Service Report (including any actions which have been identified) in accordance with the timescales set out in the Service Report. If the Authority is not satisfied with the Service Report, the Authority shall request amendments or clarifications and the Supplier shall make such amendment or provide such clarification of the relevant Service Report as requested by the Authority within ten (10) Working Days of the request by the Authority. 

Where a Service Report contains a recommendation or proposal for variation of Performance Indicator(s), then if the Authority (at its sole option) accepts such recommendation or proposal, the Parties shall vary the relevant Peformance Indicator(s) in accordance with the Change Control Procedure. 

44. Help Desk

44.1 The Supplier shall provide a single-point-of-contact, ISO/IEC 20000-aligned  Help Desk providing Service Incident and Problem management and Service Requests, and Catalogue Services for all End Users.

44.2 The Help Desk service will include:

44.2.1 multiple access channels (to comprise telephone, self-service portal and web chat) for the reporting of Service Incidents, Problems, Catalogue Services and the raising of Service Requests, whether these relate to Services provided by the Supplier, its Subcontractors,  HC Notified Suppliers, or HC Managed Suppliers;

44.2.2 acknowledgement of receipt by the Help Desk of all reported Service Incidents, Catalogue Services requests and Service Requests; 

44.2.3 prioritisation of reported Service Incidents according to agreed Performance Indicators including a mechanism for escalation;

44.2.4 provision of advice and implementation of workarounds to resolve Service Incidents and Problems;

44.2.5 efficient and effective referral and management of issues and Service Incidents requiring involvement of third-party and/or internal resolving teams covered by UCs or OLAs; 

44.2.6 focused management of Severity 1 Service Incidents to agreed Performance Indicators and the creation and publication of post Service Incident resolution activity to feed in to the Continual Service Improvement process;

44.2.7 provides high quality advice, information and guidance on all in scope service related matters;

44.2.8 categorises contacts received through agreed access channels as Service Incidents, Problems, Catalogue Services, Service Requests, complaints or compliments;

44.2.9 records all Service Incidents, Catalogue Services requests and Service Requests with a unique identifier and relay this to the initiating End User;

44.2.10 prioritises Service Incidents according to the agreed Performance Indicators. These will either be resolved on first contact as a First-Time Fix by the Help Desk or passed to a Supplier resolving team or Authority resolving group as appropriate;

44.2.11 agrees with End Users at the initial point of contact the severity applicable to their  Service Incident.  The Authority has the option to discuss the severity with the Supplier’s Help Desk manager; and  

44.2.12 provide a resolution status of End User's Service Incident.  If the End User disagrees with the resolution status they may escalate this in accordance with the agreed escalation process.

44.3 The Supplier will:

44.3.1 provide the ability to log contacts during non-core hours; 

44.3.2 allow for all contacts to be logged/registered onto the Supplier’s Help Desk;

44.3.3 ensure the Help Desk shall co-ordinate fault resolution and Service Incident management for all Service Incidents and enquiries relating to the agreed Services;

44.3.4 provide and manage an asset management service (including the CMDB) for all Authority Assets and Assets and ensure that a comprehensive and accurate CMDB is maintained at all times and a knowledge base is built up about Authority Assets and Assets and any related Service Incidents. Access to the CMDB shall be provided to nominated Authority staff;

44.3.5 implement, deliver and maintain a customer care policy to support the End User. The policy shall ensure that the Supplier complies with all of the requirements relating to the Help Desk and that in particular:

44.3.5.1 Help Desk staff respond in a professional and courteous manner;

44.3.5.2 Help Desk staff follow up complaints and enquiries; and

44.3.5.3 the Supplier takes ownership of and responsibility for all Service related  contacts and Service Incidents until contact or Service Incident is resolved;

44.3.6 use appropriate management systems and tools to enable Help Desk contacts to be logged, tracked, analysed and escalated;

44.3.7 use appropriate management systems to promote user knowledge and competency including answers to frequently asked questions;

44.3.8 provide a web based system which shall allow a user to log and track all support Service Incidents logged on a 24x7 basis irrespective of the method the support Service Incident was originally communicated to the Help Desk;

44.3.9 notify the Authority of contact resolutions and closure for all Severity 1 Service Incidents and via email; 

44.3.10 notify the Authority via SMS text of open and closed Severity 1 Service Incidents and to a designated list of Authority staff;

44.3.11 identify and highlight root cause of Severity 1 Service Incident and Severity 2 Service Incident level problems or failures and recommend appropriate resolution action, where/whenever possible;

44.3.12 substantiate to the Authority that all reasonable actions have been taken to prevent recurrence of such failures;

44.3.13 track and report on progress of all Severity 1 Service Incident and Severity 2 Service Incident level problems that are escalated to Level 2 support to ensure that Root Cause analysis is performed and reported on (Service Incident reports / tickets to remain open until root cause analysis report is completed and submitted);

44.3.14 provide the Authority with a written report detailing the cause of and procedure for correcting such failure; provide updates on a monthly basis until closure;

44.3.15 coordinate delivery and installation of new products and services;

44.3.16 ensure compliance with established Authority ICT standards and architectures;

44.3.17 issue broadcast messages regarding system status approved by the Authority;

44.3.18 substantiate to the Authority that all reasonable actions have been taken to prevent recurrence of such failure; and

44.3.19 reset passwords and disable accounts in accordance with Authority's ICT standards and procedures.

44.4 The Supplier shall:

44.4.1 perform Help Desk capacity monitoring and planning;

44.4.2 perform Help Desk staffing analysis to ensure Help Desk is staffed with personnel having the appropriate sets of skills, training, and experience in line with Authority capacity and technology and new demands of Curriculum ICT; and

44.4.3 install/test/maintain Help Desk systems and portals. 

44.5 Measure and analyse performance relative to objectives and agreements:

44.5.1 develop and implement improvement plans where appropriate; and

44.5.2 report on Performance Indicator statistics and trends as requested.

44.6 The Help Desk staff shall record any Service Incidents, The Help Desk staff shall gather and record as much information as necessary concerning the Service Incident and attempt an initial resolution at the first point of contact.

44.7 The Service Incident shall then be passed to the agreed resolver group. These Service Incidents shall then be tracked and progressed until closure.  When Service Incidents are unlikely to be resolved in accordance with the relevant Performance Indicator then the Help Desk staff shall escalate the Service Incidents in accordance with the agreed escalation process.  

44.8 When it is believed that an Service Incident is resolved then the agreed resolver group shall contact the Help Desk in accordance with the agreed Incident Closure Procedure to ensure that it is fixed to his/her satisfaction and shall then close the Service Incident otherwise it shall be placed in a pending state awaiting user feedback.  If the End User does not respond within ten Working Days then the Service Incident shall be auto-closed.  Where the End User reports that the Service Incident is not resolved then the Service Incident shall be returned to the Supplier for further investigation and action.

44.9 The Supplier will provide the Authority’s business support teams and ICT service group with concurrent access to the Supplier’s management systems and tools such that they are able to effectively record, manage and report on users requests passed to them by the Supplier or received directly from Users.

44.10 Help Desk staff shall have access to system management tools to enable them to remotely diagnose, manage and resolve Service Incidents and access both internal and external knowledge repositories. End Users shall be able to access frequently asked questions held on these knowledge repositories. 

44.11 The toolset that is used by the Help Desk agents shall record all asset information and populate the system with the information related to the End User and their associated assets.

44.12 The Supplier shall use the toolset to ensure that End User customer Satisfaction Surveys are performed in accordance with the arrangements set out in schedule 2.2 (Performance Levels). 

44.13 The Supplier shall also enable authenticated and authorised users to perform self-service password resets via an appropriate tool.

44.14 The Supplier shall where required by schools and with the explicit permission of a head teacher in writing, arrange such facilities as to allow individual teaching staff the ability to change and reset passwords for school learners within the confines of the appropriate school network.

45. Technical Management

45.1 The Supplier shall provide Technical Management services that deliver technical expertise and support for the management of the infrastructure. 

45.2 Technical Management shall include:

45.2.1 designing, testing, operating and improving Services;

45.2.2 maintaining skills required to operate the infrastructure required; 

45.2.3 technical management of every key technology area of the infrastructure; and

45.2.4 responsibility for the technical aspects of designing, testing, operating and improving IT Services. 

45.3 The Supplier shall regularly back up all documentation and software configurations held on the Supplier management systems and will store backups of the latest versions in a secure off-site location for the duration of the Agreement, and available to authorised Authority representatives on request. 

45.4 The Supplier shall provide on-going advice, at the Authority’s request in respect of the infrastructure availability, performance, utilisation and capability to support new applications and business initiatives. 

45.5 On a six monthly basis the Supplier shall review the levels of software and firmware running on the infrastructure and produce a report as part of the relevant month’s Performance Monitoring Report. The report shall:

45.5.1 provide a high level summary of the current infrastructure software and firmware levels; and

45.5.2 identify components where there is a potential issue with respect to the current level of software and firmware and its potential ability to negatively impact the performance of the  infrastructure along with recommendations to address those weaknesses.

45.6 The Supplier shall undertake physical audits of the infrastructure as required by the Authority from time to time and produce audit reports in the format as specified by the Authority. 

45.7 The Supplier shall appoint a Lead Architect as set out in paragraph 8 of this schedule 2.1.

Part 5 Continual Service Improvement

Continual Service Improvement uses methods from quality management in order to learn from past successes and failures with the aim of continually improving the effectiveness and efficiency of IT processes and services.

The Supplier will carry out Service Improvement as set out in Clause 8 of this Agreement.

Part 6 Service Components

This part sets out the individual components of service and the requirements which the Supplier Solution must deliver. 

46. Anti-Virus System Management

46.1 The Supplier shall operate an appropriate anti–virus solution in line with Good Industry Practice. 

46.2 The Supplier shall include automated updates of anti-virus signature files and database engines required to ensure the solution is current and to the versions recommended by the anti-virus software vendor. 

46.3 The Supplier shall manage, maintain and support the anti-virus software to ensure that any files distributed across (incoming and outgoing) the Authority’s networks including e-mail attachments, are scanned before use and prior to distribution, and operate a quarantine of infected emails.

46.4 The Supplier shall ensure that all Endpoint Devices used by End Users that are managed by the Supplier and connected to the network are covered by the anti-virus software and ensure that all such devices are automatically receiving updates.

46.5 The Supplier shall ensure that the anti-virus software is updated automatically for network connected and accessible devices within the Supplier’s scope of management in order to maintain the Authority’s anti-virus protection on a daily basis or more frequently if agreed with the Authority and subject to the availability of such updates, the Supplier shall carry out an impact assessment to mitigate possible detrimental effects on known problem areas.

46.6 The Supplier shall act promptly to eliminate any virus, spyware, malware and related infections from the infrastructure and all ancillary devices and inform the Authority of any infections immediately and as a matter of urgency.

46.7 The Supplier shall ensure the Authority meets the Government security standards including Connect code of connect requirements such as PSN, GSX/GSI and is in accordance schedule 2.3 (Standards).

46.8 The Supplier shall provide a monthly report on security activities and Service Incidents as part of the Performance Monitoring Report.

46.9 The Supplier’s role and responsibilities shall include but not be limited to:

46.9.1 ensuring the Authority’s security architecture is protected with up-to-date protection against latest security attacks and threats by deploying necessary security patches, fixes and configuration changes;

46.9.2 tracking the managed estate for any known vulnerabilities by monitoring various information security advisory and product vendor’s web sites and by other means;

46.9.3 identifying vulnerabilities and their risks and mitigating the risk by identifying the solutions / work around;

46.9.4 coordinating with the respective asset owner / custodian the implementation of the solution; 

46.9.5 ensuring security policies practised are in line with the Authority’s corporate security policies; and

46.9.6 providing recommendations to the Authority to improve upon security management and administration.

47. Application Management

47.1 The Supplier shall provide and deliver Application Management services that encompass a set practices in accordance with Good Industry Practice which improve the overall quality of IT software development and support through the life-cycle of software development projects, with particular attention to gathering and defining requirements that meet Authority objectives, as notified by the Authority. 

47.2 The Application Management services shall include:

47.2.1 maintenance of standard policies and procedures surrounding definition, deployment, configuration, use and retirement of software assets;

47.2.2 maintenance of a definitive application list and software library.

47.3 Application Planning and Analysis

The Supplier will:

47.3.1 recommend and define policy standards and guidelines, and the procedures for managing the applications' planning and analysis activities for approval by the Authority;

47.3.2 implement the authorized and approved standards, guidelines, and procedures;

47.3.3 perform business liaison function to operational units in consultation with the Authority;

47.3.4 perform business planning for capacity and performance;

47.3.5 continuously monitor technical trends through independent research; document and report on products and services with potential use for the Authority;

47.3.6 perform feasibility studies for the implementation of new technologies that best meet the Authority’s business needs and cost/service‑level expectations;

47.3.7 conduct annual technical and business planning sessions to establish standards, architecture and project initiatives;

47.3.8 implement the authorized and approved standards, guidelines, and procedures; and

47.3.9 conduct semi annual workshops on industry trends and best practices.

47.4 Application requirements Definition and Project Initiation

The Supplier shall:

47.4.1 define standards, methodologies, content and documentation formats to be used in defining and documenting the Authority user requirements and project initiation, for approval by the Authority;

47.4.2 conduct interviews, group workshops and surveys to determine user requirements in consultation with the Authority;

47.4.3 meet with the Authority’s service’s representatives;

47.4.4 serve on appropriate requirements groups and panels;

47.4.5 determine software upgrade conversion requirements for COTS hardware and software;

47.4.6 document all agreed business requirements in required formats (e.g., system specifications, integration schematics, data models, and network design schematics); and

47.4.7 recommend technology platform and development environment and tools that best meets the Authority’s business needs and cost/Performance Indicator expectations for approval by the Authority.

47.5 Application Design Specification

The Supplier shall:

47.5.1 design and configure technical environment through an annual technology plan based on the Authority’s standards, architecture and project initiatives for approval by the Authority;

47.5.2 conduct site surveys for design efforts as required;

47.5.3 develop functional and detailed technical specifications that support the approved functional, operational, and Performance Indicator requirements; 

47.5.4 design data structures; and

47.5.5 design program modules.

47.6 Application Development Database Administration

The Supplier shall:

47.6.1 establish database functional and operational requirements and architecture standards for approval by the Authority;

47.6.2 perform data modelling for approval by the Authority;

47.6.3 create logical and physical database design for approval by the Authority;

47.6.4 recommend DBMS/tools for implementation in accordance with the Authority’s defined and approved architecture standards;

47.6.5 determine and document data element naming conventions for approval by the Authority;

47.6.6 determine and document data element access levels for approval by the Authority;

47.6.7 monitor compliance with the Authority’s approved naming conventions and report monitoring to the Authority; 

47.6.8 define logical views of database for approval by the Authority;

47.6.9 develop DBMS code in accordance with approved database design;

47.6.10 perform technical review of DBMS code;

47.6.11 model and monitor DBMS performance; 

47.6.12 recommend DBMS performance optimization measures;

47.6.13 review and approve recommended performance optimization measures; and

47.6.14 design database backup and recovery procedures for approval by the Authority.

47.7 Third Party Commercial Off-the-Shelf Software (COTS) Packages

The Supplier shall:

develop COTS package selection process and selection criteria for approval by the Authority;

47.7.1 check hardware and software standard compliance in conformance with the Authority selection criteria;

47.7.2 determine customization requirements for integration and usage with the Authority application development and deployment environment for approval by the Authority;

47.7.3 perform utilization impact analysis;

47.7.4 conduct COTS package evaluation process and recommend appropriate package solutions, including feature/function, technology, skills, and cost analysis  for approval by the Authority;

47.7.5 participate in COTS selection process;

47.7.6 provide report with comparison analysis and recommendations as to the most appropriate COTS technology packages;

47.7.7 manage COTS license and third party support agreements and acquire approved packages; and

47.7.8 if required by the Authority, participate in negotiations and approve contract terms and conditions as appropriate.

47.8 Implementation/Deployment 

The Supplier shall:

47.8.1 define unique business unit specific adaptations, deployment criteria, and delivery requirements for approval by the Authority;

47.8.2 define implementation and deployment policies, project schedules and staffing requirements to meet deployment and delivery requirements for approval by the Authority;

47.8.3 conduct pre‑installation site surveys;

47.8.4 provide recommendations for local adaptations to technical architecture or services provided, where applicable and appropriate, including cost and time estimates for implementation for approval by the Authority;

47.8.5 implement approved and authorized local adaptations for technical architecture;

47.8.6 perform installation of new or enhanced system components, functions and features, including hardware, software, peripherals and configurations as required by the Authority;

47.8.7 coordinate deployment and support activities with the Authority business unit management team;

47.8.8 provide in-person technical assistance and knowledge transfer to Authority business unit personnel during deployment as requested by the Authority;

47.8.9 perform data migration by either electronic or manual methods as a result of implementation or migration;

47.8.10 perform appropriate tests on all installs, moves, additions and changes;

47.8.11 conduct post implementation system integration and system acceptance tests, as appropriate for approval by the Authority;

47.8.12 provide system and user documentation and training materials for approval by the Authority;

47.8.13 provide end‑user training for new products and services, as applicable; and

47.8.14 provide support where appropriate.

47.9 Application Maintenance Services - Operations and Administration

The Supplier shall:

47.9.1 define operations and administration policies for approval by the Authority;

47.9.2 define test‑to‑live service environment requirements for approval by the Authority;

47.9.3 perform test‑to‑live service environment for approval by the Authority;

47.9.4 report to the Authority on results from test‑to‑live service activities;

47.9.5 perform quality control on test‑to‑live service results for approval by the Authority;

47.9.6 coordinate user support activities with the Help Desk as appropriate;

47.9.7 responds quickly and efficiently to all installation and maintenance initiatives;

47.9.8 identify, design and implement metrics and reports for ICT service‑area systems for approval by the Authority;

47.9.9 identify possible product enhancement opportunities for improved performance and potential cost savings for approval by the Authority;

47.9.10 provide operations activity support;

47.9.11 provide administration activity support; and

47.9.12 perform Configuration Management and change control activities for approval by the Authority.

47.10 Application Maintenance

The Supplier shall:

47.10.1 define maintenance and repair policies and procedures for approval by the Authority;

47.10.2 manage and track maintenance requests and orders;

47.10.3 perform diagnostics on hardware, software, peripherals and services (as appropriate), including:

47.10.3.1 diagnose Service Incident problem state with maintenance request owner;

47.10.3.2 recommend and implement as appropriate temporary workaround solution;

47.10.3.3 analyse existing program code;

47.10.3.4 determine problem cause;

47.10.3.5 determine problem resolution;

47.10.3.6 document problem and problem resolution;

47.10.3.7 report recommended problem resolution to appropriate Supplier and the Authority staff; and

47.10.3.8 initiate change request, for approval by the Authority;

47.10.4 perform necessary tasks and activities to implement authorized changes per Change Management processes, including:

47.10.4.1 develop and document functional specifications; 

47.10.4.2 create or modify program code;

47.10.4.3 conduct unit testing of affected modules;

47.10.4.4 test change for conformance to functional specifications; 

47.10.4.5 install local system fixes as needed; and

47.10.4.6 recover and load data as required;

47.10.5 install manufacturer field change orders, service packs, firmware and software maintenance releases, BIOS upgrades, etc;

47.10.6 perform software distribution and version control, both electronic and manual;

47.10.7 perform routine system management on applications such as system tuning;

47.10.8 provide corrective maintenance;

47.10.9 provide preventive maintenance; 

47.10.10 provide adaptive maintenance; 

47.10.11 provide reactive maintenance; 

47.10.12 provide release packaging of software changes for approval by the Authority; and

47.10.13 establish the priority of Service Requests for approval by the Authority.

47.11 Monitoring and Reporting

The Supplier shall:

47.11.1 measure and analyse performance relative to requirements;

47.11.2 develop improvement plans for approval by the Authority;

47.11.3 implement improvement plan;

47.11.4 report on Service Level results;

47.11.5 coordinate monitoring and reporting with the Help Desk; and

47.11.6 provide appropriate metrics and measures of performance to the Authority.

48. Application Development

48.1 The Supplier shall manage Authority applications needed to deliver the Services as notified by the Authority, both applications originally developed in-house and those sourced externally from third party independent software vendors. In the case of those developed in-house, the Supplier shall ensure appropriate skills are deployed. 

48.2 In the event that the Authority decides to undertake further application development with the Supplier, the Supplier shall work with the Authority to deliver application development services consisting of design, configuration, coding and deployment of selected application technologies into the Authority’s target environments. This development will need to be aligned to the Authority’s Application Roadmap and strategy and will only be undertaken through a project.

48.3 The Supplier shall provide an application development and maintenance service that will ensure all applications project work is delivered effectively; that is on time, to budget, quality and specification, whilst also allowing the Authority to realise the benefits defined within the project business case.  For the avoidance of doubt, this requirement relates to applications development services that are specifically requested by the Authority and is without prejudice to the Supplier’s obligations to provide the Application Management services as described in this schedule. 

48.4 The Supplier shall:

48.4.1 provide application development, maintenance, and integration services to the Authority to the Authority's specification;

48.4.2 provide details of resource, costs and time requirements to carry out the work at rates that do not exceed those set out in the Supplier Personnel rate card set out in Annex 1 of schedule 7.1 (Charges and Invoicing);  

48.4.3 produce detailed plans within an agreed period following acceptance of the details of resource, costs and time requirements to carry out the work in accordance with the terms of this Agreement;

48.4.4 agree acceptance criteria with the Authority, including complying with any technical and testing procedures and standards in accordance with schedule 6.2 (Testing Procedures) where appropriate. Where technical standards are not defined the Supplier shall comply with Good Industry Practice;

48.4.5 monitor and record requests for change to the specification and if appropriate re-estimate the time and cost of completion of the requested work at no additional cost;

48.4.6 install new software and carry out testing in respect of agreed changes/projects;

48.4.7 provide full user and management support until software is working to the agreed specification as part of the change or project; 

48.4.8 produce, maintain, update and make available to the Authority documentation for any software or other deliverable developed and store it in a secure and easily retrievable location in accordance with agreed configuration management and version control in accordance with ISO/IEC 20000;

48.4.9 ensure the asset register is updated with all changes to the infrastructure as a result of development works; and

48.4.10 provide access to project development information and project progress information through an on-line project portal. 

48.5 The Supplier shall:

48.5.1 establish programming/development policies and procedures;

48.5.2 establish overall programming/development project schedule and module release schedule for the approval of the Authority;

48.5.3 perform all necessary engineering and programming functions as required to develop and implement the approved design plans and specifications for the application development product(s), including: 

48.5.3.1 create program code;

48.5.3.2 conducting module-level unit testing;

48.5.3.3 implementing and maintaining approved change control procedures;

48.5.3.4 compiling code into program run-time executables;

48.5.3.5 creating, updating and maintaining appropriate code libraries and code documentation; and

48.5.3.6 transferring completed programs to quality assurance  for integration testing;

48.5.4 manage all on‑site and off-site/offshore programming/development efforts using industry‑standard project management tools and methodologies; and

48.5.5 conduct development reviews and provide written report on results to the Authority for approval by the Authority.

48.6 The Supplier shall define standards, methodologies, content, and documentation formats, to be approved by the Authority, to be used in defining and documenting the Authority user requirements and project initiation.

48.7 The Supplier shall provide application development and maintenance services as requested by the Authority and specified in this paragraph 48. The Supplier shall seek to understand current operations, and then agree a framework within which to deliver development services in line with the agreed project management structures.

48.8 When requested, the Supplier shall provide a timely response to the Authority which shall set out details of the required resources, timescales and associated costs to fulfil a particular development request under paragraph 48.7. The type of skills and the length of commitment shall need to be assessed to ensure the right resources are provided and at the most economic rates. 

48.9 For projects where the Supplier has been contracted to provide application development resource, unless the Authority elect to provide project management of the development themselves, then a detailed project plan shall be provided by the Supplier within an agreed period, in accordance with the Implementation Services. The Supplier shall ensure that development is carried out in line with agreed technical standards.

49. Application Support

49.1 The Supplier shall be responsible for application support for the applications as notified by the Authority and such support shall include:

49.1.1 End User administration (user account creation, password reset) with provision of approval from the Authority;

49.1.2 End User access rights administration;

49.1.3 Service Incident management, Problem analysis and Root Cause analysis including liaison with Third Party Software suppliers in the resolution of Service Incidents and Problems identified with the application; 

49.1.4 support to the Authority and authorised End Users in loading and running reports agreed, developed and/or written by application support personnel, super-users or third-party suppliers onto either the test or production application environment; 

49.1.5 management of application interfaces and middleware e.g. monitoring of batch processes, resolution of data exchange failures, bug fixes to interface code;

49.1.6 maintaining access to the user interface via the presentation layer (Citrix, Internet Explorer or other connectivity solutions as appropriate);

49.1.7 management, implementation and co-ordination of upgrades and patches according to the Supplier’s contractual obligations;

49.1.8 product technical configuration – application software installation and database configuration as agreed with third party provider(s) and the Release Management – managing the deployment of changes/updates requiring technical system administrative access, managing the deployment of changes into all environments in line with agreed change and Release Management processes and procedures; and evaluation and consideration of the technology implications of vendors’ Application Roadmap(s); and

49.1.9 technical vendor management – commercial vendor management, audit management band reporting; and data updates requiring elevated security privileges excluding bulk data migration activities as part of a major application upgrade.

49.2 The Supplier shall provide an out of hours application support service (to include major infrastructure components if appropriate) when requested; 

49.3 The Supplier shall as and when notified by the Authority, implement changes to the applications user base (including adding any End Users or removing End Users) as shall be specified by the Authority from time to time.

49.4 The Supplier shall perform business planning for capacity and performance.

49.5 The Supplier shall participate in annual technical and business planning sessions to establish standards, architecture and project initiatives

49.6 The Supplier shall document all agreed business requirements in required formats (e.g., system specifications, integration schematics, data models, and network design schematics).

49.7 The Supplier shall design and configure technical environment based on the Authority’s standards, architecture and project initiatives, develop functional and detailed technical specifications that support the approved functional, operational, and Performance Indicator requirements.

49.8 The Supplier shall undertake technical fixes to applications. 

49.9 The Supplier shall undertake management, implementation and co-ordination of upgrades and patches according to the Supplier’s contractual obligations.

49.10 The Supplier shall provide maintenance and support for the Authority’s Application Portfolio including the installation of any maintenance, patch and security releases, corrective fixes, hot fixes, service packs, family packs and bug fixes. Upgrade versions available to the Authority will be subject to impact assessment in accordance with the agreed upgrade assessment procedure contained within the agreed  software management policy and/or the relevant detailed services description. For the avoidance of doubt the Supplier shall maintain and support all appropriate and relevant application interfaces and integrations.

49.11 The Supplier shall provide further maintenance and support for applications as specified by the Authority.

49.12 The Supplier shall use an appropriate industry recognised application lifecycle methodology in providing application support services and it shall comprise of full application lifecycle management, as set out below.

49.13 The Supplier shall provide operating platform, technical and operating system support and maintenance for the infrastructure that underpins the supported applications.

49.13.1 provide “1st line support” (providing telephone support and ascertaining the precise nature of an error or defect such as password change management, and reporting any error or defect that cannot be resolved by the Supplier to the Glow Help Desk) application support in respect of the GlowMail application along with the collaboration tool and work group elements of Glow; and

49.13.2 discharge the agreed application support obligation in respect of the Learning and Teaching Scotland (LTS) contract on behalf of the Authority as described in the LTS contract between the Authority and the LTS and as agreed between the Parties.

50. Application Support – HC Managed Support Teams. 

50.1 The Service Provider shall provide resources to support  services provided by HC Managed Suppliers as notified by the Authority with:

50.1.1 access for the in-house teams to the Supplier’s ticketing system for the receipt and logging of tickets with a dedicated queue for each application and/or team;

50.1.2 access and the tools necessary to enable the in-house teams and application suppliers to configure applications; and

50.1.3 tools and facilities to enable the in-house teams and application suppliers to troubleshoot issues.

51. Middleware & Integrations

51.1 The Supplier shall manage and support the Authority’s middleware environment.

51.2 The Supplier shall manage and support all existing integrations and integrations that are developed or modified by the Supplier during the Term to Authority systems to comprise:

51.2.1 break-fix; and

51.2.2 minor changes.

51.3 The Supplier shall manage and support new or upgrades to integrations or interfaces resulting from Change by ensuring that the additional support costs are defined within the project scope and acceptance into live service is completed and signed off by the Authority.  Such interfaces to be designed using the following principles:

51.3.1 The Supplier shall design interfaces between systems using the appropriate agreed Authority middleware solutions; and

51.3.2 Point-to-point interfaces are only to be used with the specific agreement of the Authority.

51.4 The Supplier shall design, develop, implement and support a middleware solution that supports cloud based applications.

52. Application Packaging and Deployment

52.1 The Supplier shall provide services to deliver application packages as required by the Authority. 

52.2 The Supplier shall provide fault identification and remediation services for all existing application packages.

52.3 Prior to packaging a new application, the Supplier is required to conduct an assessment to determine the recommended deployment method and target device, by establishing the application’s:

52.3.1 suitability for packaging and deployment;

52.3.2 compatibility with chosen technologies; and

52.3.3 vendor support status of the application in packaged and deployed states.

52.4 The Supplier shall share with the Authority the results of the assessment outlined in paragraph 52.3 above and will agree with the Authority the appropriate deployment method.

52.5 The Supplier shall manage package and create technical acceptance testing using the agreed Release Management process. 

52.6 The Supplier shall conduct a test of newly created packages by deploying the application via the appropriate deployment tool. To ensure the process is successful the Supplier shall arrange for the completion of an initial user acceptance test ("UAT") with an Authority user.  This test will be considered as having passed when the software has been confirmed as deployed by the software distribution tool and without issues being raised by the UAT tester.

52.7 The Supplier shall ensure a record of packaged applications is maintained, with each package uniquely identified and linked to the relevant software asset in the CMDB. 

53. Authority Data – Format

53.1 The Supplier shall ensure Authority Data is returned either on expiry or earlier termination in a format that is non-proprietary and uses methods that conform to industry standards.

54. Backup and Recovery Services

54.1 The Supplier shall provide backup and file restore services to support all services to the agreed performance levels set out in Schedule 2.2.

54.2 The Supplier shall ensure backup data availability and related restore capability are maintained in accordance with the Authority’s “Corporate Records Retention and Destruction Policy” as notified by the Authority.

54.3 The Supplier shall ensure there is no impact on network performance or availability of Authority services and End User services during normal business hours as a result of running or over-running system backups.

54.4 The Supplier will:

54.4.1 agree backup schedules, retention arrangements and working practices with the Authority to meet the Authority’s business and statutory requirements and implement as necessary;

54.4.2 provide appropriate on and off-site back-up of all appropriate applications so that all data on these applications can be reconstituted. Back up procedures shall be based on good industry standards, including standards regarding integrity and frequency and physical location, as well as the Authority’s reasonable, specific requirements;

54.4.3 ensure appropriate daily and weekly and other required frequency back-ups are taken of all applications.  The backup media used may form a part of any disaster recovery strategy drawn up by the Authority. All backups to be moved and stored in an appropriate, secure off-site facility before start of business hours the following working day;

54.4.4 provide, manage and support appropriate corporate backup and restore tools;

54.4.5 backup all software (including configuration data) and data before and after any change or maintenance is carried out;

54.4.6 provide a data restoration service, as approved by the Authority;  

54.4.7 provide all consumables necessary for the provision of the backup service; 

54.4.8 carry out regular test restores on a monthly basis for a variety of applications and databases; and

54.4.9 at any time with reasonable notice, demonstrate to the Authority as part of the regular monthly test restore cycle that effective restore from the backups can be done which may include a random selection of files.

54.5 The Supplier shall review all the current processes, scripts, mechanisms, software and hardware against current best practice, Good Industry Practice, the business requirements of the Authority and the Supplier will create a list of short, medium and long term actions required to deliver a comprehensive backup service. The recommendations from this exercise shall feed into the Service Improvement Plan and be discussed with and approved by the Authority and the relevant actions instigated.

54.6 The Supplier will notify the Authority during the Implementation Services of anything that requires immediate action and remedied before the service commencement date as approved by the Authority.

54.7 The system management toolsets the Supplier shall employ on the Authority infrastructure estate shall provide backups of the infrastructure configurations to ensure these are both restorable and remotely deployable in the event of an issue arising from either hardware failure or as result of a change

54.8 The Supplier shall facilitate and manage the off-site, secure storage of backup media.

55. Bankers' Automated Clearing Services (BACS) Operations

55.1 The Supplier shall support the infrastructure and applications which comprise the BACS environment with respect to Service Incident, Problem, and Change Management processes and where requested by the Authority to operate and transfer data files in relation to the BACS processes.

56. Personalised Print 

56.1 The personalised print service will be delivered by the Authority's personalised mail service supplier and the personalised mail supplier’s print partner ("Personalised Mail Supplier") and is currently intended to be purchased by the Authority through the Scottish Government Category A Postal Services Framework Agreement - Lot 2 Planned Mail (SP-11-004-2). 

56.2 The Personalised Mail Supplier will provide the personalised mail service in support of printing volumes of mail that contains data specific to the addressee extracted from Authority applications. 

56.3 The Supplier shall:

56.3.1 provide input into planning sessions for the mailings and agree with the Authority and Personalised Mail Supplier when data extracts will be required;

56.3.2 deliver the data extract to Personalised Mail Supplier on the agreed extract dates for the mailings;

56.3.3 provide and ensure the correct data is transferred to Personalised Mail Supplier; and

56.3.4 deliver any requested changes to the data extract templates for Personalised Mail via the Catalogue process or the Change Control Procedure.

56.4 The Supplier shall support the infrastructure and applications which are required to transfer the relevant data to the Personalised Print environment as required for the processing activities covered by the Authority Personalised Print framework arrangements.

57. Premises Operations

57.1 Where the Supplier is utilising the Authority’s premises to deliver the Services, the Supplier shall be responsible for providing and maintaining Premises environmental services comprising air-conditioners, power supplies and uninterruptable power supplies and environment monitoring systems, relating to the rooms/facilities.

57.2 Where paragraph 55.1applies, the Authority will be responsible for the provision of power supply to the Authority Premises.

57.3 The Supplier shall:

57.3.1 manage the premises environment and security in line with current Good Industry Practice and the terms of this Agreement; and

57.3.2 monitor infrastructure performance and eradicate areas where poor performance is inhibiting service delivery.

58. Database Administration

58.1 The Supplier shall provide a full database administration service for all Authority applications that it supports as well as those supported by 3rd party vendors as notified by the Authority.  

58.2 The Supplier's Database Administration will comprise of the following:

58.2.1 monitoring of production database performance and resource usage;

58.2.2 monitoring table/index usage, growth and fragmentation;

58.2.3 monitoring of production database replication processes;

58.2.4 investigation and action to resolve all Service Incidents raised by monitoring or the Help Desk;

58.2.5 implementation of changes to the database configuration as necessary to resolve reported Service Incidents;

58.2.6 support and advice for applications development teams on database design changes;

58.2.7 deployment of database components associated with Service Incident resolution;

58.2.8 recovery of data as a result of hardware or media failure;

58.2.9 control of access to databases and related software at the database administration level (as opposed to End User access defined within applications);

58.2.10 base level documentation for support and maintenance procedures;

58.2.11 provision of reports on the availability and performance of databases on an ad-hoc basis if required; and

58.2.12 assessment and approvals in accordance with change control procedures.

58.3 The Supplier shall manage the co-ordinated provision of secure and controlled access to the database installations where third parties (e.g. application vendors) require access to apply upgrades or for diagnostic purposes. Such access will be time-limited, audited (at the time) and reported (after the event) as required.

58.4 The Supplier will:

58.4.1 proactively monitor all database systems to identify error messages and alarms and run any routines which check and or restore the databases’ integrity;

58.4.2 keep a record of all Authority database owners in the CMDB;

58.4.3 agree with the Authority any remedial action necessary to restore data integrity and carry out the agreed remedial action promptly;

58.4.4 gain approval from the Authority for any actions necessary to protect the operational integrity of the service, including stopping any processes that may have, or are, having a detrimental effect on the performance of a database;

58.4.5 ensure that the databases are updated when required and that all updates are controlled and logged to enable recovery to take place from damaged databases; and

58.4.6 maintain and make available to the Authority on request all documentation relating to databases administered by the Authority, including data file structures, database management design and protocols.

58.5 The Supplier shall use system management tools and adhere to Good Industry Practice to maintain the availability and performance of the Authority’s databases.

58.6 The Supplier shall take all necessary actions to ensure that the Authority’s databases are available during the required service hours.  Alert monitoring shall be used to proactively monitor and check availability. Corrective action shall be taken when a pre-determined threshold, as approved by the Authority, is breached. 

58.7 The Supplier will be responsible for: 

58.7.1 database sizing;

58.7.2 resizing and defragmenting databases; 

58.7.3 tuning and maintaining databases;

58.7.4 capacity management and planning; 

58.7.5 database integrity;

58.7.6 maintaining database documentation;

58.7.7 optimising database capabilities;

58.7.8 applying upgrades and patches;

58.7.9 database replication to an agreed time tale agreed with the Authority and using the Change Management process;

58.7.10 setting up and maintaining (where appropriate) disk mirroring and configuration; 

58.7.11 database re-organisation as required and agreed with the Authority using the Change Management process;

58.7.12 database version control as required and agreed with the Authority using the Change Management and Release Management processes;

58.7.13 database security including stopping any detrimental processes as agreed; 

58.7.14 software installation and re-installation as required and agreed with the Authority using the Change Management process;

58.7.15 software updates as required and agreed with the Authority using the Change Management process;

58.7.16 data archiving;

58.7.17 monitor databases; and

58.7.18 providing advice and guidance to database users upon request.

59. Desktop

59.1 The Supplier shall provide a desktop environment (virtual and physical) that allows the desktop operating system and applications (as notified by the Authority) to be delivered to End Users in accordance with the Performance Indicators set out in schedule 2.2 (Performance Levels) including but not limited to:

59.1.1 anti-virus protection;

59.1.2 encryption and control of removable media;

59.1.3 encryption of mobile devices;

59.1.4 media streaming including video;

59.1.5 print drivers;

59.1.6 standard hardened builds;

59.1.7 standard software as notified by the Authority; and 

59.1.8 other applications as notified by the Authority.

The Authority shall provide at least two examples of each model and type of desktop device, where the Supplier has not been responsible for the supply of the desktop device, to enable the testing of the above service elements.

59.2 The Supplier will provide intranet/Internet/Extranet services to the desk top. 

59.3 The Supplier will develop scripts and macro programs, or use suitable tools to automate standard Authority processes as appropriate for example, upgrading desktop profiles and system optimisation checks. 

59.4 The Supplier will perform diagnostics on hardware, software, peripherals and services (as appropriate).

59.5 The Supplier will conduct maintenance and parts management and monitoring during warranty and off warranty periods in accordance with the applicable desktop commodity framework. 

59.6 The Supplier will test, install and tune technical environment hardware, software, peripherals and services.

59.7 The Supplier will manage hardware, software, peripherals and services to optimize Performance Indicator and minimize resource requirements.

59.8 The Supplier will provide  in relation to the desktop services for Curriculum End Users the following activities: ("Curriculum Support Activities")

59.8.1 Setup, task equipment for exams;

59.8.2 Setup equipment for guests / inset days;

59.8.3 Setup Screen Share Tools – for IWBs, panels and other projection tools; and

59.8.4 Moves of ICT Equipment for building / refurbishment purposes 

60. Endpoint Services, IT Peripherals and IT Consumables

60.1 End User Devices, IT Peripherals and IT Consumables will be procured by the Authority using third party suppliers and are currently intended to be procured under the frameworks set out below (in the event that these change the Authority shall notify the Supplier): 

60.1.1 Workstations (SP-15-011-5);

60.1.2 Mobile Client Devices (Laptops) (SP-15-011-1);

60.1.3 Peripherals (SP-14-992);

60.1.4 Framework agreement for the supply of Thin Client Devices (SO-15-011-2);

60.1.5 Framework Agreement for the supply of Web Based and Proprietary Client Devices (SP-15-011-3);

60.1.6 IT Consumables (SP-11-01);

60.1.7 Desktop Client Devices (SP-15-011-4) 

(the providers of these services to the Authority being the "Framework Suppliers")

60.2 The Supplier will be responsible for:

60.2.1 creating and maintaining a Service Catalogue for the purchase of Endpoint Devices, IT Peripherals and IT Consumables in liaison with the Framework Suppliers;

60.2.2 integrating the Service Catalogue for the purchase of Endpoint Devices, IT Peripherals and IT Consumables with the Authority's internal financial and ordering systems (in accordance with paragraph 25 of this schedule 2.1;

60.2.3 ordering Service Catalogue items on behalf of the Authority from the Framework Suppliers in accordance with paragraph 28.5 of this schedule 2.1;

60.3 The Supplier shall provide endpoint services that encompass flexible provision of software, migration, integration and operation.

60.4 The Supplier shall provide installation, maintenance (including break-fix) and upgrade services for all Endpoint Devices.

60.5 The Supplier shall provide an installation, moves and changes service for all Endpoint Devices and associated IT Peripherals and IT Consumables. 

60.6 The Supplier will support a range of approved Endpoint Devices (to give End Users a choice matched to work style) as notified by the Authority. 

60.7 Endpoint services will include: 

60.7.1 operating system installation on newly supplied Endpoint Devices;

60.7.2 software installation to Endpoint Devices using approved packaged applications;

60.7.3 patch management of all connected Endpoint Devices; and

60.7.4 maintenance of the CMDB. 

61. Endpoint Device Supply

61.1 The Supplier shall manage End Point Device Supply and shall act as the agent of the Authority to purchase End Point Devices in accordance with Authority instructions and shall manage an Endpoint Device Supply service that utilises and integrates with the Authority’s buying arrangements as set out in the desktop commodity specification as notified by the Authority. 

61.2 The Supplier's Endpoint Device Supply service will:

61.2.1 require requests for standard items to be made using the Authority’s catalogue ordering  process and subject to the necessary Authority authorisations;

61.2.2 integrate with the Authority’s internal procurement and purchasing processes and be aligned to the Authority’s Contract Standing Orders and Financial Regulations;

61.2.3 endeavour to reuse existing assets recovered through the agreed Endpoint Device Recovery & Disposal service wherever possible; and

61.2.4 manage delivery of purchased items using the hardware vendor’s services and ensure the Endpoint Device has been fully installed for the End User.

61.3 The Authority will ensure that the Supplier has appropriate access to use of the purchasing system in order to fulfil its IT purchasing responsibilities. 

61.4 The Supplier will provide to the Authority a goods receipting service following delivery of the purchased items.  

61.5 Where existing assets are used to fulfil a request the Supplier shall complete installation under the IMAC process and the Supplier shall return the purchase order to the Authority for cancellation.

62. Endpoint Device Break-Fix

62.1 The Supplier shall provide an Endpoint Device Break-Fix service that achieves or exceeds the agreed Performance Indicators in schedule 2.2 and makes a positive contribution to service availability.

62.2 The Supplier's Endpoint Device Break-Fix service will provide a warranty management service based on the agreed endpoint warranty via requirement 59.2.1 or attempt to re-use hardware and software to ensure the effective management of the Authority Assets.

62.3 The Supplier's Endpoint Device Break-Fix service will utilise the Endpoint Device Pool as notified by the Authority.

63. Endpoint Device Build

63.1 The Supplier shall own, manage and support the creation and maintenance of standard Endpoint Device builds and images aligned to the Authority’s Information Security requirements.

63.2 The Authority will review the standard endpoint build.  Updates to the standard build will be tested in a controlled manner prior to release and subject to the general provisions of Configuration Management, Change Management and Release Management outlined in this schedule 2.1.  

63.3 The Supplier shall support a set of accessibility options as agreed and updated annually and will engage with the Authority’s Health and Safety Policy to ensure these options meet the needs of most impairments.

64. Endpoint Device Pool

64.1 The Supplier will maintain a pool, on behalf of the Authority, of a range of Authority approved Endpoint Devices to enable swap-out of faulty devices.

64.2 The Supplier shall ensure the process for registering a new End User on a pooled Endpoint Device is simple and easy while ensuring that standard Endpoint Device security controls are maintained.

64.3 The Supplier shall record the use (name, cost centre and length of loan) of these pooled Endpoint Devices and provide that to the Authority on a monthly basis to enable recharging.

65. Endpoint Device Recovery and Disposal Service

65.1 The Supplier shall recover unused Endpoint Devices and peripherals from Authority Premises or Supplier premises and where possible re-use these, refurbishing as necessary.

65.2 The Supplier shall ensure that any installed software is recovered and licenses made available for use by other End Users.

65.3 The Supplier shall dispose of Endpoint Devices and peripherals in accordance with the Authority’s Financial Regulations and Authority instructions.  

65.4 The Supplier shall provide the Authority with a list of Endpoint Devices and peripherals sent for disposal.

65.5 The Supplier shall provide the Authority with certification that all Endpoint Devices and peripherals are disposed of according to relevant regulations including the WEEE regulations.

66. Endpoint Device Security

66.1 The Supplier Solution shall include the following Endpoint Device Security measures as a minimum:

66.1.1 auto-locking of device if left unattended;

66.1.2 operating system lockdown to the Authority’s requirements;

66.1.3 a password expiry cycle;

66.1.4 a programme of regular software patching; 

66.1.5 removal of local administrator privileges;

66.1.6 data encryption for all Endpoint Devices;

66.1.7 the use of complex passwords in line with the Authority’s standards, as notified by the Authority from time to time; and

66.1.8 up-to-date attack and intrusion prevention and detection software.

67. Electronic Mail (email) – General

67.1 The Supplier shall manage and support an enterprise email and email archiving solution, in accordance with the Performance Indicators set out in schedule 2.2 (Performance Levels). 

67.2 The Supplier's Solution electronic mail services will include:

67.2.1 email post offices (mail servers);

67.2.2 mailboxes;

67.2.3 mail transfer agents; 

67.2.4 mail relays;

67.2.5 mail gateways; and

67.2.6 mail anti-virus protection.

67.3 The solution will require End Users to mark emails according to the Authority’s current “Protective Marking Guidance.”

67.4 The Supplier shall consult with the Authority the storage allocation policy, and submit a proposal for the Authority's approval.

67.5 End Users will be able to request additional space as required through the Catalogue Service process.

68. Electronic Mail (email) – Secure

68.1 The Supplier shall manage and support access to government secure email solutions for Government Gateway. 

68.2 The Supplier shall manage and support access to a secure email solution, integrated with the email service, to enable the Authority to exchange sensitive information with third parties who do not have access to a common secure email system in accordance with the Performance Indicators set out in schedule 2.2 (Performance Levels).

69. First-Time Fix

69.1 The Help Desk will undertake first time fixes on a basis to be agreed by the Authority ("First Time Fix"). This will be reviewed on a quarterly basis as part of the service management review process and changes agreed by both parties. Where the Supplier can demonstrate that a fix has been achieved by means of Self Help and Self Service, then that fix shall be counted as a First Time Fix. 

69.2 Any Service Incident that cannot be resolved as a First-Time Fix will be assigned a relevant priority and passed to a resolving team.  

70. Gateway Services

70.1 The Supplier shall provide reliable and consistent connectivity to corporate systems using approved devices from any location to the extent the connectivity is within the control of the Supplier in accordance with schedule 2.2 (Performance Levels).

70.2 The Supplier shall ensure security is maintained to local and central government standards ensuring compliance is assured at all times.

70.3 The Supplier shall ensure services achieve or exceed agreed Performance Indicators. 

70.4 The Supplier shall design and maintain Gateway Services to avoid lengthy authentication processes, provide session persistence and support alternative methods of device connectivity.

70.5 The Supplier shall operate network access controls which capture posture information (user, device type, patching status, anti-virus status and location) and use this information to control the access of users to Authority systems. Where applications support it, this information should be passed by Gateway Services to those applications.

70.6 The Supplier shall operate a secure certification key system that enables Endpoint Devices to be distinguished by the network access controls.

70.7 The Supplier shall operate network access controls for approved third parties using their own devices. 

71. Hosting Services

71.1 The Supplier shall provide system and solution Hosting Services including servers and storage to support the Performance Indicators set out in schedule 2.2 (Performance Levels) for the applications as notified by the Authority. 

71.2 The Supplier shall provide and support production, test and patch development and any other environments as requested by the Authority.

71.3 The Supplier shall:

71.3.1 ensure all infrastructure level components are designed and configured to achieve or exceed the agreed Availability Performance Indicators set out in schedule 2.2 (Performance Levels); 

71.3.2 ensure compliance with the Authority's information security requirements; 

71.3.3 provide operations management including the liaison with third-parties in the resolution of Service Incidents; and

71.3.4 ensure there is no corruption or loss of any Authority Data hosted on the Hosting Services.

71.4 Where hosting is provided outside of the Authority Premises the Supplier will ensure that such externally hosted systems and solutions must be:

71.4.1 capable of integrating with the Supplier’s Service Management processes; 

71.4.2 aligned to the Authority Requirements stated in this schedule; and 

71.4.3 capable of maintaining existing data interchange between systems.

71.5 The Supplier will:

71.5.1 ensure the site or sites utilised by the Supplier  have sufficient scalability and capacity to allow for the implementation and installation of new systems (and upgrades or new versions of existing systems) to accommodate the reasonably likely future requirements of the Authority (such requirements to be the basis of typical local authority of its size and functions) without the Authority being liable for any additional site costs;

71.5.2 ensure that the ICT hosting infrastructure is resilient, at least in accordance with current Good Industry Practice;  

71.5.3 ensure that the ICT hosting infrastructure shall perform to meet agreed user response requirements. 

71.5.4 Utilise resilient SWAN datacentre links and support arrangements from Authority;

71.5.5 suggest the most appropriate Infrastructure platform or service; and

71.5.6 work with the Authority within PSN/CESG approved management policies.

71.6 The Authority shall consider shared infrastructure and hosted systems subject to strict adherence by the Supplier to securing data and End User access and taking into account the Authority’s requirements at the end of the Agreement.  Such security must be guaranteed within the acceptance documentation for any new application or system.

72. Implementations, Moves and Changes (IMAC)

72.1 Implementations, Moves and Changes (IMAC) Services are activities defined as changes to either an individual or department, with some but not all changes (such as catalogue services) being chargeable activities, and will include the following:

72.1.1 Installation / move of IT equipment including network patching at the patch panel;

72.1.2 Build / Re-build of Endpoint Devices;

72.1.3 secure data removal;

72.1.4 IT equipment disposal to the agreed disposal procedure;

72.1.5 Manual installation of unpackaged software that cannot be deployed automatically;

72.1.6 Authorised peripheral set up and configuration;

72.1.7 Set up of remote access;

72.1.8 Fulfilment of data backup or restoration requests; and

Requests for out of standard hours working support arrangements.

73. Infrastructure Management

73.1 The Supplier shall ensure infrastructure components and services support the agreed Performance Indicators as set out in schedule 2.2 (Performance Levels).

73.2 The Supplier shall ensure security is maintained to the Authority, local and central government standards to ensure compliance is assured at all times.

73.3 The Supplier shall manage demand and capacity of the infrastructure to maintain service availability.

74. Perimeter and  Network Security and Support Services

74.1 The Supplier shall support all network services under its control required to achieve or exceed Performance Indicators set out in schedule 2.2 (Performance Levels), to include:

74.1.1 Firewalls, VPN, routing, switching and load balancing infrastructure, DMZs and other network zones, web and e-mail content filtering and management systems, proxies, intrusion detection/prevention and other controls to support agreed security levels; 

74.1.2 The Supplier shall configure and manage all firewalls, maintain firewall rule base and apply security upgrades and patches as required in a timely manner to maintain the security architecture. The Supplier shall maintain and update changes approved by the Authority including domain names, address ranges, URLs, network, End Users and End User groups; and

74.1.3 ensure all firewall rules are documented and have a full explanation for their existence and undertake firewall changes as directed and agreed by the Authority.

74.2 The Supplier's roles and responsibilities shall include but not be limited to:

74.2.1 ensuring the Authority’s security architecture is patched up-to-date against latest security attacks and threats by deploying necessary security patches, fixes and configuration changes;

74.2.2 tracking the managed estate for any known vulnerabilities by monitoring various information security advisory and product vendor’s web sites and by other means;

74.2.3 identifying vulnerabilities and their risks and mitigating the risk by identifying the solutions / workaround;

74.2.4 coordinating with the respective asset owner / custodian the implementation of the solution; 

74.2.5 ensuring security policies practised are in line with the Authority’s corporate security policies; 

74.2.6 define services and adhere to standards for Data environment for approval by the Authority; and
74.2.7 providing recommendations to improve upon security management and administration in-line with PSN compliance.

74.2.8 The Supplier will be responsible for managing and maintaining:

74.2.8.1 perimeter defences and services, including firewalls and intrusion detection/prevention services; and

74.2.8.2 perimeter access services, including AAA services, VPN access servers  and remediation servers;

74.2.8.3 perimeter content delivery services including reverse proxy and publishing services utilising Supplier provided toolsets; and

74.2.8.4 secure domain and server isolation domains (using NAP and certificate services) within the network for secure services such as Government Connect Mail. 

74.3 The Supplier will review the existing controls over external/third party access and identify any weaknesses or opportunities for improvement on an on going basis.

74.4 The Supplier will continue to develop and provide the remote access capability while maintaining a secure environment.

74.5 The Supplier shall be responsible on behalf of the Authority for all elements of information security within the Authority’s infrastructure and applications that are under the Supplier’s direct control. 

74.6 The Supplier shall manage, maintain and support as a minimum the following:

74.6.1 firewalls and intrusion detection and prevention devices;

74.6.2 authentication, authorisation and accounting systems;

74.6.3 access services such as VPN and Citrix gateways;

74.6.4 proxy services;

74.6.5 content delivery services;

74.6.6 network access and isolation; and

74.6.7 Government Connect mail.

74.7 The Supplier will participate in defining services and standards for planning and analysis activities in respect of perimeter security, which will be delivered to the Authority for its approval.
74.8 The Supplier will define services and adhere to standards for Data environment as approved by the Authority.

74.9 The Supplier will perform business liaison function to network carrier for capacity planning and analysis.

74.10 The Supplier will perform technical planning with Authority staff for capacity that impacts performance for LAN/WAN services.

75. Payment Card Industry (PCI) Services

75.1 The Supplier shall support payment processing services comprising the cloud-hosted payments system, payment kiosks, and secured telephony.

75.2 The Supplier shall ensure IT Services comply with PCI Data Security Standard (DSS) and will be sustained at this level, through a regime of appropriate scans and assessments as may be required by the PCI DSS and carrying out any remedial action required to achieve the PCI DSS.  

75.3 The Supplier shall ensure that systems for information, collection and making of payments – comprising the internet interface, intranet, telephony and BACS interface – are efficient and robust and conform to the PCI DSS. 

75.4 The Authority will be responsible for:

75.4.1 ensuring their PCI compliance status by submitting on an annual basis a self-assessment questionnaire; 

75.4.2 defining the scope of their PCI environment; and

75.4.3 maintaining the relation with the acquiring bank  and provide updates as required.

75.5 The Supplier shall develop the appropriate security policies, procedures and training for Supplier staff, to ensure on-going PCI DSS compliance.

76. Printing & Scanning

76.1 The Authority has entered into an agreement with the MPS Provider for the provision of managed print services. The Authority provides managed print services to  Highlife Highland, and  Highland and Western Isles Joint Valuation Board.
76.2 The Supplier shall create and manage print infrastructure, including print servers and print queues, required to support the printing and scanning devices provided by the Authority’s Managed Print Supplier. 

76.3 The Supplier shall use its Help Desk to manage the satisfactory resolution of print related Service Incidents and requests, providing a single point of contact and management of call resolution covering arrangements provided by the Authority’s Managed Print Supplier and performance against Performance Indicators set out in schedule 2.2 (Performance Levels).

76.4 The Supplier shall provide assistance in the testing, acceptance and implementation of relevant printer drivers supplied by the Managed Print Supplier by the deployment of the relevant print driver on physical and virtual desktop images and other Authority approved devices.

77. LAN/WLAN & WAN

77.1 The Authority has an in-house network ICT communications team to manage the delivery of telephony, video conferencing, WAN and LAN/WLAN networks.    

77.2 The Supplier's Help Desk will be the single point of contact for all for End Users with network or telephony related calls. The Supplier will pass such calls on to the Authority's ICT communications team for progression and triage and allocation to Other Suppliers for resolution. 

78. Public Services Network (PSN)

78.1 The Supplier shall maintain connectivity to the PSN and Government Gateway service that satisfies the PSN requirements, as notified by the Authority and any other technical requirements necessary for these services, through a regime of appropriate annual health checks and assessments that may be required by the PSN and carry out any remedial action required to achieve the PSN standard.  

78.2 The Supplier shall maintain compliance of the Services with the PSN standards for data security and ensure the terms of the PSN Code of Connection, as notified by the Authority, are not breached. This will include , and not be limited to, ensuring compliance with protective monitoring, security Service Incident and Event Management, situational awareness, risk management, Change Management and Release Management and service management.  

78.3 PSN Services will be delivered in accordance to the PSN standards, accredited to the appropriate level by CESG and comply as a minimum to Business Impact Level of IL2 for Confidentiality and Integrity.

78.4 The Authority will be responsible for the PSN submission and accreditation.  The Supplier shall provide a plan covering all Authority suppliers and their responsibilities in gathering data and undertaking testing to provide the relevant submission. The Authority shall manage the provision of such data by other service providers, and the Supplier shall discharge its own responsibilities in this respect all required information to the Authority in order for the Authority to make its submission. This will include, and is not limited to, outputs from network and system audit information, security and vulnerability assessments, and change and remediation logs.

79. Mobile Device Management

79.1 The Supplier shall support mobile device management in accordance with industry good practise to ensure mobile devices are encrypted and secure

79.2 The Supplier shall support mobile device integration as approved by the Authority.  

79.3 The Supplier shall ensure mobile device integration is maintained with the corporate email and application platforms.

79.4 The Supplier shall operate mobile device management to apply security policies to mobile devices (including smartphones, iPads and Android tablets) and enable remote wipe on request. 

80. Software License and Certificate Management

80.1 The Supplier shall be responsible for the management of licenses and certificates for applications provided by the Supplier or deployed by the Supplier to Authority approved devices, including:

80.1.1 maintaining records of licenses and certificates held and deployed and provide a monthly statement to the Authority;

80.1.2 ensuring that software is not deployed to End Users without a valid license;

80.1.3 ensuring that when a End User leaves and/or a device is decommissioned, their licenses are recovered and returned to the license pool for re-use by other End Users; and

80.1.4 providing information needed by software vendors to undertake software audits under the terms of the license agreements.

80.2 The Authority shall be responsible for the management of licenses for Authority appointed third parties where access is controlled within the application.

80.3 The Supplier will:

80.3.1 ensure that the Authority has in place such licences as the Authority requires from time to time in terms of number of users, level of functionality and volume of transactions in order for the Authority to receive the Services in accordance with this Agreement. To achieve maximum value for money, the Authority expects the Supplier to adopt where appropriate existing license management tools;

80.3.2 procure software licences required in order for the Authority to receive the Services in accordance with this Agreement.  This shall be subject to the Supplier utilising any volume discount agreement which the Supplier may benefit from, which shall be demonstrated to the Authority on an open book, auditable and justifiable basis.  The Authority may elect to procure a direct licence of any software in the event that the Authority is able to obtain a more favourable rate, however the Supplier shall (unless agreed otherwise) remain responsible for integrating, implementing, maintaining and/or supporting such software; and

80.3.3 inform the Authority of any known unlicensed software being used and details of any unused software licences;

80.4 where the Supplier is unaware whether a software instance is licensed, to make all reasonable endeavours to determine the software licence status. This includes but is not limited to checking with the person responsible for the purchase of the hardware or software and the user on the device and where appropriate record the software on the asset management system and Authority license software tool;

80.5 make sure that software licence details procured either by the Supplier or the Authority are recorded for all new components in the CMDB and make sure evidence of ownership and/or proof of ownership is provided by the software owner;

80.6 liaise with the software suppliers to take out or renew software licences as required to meet the Authority’s requirements;

80.7 undertake an annual ‘true up’ audit to ensure compliance and remove any software that does not have a valid software licence or valid proof of purchase, subject to the Authority’s prior agreement this exercise to include all remote and mobile device software licences;

80.8 maintain an organised library of software licences, manuals, documentation, software installation CDs and discs for current and (at the Authority's request) previous versions of the software. This to be made available to the Authority upon request;

80.9 ensure that all licences required for the Authority are managed properly in accordance the licensors’ requirements and obtained lawfully in line with the software licensor’s policy;

80.10 make sure that all new or replacement software is made available at the point of use;

80.11 manage all aspects of the Authority’s software agreements or equivalent agreements; 

80.12 if requested by the Authority, work up with the Authority a business case for a volume licensing arrangement or similar agreement, for example, Microsoft Enterprise or equivalent  agreement; and

80.13 work with the Authority to rationalise the licensing position of the Authority. This shall require the formation of a project and a structured approach of information gathering from the estate and from all sources that have previously purchased software. The integrated toolset that the Supplier shall install after service go live shall assist in the process as it shall be able to remotely audit endpoint device and mobile assets and ascertain what software is deployed on them. Once the information is gathered and correlated and the current licensing position is fully understood the Supplier shall work with the Authority to determine the best licensing regime/ mechanisms for all the required software.  This audit shall provide the benchmark position against which the Supplier shall then deliver the license management service as described below.

80.14 The Supplier shall provide the following services:

80.14.1 a team of licensing experts, which shall be called upon for their specialist knowledge when needed. By using the Supplier’s system the Supplier shall create a single point of information for all software purchases and enable this information to be integrated with other asset information as required.

80.14.2 Software Management - This shall be delivered from the Supplier’s delivery team and shall be the focus for all software licence management. The software management service shall give the Authority an accurate picture, through the CMDB, of all the software licences owned at any one time and enable the Authority to make more accurate purchasing and deployment decisions based on up-to-date information.  The Supplier shall create an effective licence position report detailing the Authority software entitlement position by vendor, product, version and licence on an annual basis, delivered within 20 Working Days of the end of each Contract Year.

80.14.3 Based on this report, and delivered at the same time as the effective licence position report, the Supplier’s nominated licensing manager shall deliver a recommendation report detailing each Service Incident of duplication or omission or where there is an opportunity to standardise, advising of the cost benefits/implications in each vendor’s scheme. The report may also include advice around compliance issues, how best to rationalise and standardise the products the Authority uses, or ways to cut costs in dealings with vendors.

80.15 The Supplier shall provide on a monthly basis and as part of the Performance Monitoring Report, an ‘Entitlements Report’ detailing all of the Authority’s entitlements at that point in time. The Supplier shall track the Authority’s entitlements, giving opportunities to:

80.15.1 exploit the latest vendor licensing schemes, roadmaps of planned changes and product releases;

80.15.2 align entitlements to the Authority’s actual requirements;

80.15.3 identify under-used agreement options and benefits entitlements; 

80.15.4 recommend renewals and consolidation opportunities; and

80.15.5 identification of potential renegotiation levers. 

80.16 The software management service shall also be responsible for holding the DSL where all issue media shall be stored. 

80.17 Microsoft Licensing Assistance - The Supplier shall on behalf of the Authority, compute the best fit licensing model for Microsoft products. This can be a combination of different agreements covering both the Authority’s Corporate and Curriculum environments.

80.18 The Supplier shall conduct a process led benchmark service.  This shall take into account the following back-end data (if available) to give the Authority a comprehensive recommendation for long term software purchasing strategies:

80.18.1 data required:

80.18.2 current licence entitlements (ideally from a vendor report);

80.18.3 current usage; 

80.18.4 future forecasted software deployments;

80.18.5 hardware and software refresh rates; 

80.18.6 vendor roadmap;

80.18.7 Process for licence benchmark service;

80.18.8 conduct entitlement service as above;

80.18.9 map future implementations against Microsoft products and equate to points for select banding forecasting for the group;

80.18.10 model various cost options against different agreement types, product mixes, refresh rates;

80.18.11 evaluate future implementation trends against vendor roadmap;

80.18.12 summarise findings of cost modelling; and

80.18.13 recommend future strategy.

81. Software Patch Management

81.1 The Supplier shall be responsible for patching of firmware, operating systems, database platforms, and applications.

81.2 The Supplier shall ensure patches are tested before deployment, on a test system and with a pilot group of End Users, before deployment and in accordance with the Change Management process as set out in paragraph 58 of this schedule 2.1. 

81.3 As a minimum the Supplier shall deploy critical and security patches (or equivalent classification dependent on vendor) and in accordance with the Change Management process. 

81.4 The Supplier shall ensure that the requirements of PSN and PCI compliance are maintained through an effective patching regime where systems fall within the Supplier’s scope of service.

82. Storage Management

82.1 The Supplier shall provide Storage Management services that ensure storage achieves or exceeds the agreed individual or aggregated system Performance Indicators as set out in schedule 2.2.

82.2 The Supplier's Storage Management services will ensure demand and capacity are effectively managed to maintain service availability and optimum utilisation of storage assets.

82.3 The Supplier shall ensure storage Problems and Service Incidents are managed to minimise service unavailability and ensure performance against Performance Indicators as set out in schedule 2.2 (Performance Levels).

83. Threat Management

83.1 The Supplier shall provide and support internet security gateway infrastructure and related services providing real-time, online threat analysis to defend against advanced malware, blended threats and spam.

83.2 The Supplier shall ensure appropriate controls are in place to administer group and End User based internet restrictions.  The Authority will use the Service Requests process to request changes to these access restrictions.  

83.3 The Supplier shall immediately escalate to the Authority notified threats involving risk to reputation, compromised security; financial risk; or injury to be treated as Severity 1 Service Incidents as set out in paragraph 38 of this schedule 2.1.

Section D: Optional Services

This section sets out the Optional Services which the Authority may request the Supplier to provide. 

There are no Optional Services.
    
  
Section E - Glossary

Access Management has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 
Active Directory means the Microsoft Active Directory;

Application Management has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 

Application Portfolio has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011 ; 

Availability Management has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 

Business Relationship Management has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 

Capacity Management has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011;

Catalogue Service means a defined and costed entry in the Supplier’s Service Catalogue;

CESG means the Communications-Electronics Security Group within GCHQ;
Change Management has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 

Configuration Items or CIs has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 

Configuration Management Database or CMDB has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 

Configuration Management has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 

Continual Service Improvement has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 

Corporate means the Authority's head office, office users and External Customers of the services;

Curriculum means the Authority's school, learning, teaching and education users of the services;

Demand Management has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 

Design has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 

DHS means the definitive hardware store;

DSL means the definitive software library;

Endpoint Devices means the devices supplied for End Users to access the services. These include: desktop computers, laptop computers, tablets/cloud optimised devices, and associated IT Peripherals and IT Consumables supplied with the hardware (for example mice, docking stations, monitor cables);

Endpoint Device Break-Fix means the service provided by the Supplier to resolve Service Incidents with Endpoint Devices;

Endpoint Device Recovery & Disposal means the services set out in paragraph 65 of this schedule 2.1;

Endpoint Device Pool means the services set out in paragraph 64 of this schedule 2.1;

Endpoint Device Security means the security services and protections provided by the Supplier to ensure Endpoint Devices are secure;

Endpoint Device Supply means the supply of Endpoint Devices pursuant to paragraph 61  of this schedule 2.1;

Event has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 

Framework Services means the services in respect of End User Devices, IT Peripherals and IT Consumables which will be procured by the Authority using third party suppliers as set out in paragraph 60.1 of this schedule 2.1;

Framework Suppliers has the meaning set out in paragraph 60.1 of this schedule 2.1;

Event Management has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011 ); 

Gateway Services means the services set-out at paragraph 70 of this schedule 2.1;
Government Gateway means the points of entry and return to secure UK government IT infrastructure as referenced at paragraphs 68, 70 and 78 of this schedule 2.1;

HC Managed Supplier means the Other Suppliers listed in Part 1 of Annex 1 as being HC Managed Suppliers and any replacement or other HC Managed Suppliers as the Parties may agree during the Term via the Change Control Procedure;

HC Notified Supplier means the Other Suppliers listed in Part 1 of Annex 1 as being HC Notified Suppliers and any replacement or other HC Notified Suppliers as the Parties may agree during the Term via the Change Control Procedure;

Highland Council Services means services provided by the Authority, including Care and Learning, Education and Finance;

Hosting Services means the services required under paragraph 71 of this schedule 2.1;

IMAC means the Implementations, Moves and Changes Services;
Incident(s) has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011 ; 

Incident Closure Procedure means the procedure adopted by the Supplier to formally close a Service Incident; 

Incident Management has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011;

Information Security Management has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011 ; 

"Initial CMDB" means the version of the CMDB created by the Former Supplier for the Authority as at the Effective Date;
ISO 27001 means the international Standard that describes best practice for an information security management system; 

ISO 27002 means the international standard that describes best practice for information security management;

IT Operations Management has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 

IT Consumable means an which is supplied to End Users on an ad-hoc basis, including recordable CDs, DVDs and memory sticks.

IT Peripherals means the items supplied to End Users on an ad-hoc basis, and not part of a bundle with Endpoint Devices, this includes mice, docking stations, monitor cables, audio-visual equipment. 

IT Service Continuity Management has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 

Knowledge Management has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 

Known Error has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011 (or equivalent); 

Known Error Database has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 
Lead Architect means the designer of the Supplier’s technical solution; 
Managed Print Supplier means the procurement of the managed print services for the Authority as set out at paragraph 76 of this schedule 2.1;

MIM means Major Incident Manager;

MPS Provider" means (Redacted), a party with which the Authority has entered into an agreement for the provision of MPS, or such other party as the Authority may appoint for the provision of MPS from time to time;
Office Service means the services used by Corporate service users;

Operational Level Agreements or OLA has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 

Optional Services means the services set out in section D of this schedule 2.1;

PCI -DSS means the Payment Card Industry Data Security Standard;

Performance Monitoring Report means the reporting arrangements provided by the Supplier (in accordance with this schedule 2.1 and schedule 2.2 (Performance Levels);

Personalised Mail Supplier means the Authority's personalised mail service supplier and the Authority's personalised mail supplier's print partner;
Personalised Print means print services procured by the Authority in relation to printing services; 

PID means the project initiation document as set out in paragraph 6.1.1;

PRINCE2 is the standard UK government methodology for Project management;

Problem has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011;

Problem Management has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011;

PSN means the Public Service Network;

Public Sector Programme Management Approach means the published programme management approach developed for regional and central government 

Release has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 

Release & Deployment Management has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 

Release Management has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 

Request Fulfilment has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011;

Root Cause has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 
School Services means the services used by the Curriculum service users;

Service Asset and Configuration Management ("SACM") has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 

Service Catalogue has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 

Service Design has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 

Service Desk has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 

Service Improvement Plan means a plan setting out the details of the action which the Supplier proposes to take to improve its performance including in the areas for improvement identified by the service review meeting and shall set out the timescales for taking that action. This is to be included in the Annual Review Report;

Service Portfolio has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 

Service Level Management has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 

Service Report means a report of the achievement and trends against the Performance Indicators; 

Service Request has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 

Service Validation & Testing has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 

Severity 1 Service Incidents has the meaning defined in paragraph 4.5 of Part 2 of schedule 2.2 (Performance Levels);

Severity 2 Service Incidents has the meaning defined in paragraph 4.5 of Part 2 of schedule 2.2 (Performance Levels);

SWAN means the Scottish Wide Area Network (SWAN) Framework Contract awarded to Capita plc in February 2014;

Technical Management has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; 

Transformation Programme means the six Transformation Projects sets out in Section B of this schedule 2.1; 

Transformation Project means a project set out in paragraph 9 of this schedule 2.1; 

Transition Plan has the meaning set out in schedule 6.1;

Transition Planning and Support has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011;  

Underpinning Contracts or UC has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011; and

Upgrade Assessment Procedure has the meaning given in ITIL Glossary of Terms, Definitions and Acronyms 2011. 
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