


1. Purpose

The purpose of this job aid is to provide guidance for creating data maps documenting the flow of data through the process and systems.  The data map approach will be utilized to identify the data flow, systems used, controls in place, and provide a mechanism to assess risk level and potential gaps.  In addition, the data maps will be utilized to evaluate changes to the process and assess impact to the data integrity risk.  

2. Scope

The data maps will look at the entire data lifecycle from creation through storage.  It will include all operations and both paper and electronic records.  Data maps are required for all critical data.  

The scope of a data map should be the flow for a particular piece of data.  

· Example, the data map for the storage temperature of an eluate should reflect how the temperature data flows through the system and documentation.  The data map should not include all data handled by the BMS system.  

3. Process
1.1. Data maps must be associated with a system lifecycle document (e.g. URS, FS, etc.) and can either be referenced or embedded within the associated document.  

1.2. Data maps must be created in conjunction with the BPO or delegate and should include a Gemba walk, data maps should not be created off of SOPs alone.  

1.3. To create the data map, choose a Cross-Functional Flowchart within Visio.  Label the swim-lanes as follows: 

· Prep/Input

· Data Creation

· Data Manipulation

· Data  Use

· Data Storage

1.4. Place all the actions or systems in the flow chart with arrows connecting them indicating the flow of the data.  The appropriate shape should be utilized as follows: 
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NOTE: A reference table can be included with the data map for the SOPs and System IDs so the titles and additional information does not need to be included in the graphical data map.   

1.5. For computerized systems, the shape should be color coded to reflect the current controls in place.  The color coding should be completed as follows:  
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1.6. Data operations should be depicted utilizing arrows.  The following are data operations which commonly occur, if at all possible, data operations should be fit into one of these categories to maintain consistency.    

· Data Entry – input of process, meta data (e.g. lot ID, operator)

· Data Store – archival location

· Data Copy – transcription from another system or paper, transfer of data from one system to another, printing (Indicate if it is a manual process). 

· Data Edit – calculations, processing, reviews, unit changes  (Indicate if it is a manual process)

· Data Move – movement of paper or electronic records

1.7. Data Operations should be color coded to reflect the current controls in place.  The color coding should be completed as follows:  

· Technical Controls – Validated Automated Process

· Operational Controls – Manual Process with Review/Verified/Witness Requirements

· No Controls - Automated process that is not validated or Manual process with no Review/Verified/Witness Considerations

NOTE: Yellow text does not visually stand out therefore brown/orange is utilized instead

1.8. An example data map is provided.  

Example Data Map: 
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