AEDC Ops Center Annual Training Plan

ANNUAL TRAINING PLAN*

*Actionable-tasks are bolded and italicized.

1 Operations Center Orientation
1.1. Work Center Orientation
111 AF Occupational and Environmental Safety, Fire Protection and

Health (AFOSH) Program

1.1.1.1. [Purpose

1.1.1.2. |AFOSH Standards

1.1.1.3. |Work Center Hazards for AEDC Ops Center
1.1.2. CP Publications Library

1.1.2.1. |Directive Publications

1.1.2.2. |Non-Directive Publications

1.1.2.3. |Update/Revisions to Publications
1.1.2.4. |Obsolete Publications

1.2. Career Progression
1.2.1. |1C3X1 Career Ladder
1.2.2. |Skill level duties of 1C3X1

1.3. CP Training Requirements

1.3.1. |Certification Training

1.3.2. |CP Recertification Training

1.3.3. |CP Recurring Training




AEDC Ops Center Annual Training Plan

ANNUAL TRAINING PLAN*

*Actionable-tasks are bolded and italicized.

1.4. Readiness Requirements

1.4.1. |Deployment Cycles

1.4.2. |Personal Responsibilities

1.5. Force Structure and Command and Control Elements
1.5.1. |Unit Level Organization K X X
1.5.2. |Joint C2 Structure
1.5.3. |Joint C2 Operations
1.5.4. |Combined Command C2 Structure
1.5.5. |Air Force C2 Structure K X X
1.5.6. |Combatant Commands (COCOM)

1.5.7. |North Atlantic Treaty Organization (NATO)
1.5.8. |Host Nations
1.5.9. |Allied Forces
1.5.10. |Coalition Forces
1.5.11. |Specialized C2 Elements (SC2E)
2 Security

2.1. Operations Security (OPSEC)
2.1.1. |OPSEC Process
2.1.2. |Specific OPSEC vulnerabilities of AEDC Ops Center K X X
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2.1.3. |Critical Information

2.2. Information Security (INFOSEC)

2.2.1. |Classification Levels K X X
2.2.2. |Access Requirements K X X

2.2.3. |Classification Markings B X | E X | E

2.2.4. |Receive Classified Material

2.2.5. |Safeguard Classified Material B X | E X | E

2.2.6. |Transmit/Transport Classified Material B X | E X | E

2.2.7. |Destroy Classified Material B X | E X | E

2.2.8. |Report Security Incidents/Violations/Compromises B X | E X | E

2.2.9. |Top Secret Control Account (TSCA)
2.2.10. |Top Secret Control Officer (TSCO)

2.3. Information Assurance (IA) Disciplines
2.3.1. |TEMPEST
24 Communications Security (COMSEC)

2.4.1. |Inspect COMSEC Material
2.4.2. |Receive COMSEC Material
2.4.3. |Safeguard COMSEC Material B E X E X
2.4.4. |Issue COMSEC Material
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2.4.5. |Inventory COMSEC Material
2.4.6. |Destroy COMSEC Material
2.4.7. |Key Code/Tapes
2.4.8. |Simple Key Loader
2.4.9. |Execute COMSEC EAP B X | E
2.4.10. |Change Safe Combinations
2.4.11. |Two Person Integrity (TPI)
2.4.12. |Two Person Control (TPC)
2.5. Physical Security
2.5.1. |Maintain Area Security K
2.5.2. |Explain Priority Designations K
2.5.3. |Execute Security Measures/Conditions B
2.5.4. |Aircraft Hijacking Procedures
2.5.5. |Perform Entry Control Procedures B X | E
2.5.6. |Use Entry Authority Lists B X | E
2.5.7. |Escort Un-cleared Personnel (Visitors)
2.5.8. |Conduct Security Checks B E
2.5.9. |Perform Duress Procedures B E




AEDC Ops Center Annual Training Plan

ANNUAL TRAINING PLAN*

*Actionable-tasks are bolded and italicized.

Force Protection Working Group (FPWG), Antiterrorism
2.5.10. |Working Group (ATWG), and Cyber Incidents Response
Cell (CIRC)

2.6. Personnel Security

2.6.1. |Verify Security Clearances

2.6.2. |Interim Clearances

2.6.3. |Security Clearance Authority

2.6.4. |Periodic Reinvestigations

3 Command Post Systems Information Technology (IT) Equipment
3.1. Communication Equipment Operation
3.1.1. |Operate Telephone Communication Console P X|E| X|X|E X|X|E | X |X]|E X

3.1.2. |Communications Recording Systems
3.1.3. |Operate Secure Voice Systems P X | E X | E
3.1.4. |Non-secure Internet Protocol Router Network (NIPRNet)
3.1.5. |Secure Internet Protocol Router Network (SIPRNet)

3.1.6. |Use Land Mobile Radio (LMR) P X | E X| X | E X
3.1.7. |Use Ultra High Frequency (UHF) X | E X | E
3.1.8. |Very High Frequency (VHF) P X | E X

3.1.9. |High Frequency (HF)
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Operate Mission Management and Flight Following
Systems

3.1.11. |Milstar Satellite Communications System
3.1.12. |Strategic Systems (e.g. SACCS, FSR, Agile, etc.)
3.1.13. |Operate Alert/Notification Systems (e.g. EMNS, etc.) P X | E X | E

3.1.10.

3.1.14. |Security Monitor/Flight-Line Cameras

3.1.15. |Operate Secondary/Primary Crash Net
Operate Miscellaneous CP Equipment (e.g. Scanner, Fax,

3.1.16. etc.) P E X E X
3.1.17. |Operate Home Station Alert and Warning System
3.1.18. |Missile Warning Systems

3.2. Communication Outages
3.2.1. |Mass Communication Outage Procedures B X E X E
3.2.2. |C2 System Outage Procedures B X | E X | E
3.2.3. |Commercial Power Outage Procedures B X | E X | E
3.2.4. |Emergency Systems/Communications Testing B X E X E

4 CP Core Competencies

4.1. Full-Spectrum CP Operations (Basic Duties)

4.1.1. |Use CP Checklists (QRCs, CBCs, etc.) P E | X E | X E | X E | X

4.1.2. |Maintain Events Log P E | X E | X E | X E | X
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4.1.3. |Conduct Briefings P E X E X
4.1.4. |Use Standard Radio Terminology/Phraseology X E X E
4.1.5. |Use Phonetic Alphabet P X E X E
4.1.6. |Use encode/decode document

4.1.7. |Use Authentication System (e.g. TRIAD)

4.1.8. |Use Time Reference Systems

4.1.9. |Use Latitude/Longitude (LAT/LONG)

4.1.10. |Plot Local/Base Grid Map Coordinates P X [ E X | E

4.1.11. |Initiate Response to Adverse Weather Information P X | E X | E
4.1.12. |HQ Orders P X | E X | E

4.1.13. |Installation/Wing Plans

4.1.14. |CP Operating Instructions K X X

4.1.15. |Alternate CP Activation B X | E X | E
4.2. Treaties

4.2.1. |New Strategic Arms Reduction Treaty (START)

4.2.2. |Open Skies B X | E X

4.2.3. |Chemical Weapons Convention B X | E X | E
4.3. Aircraft Mission Monitoring/Management

4.3.1. |Manage/Monitor Aircraft
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4.3.2. |Coordinate Mission Support with Various External Agencies

4.3.3. |Aircrew Management

Deviation Reporting/Mission Management and Reliability
Reporting System

4.3.5. |Scramble Alert Aircraft
4.3.6. |Air Tasking Order (ATO)
4.3.7. |Special Instructions (SPINS)

4.3.8. |Mission Categories

4.3.4.

4.3.9. Overdue/Missing Aircraft Procedures

4391 Initiate Preliminary Communication Search (PRECOM) B X E % E
Procedures

4392, Initiate Extended Communication Search (EXCOM) B E E
Procedures

4.3.9.3. |Respond to Emergency Locator Beacons (e.g. ELT, PLB) B X E X E

4.3.10. Personnel Recovery (PR)/Civil Search and Rescue (SAR)

4.3.10.1. |Introduction to PR System
4.3.10.2. |Combat Search and Rescue (CSAR)
4.3.10.3. |Civil SAR Responsibilities

4.3.10.4. |Air Force Rescue Coordination Center

4.4. Operational and Readiness Reporting

4.4.1. Operational Reporting
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4.4.1.1. |Explain OPREP-3 Reporting System K X X
4.4.1.2. |Submit OPREP-3 Synchronous Notification B E | X E | X E | X E | X
4.4.1.3. |Submit OPREP-3 Asynchronous Notification (SKIWeb) B E | X E | X E | X E | X
4.4.1.4. Back-up OPREP-3 Notification Transmission Procedures B X E X E
4.4.15. |Miscellaneous Reports B X | E X E
4.4.2. Force Readiness Reporting
4.42.1. Defense Readiness Reporting System (DRRS)
4.4.2.1.1. |Capability Reporting Assessment (MET/METL Reporting)
4.4.2.1.2. |Resources and Training System
4.4.2.1.3. |AEF Reporting Tool (ART) Reporting
4.5. Emergency Action Message (EAM) Procedures
45.1. |EAM Formats and Purpose K
45.2. |Process EAMs P X E | X X E X | X E | X X E | X
4.5.3. |Relay/Transmit Emergency Action Messages P X|/E|X | X|E|X | X]|E|X|X]|E|X
45.4. |Build EAMs
45.5. |Explain LERTCONS K X X | X X | X X | X X
4.5.6. |Explain LERTCON Modifications K X X | X X | X X | X X
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4.5.7. |Submit LERTCON Status of Action (LSOA) Reports P X | E
4.5.8. |Sealed Authentication Systems
4.5.9. Nuclear Enterprise
4.5.9.1. |Nuclear Weapons Surety Program
4.5.9.2. |Nuclear Weapons System
4.5.9.3. |Nuclear Control Order (NCO) Process
4.5.9.4. |Nuclear Weapons Personnel Reliability Program (PRP)
4.6. Emergency Management (EM)
4.6.1. Emergency Response Operations
4.6.1.1. |Major Program Directives
4.6.1.2. |National Incident Management System (NIMS)
4.6.1.3. |Air Force Incident Management System (AFIMS)
4.6.1.4. |Major Accident Response B
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4.6.1.5. |Natural Disaster Response B X | E X | E

4.6.1.6. |Response to Terrorist use of WMD

4.6.1.7. |Enemy Attack-CBRNE Passive Defense Actions

4.6.1.8. |Nuclear Weapon Accident Actions

4.6.1.9. |[EM Exercise Types

4.6.1.10. |Perform Active Shooter Response Procedures B X | E X | E

4.6.2. Disaster Response Force (DRF)

4.6.2.1. |First Responders

4.6.2.2. |Emergency Responders

4.6.2.3. |Incident Commander

4.6.2.4. |Emergency Support Functions (ESF)

4.6.2.5. |Emergency Operation Center (EOC)

4.6.2.6. |Specialized Teams
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4.6.2.7. |Crisis Action Team (CAT)

4.6.2.8. |Unit Control Center (UCC)

4.6.3. Federal Organizations and Responsibilities

4.6.3.1. |Department of Homeland Security (DHS)

4.6.3.2. |Federal Emergency Management Agency (FEMA)

4.6.4. State Organizations and Responsibilities

4.6.4.1. |Emergency Preparedness Liaison

4.6.4.2. |[Emergency Management Assistance Compact (EMAC)

4643 Functions, roles and responsibilities of the State EOC/Joint
T |Operations Center (JOC)

5.1 Security Program Management

5.1.1. |Develop Security Programs

5.1.2. |Implement Security Programs
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5.1.3. |Evaluate Security Programs
5.2. CP Training Program Management
5.2.1. |Develop Unit CP Master Task List
5.2.2. |Develop Unit CP Annual Training Plan
593 Develop Tests such as Open/Closed Book, General
Knowledge, and Two Person Control
5.2.4. |Develop Performance Evaluation/Training Scripts/Scenario
5.2.5. |Maintain Controller Certification
5.2.6. |Administer Scenario Training
5.2.7. |Decertification Procedures
5.3. Supervisor Responsibilities
5.3.1. |Develop Job Description
5.3.2. |Schedule Work Assignments and Priorities

5.3.3.

Establish Work Performance Standards
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5.3.4. |Establish Minimum Training Standards

5.3.5. |AF Form 623

5.3.6. |Evaluate personnel to determine need for training

54. CP Supervision

5.4.1. |Develop Checklists

5.4.2. |Develop Operating Instructions

5.4.3. |Develop Publications

5.5. CCIP

5.5.1. |Conduct Self-Assessment

5.5.2. |Document Deficiencies

5.5.3. |Report/Track Deficiencies

5.5.4. |Correct Deficiencies

5.5.5 |Report Progress and/or Completion
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5.6. Superintendent Duties
5.6.1. |Unit Manning Document (UMD)

5.6.2. |Unit Personnel Manning Roster (UPMR)
5.6.3. |Submit Authorization Change Request (ACR)
5.6.4. |Submit Manning Reports to HHQ
5.6.5. |Maintain CP Budget

5.6.6. |Assignment Selection/Manning Projection
5.5.7. |AEF Sourcing/Taskings

5.6.8.

Understand Waiver Process




