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LEGAL NOTICE
REQUEST FOR PROPOSALS
17-031
For
MANAGED SERVICE PROVIDER FOR IT INFRASTRUCTURE
For
 ST. CHARLES COUNTY GOVERNMENT

ST. CHARLES, MISSOURI

St. Charles County is seeking proposals for Manage Service Provider for IT Infrastructure. The County reserves the right to terminate the contract for reasons of violations by the successful proposer of any term or condition of the contract by giving thirty (30) days written notice stating the reasons therefore and giving the party ample time to remedy the deficiencies. 

 INSTRUCTIONS

One original and two [2] signed copies of the proposal must be received in a sealed envelope plainly marked “17-031 Managed Service Provider for IT Infrastructure” with the due date and time in the lower left corner of the envelope.  
An authorized representative of the company/person submitting the proposals must sign it in blue ink.  
Proposals must be submitted to the St. Charles County Finance Department, 201 North Second Street Room 541 St. Charles MO 63301 prior to the response deadline at 2:00 pm on 2/24/2017.
St. Charles County reserves the right to accept and/or reject any and all proposals.

INQUIRIES

Any questions or clarifications concerning this Request for Proposals must be submitted in writing via E-mail to:

Kurt Mandernach
Purchasing Manager
St. Charles County Government

Finance Department

201 North Second St

St. Charles, Missouri  63301

kmandernach@sccmo.org
Inquiries about the RFP should be made to:
Cory Conway
St. Charles County Government

Information Systems

201 North Second St

St. Charles, Missouri 63301

cconway@sccmo.org
· The RFP number and title shall be referenced on all correspondence.  

· All questions must be received no later than 2:00 PM on 02/10/2017. Any question received after this deadline may not be answered.

Responses to questions/clarifications will be placed on the County’s website http://www.sccmo.org/Bids.aspx. Check this website frequently for updates and any addendum that are issued.
Prohibited Communication

Contact with any representative, other than through the procedure outlined in the section titled “Proposal Inquiries”, concerning this request is prohibited PRIOR TO PROPOSAL OPENING. Representative shall include, but not be limited to, all elected and appointed officials, and employees of St. Charles County and their Agents within St. Charles County. 

Any Offeror engaging in such prohibited communications prior to Proposal Opening may be disqualified at the sole discretion of St. Charles County.

TERMS AND CONDITIONS

· St. Charles County reserves the right to reject any and all Proposals. 

· The contract shall be effective for the approximate twelve (12) month period from the date of the notice of award.

· All Proposals will be considered final as submitted.  No additions, deletions, corrections, or adjustments will be accepted after the time of Proposal deadline.  County reserves the right to make inquiry of the Consultants submitting qualifications to clarify its understanding of the Consultant’s submittal.


· The electronic version of this Request for Proposals is available upon request.  The document was entered into WORD for Microsoft Windows.  The Purchasing Office does not guarantee the completeness and accuracy of any information provided on the electronic version.  Therefore, respondents are cautioned that the hard copy of this Request for Proposals on file in the Purchasing Office governs in the event of a discrepancy between the information contained in or on the electronic version and that which is on the hard copy.

· Consultants are required to clearly identify any deviations from the specifications in this document.

· An authorized officer of the company submitting the Proposal must sign all submittals, in blue ink.

· Consultants must submit three [3] signed copies of their Proposals; one is to be an original and so marked.

· St. Charles County will not award any contract to an individual or business having any outstanding amounts due from a prior Contract or business relationship with the County or who owes any amount(s) for delinquent Federal, State or Local taxes, fees and licenses. 

· Proposals received after the designated time of the receipt of the sealed Proposals will be considered as “No Proposal” and “Void” and will not be opened.

· The successful firm is specifically denied the right of using in any form or medium the names of St. Charles County or any other public agency of St. Charles County Government for public advertising unless express written permission is granted.

· Award will be made to the Consultant with proposal which will best serve the County in developing an mass notification system. Award is dependent upon successful negotiation of price.  If the parties fail to agree on price, the County reserves the right to negotiate with the next most qualified Consultant.
Employment of Unauthorized Aliens Prohibited (Missouri Revised Statutes Section 285.530)
 As a condition for the award of any contract or grant in excess of five thousand dollars by St. Charles County to a business entity, the business entity shall, by sworn affidavit and provision of documentation**, affirm its enrollment and participation in a federal work authorization program (E-Verify) with respect to the employees working in connection with the contracted services. Every such business entity shall sign an affidavit affirming that it does not knowingly employ any person who is an unauthorized alien in connection with the contracted services. [RSMO 285.530 (2)]

An employer may enroll and participate in a federal work authorization program (E-Verify) and shall verify the employment eligibility of every employee in the employer’s hire whose employment commences after the employer enrolls in a federal work authorization program. The employer shall retain a copy of the dated verification report received from the federal government. Any business entity that participates in such program shall have an affirmative defense that such business entity has not violated subsection 1 of this section. [RSMO 285.530 (4)]

Any entity contracting with St. Charles County shall only be required to provide the referenced affidavit on an annual basis.  A copy of the affidavit in included in this proposal request. Vendors may choose to send the required documentation using one of the following options:

· Send the notarized affidavit and E-Verify MOU signature page to:  St. Charles  County, Attn: Purchasing Manager, 201 N Second Street, Room 541, St. Charles, MO 63301prior to responding to any solicitations; OR
· Send the notarized affidavit and E-Verify MOU signature page along with a proposal solicitation response.

These documents will be kept on file. The notarized affidavit will remain current for one year from the date of the notarized affidavit. 
** PLEASE NOTE:

Acceptable enrollment and participation documentation consists of a valid copy of the signature page of the E-Verify Memorandum of Understanding, completed and signed by the Contractor, and the Department of Homeland Security - Verification Division
The online address to enroll in the E-verify program is: 

https://e-verify.uscis.gov/enroll/StartPage.aspx?JS=YES
OPEN RECORDS
Any and all information contained in or submitted with the proposal becomes a public record subject to the Missouri Sunshine Law when a contract is executed or all proposals are rejected.  If Proposer believes that any information contained in or submitted with the proposal is protected by the Missouri Sunshine Law, Proposer must clearly identify what information Proposer believes is so protected and must also clearly identify the legal basis therefor.
Veteran Friendly Employment Policy

"Indicate whether you have developed a veteran friendly employment policy and, if so, attach a copy of such policy to your response as a point of information."

_____ "YES" our company has a veteran friendly employment policy. 

 _____ "NO" our company does not have a veteran friendly employment policy.

Please include a copy of your veteran friendly employment policy with your submission.

Insurance 

Worker’s Compensation and Employer’s Liability: Statutory WC limits as required by the Statutes of the State of Missouri, (or a qualified self-insurer) and Employers Liability in an amount of no less than $1.0 million.

Automobile, General Liability and Property Damage: The Contractor shall maintain the following minimum amounts of automobile, general liability, and property damage insurance coverage during the life of the contract: $1,000,000 for bodily injury or death to any one person and $3,000,000 per occurrence for automobile and general liability coverage; and property damage coverage of at least $1,000,000. A Combined Single Limit Policy in the amount of $3,000,000 is an acceptable alternative. Automobile coverage must include non-owned vehicles. 

The Automobile & General Liabilities policies shall be endorsed to include the County as an additional insured and provide for 30 days advance written notice of any material change.

A Waiver of Subrogation in favor of the County shall be endorsed on each of the policies.

The required insurance shall be primary insurance with respect to any other insurance or self-insurance programs maintained by the County.  

A Certificate of Insurance evidencing the above coverage(s) together with a copy of the required endorsements shall be provided to the County prior to the commencement of any work.

It shall be the contractor’s responsibility to keep the respective insurance policies and coverages current and in force for the life of the contract. 
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1. County Overview

The Department of Information Systems in St. Charles County Government is comprised of 26 full time employees that support the County departments.  St. Charles County Government is committed to providing exceptional public service to over 368,000 citizens through principles of character, professionalism, and conscience.  The County’s departments and offices include: Assessor, Auditor, Circuit Court, Collector of Revenue, Community Development, Corrections, Council, Counselor, Election Authority, Emergency Communications, Facility Management, Family Arena, Finance, Highway, Human Resources, Information Systems, Juvenile Justice, Municipal Court, Parks, Prosecuting Attorney, Public Administrator, Public Health and the Environment, Recorder of Deeds, Sheriff, Roads and Traffic, and Workforce Development. Over 1,400 employees and seven elected Council members serve the community.

Information Systems currently supports a complex infrastructure and provides support and availability for applications that are mission critical to public safety. Furthermore Information Systems supports enterprise and line of business applications, wide and local area network operations, countywide service desk, and Geographic Information Systems (GIS), all in a 24/7/365 environment. 

2. Objectives

2.1 Project Objectives

St. Charles County Government is seeking a Managed Service Provider for IT Infrastructure to:

· Handle the daily operational aspects of the engineering function of the department. 

· Increase system availability and performance using remote infrastructure management and on-site support as needed

· Mitigates risk of aging infrastructure;  end-of-life dates start in  2018 for some hardware. 

· Provide resources to supplement in-house resources on project work as needed.

2.2 RFP Objectives

The objective of the RFP is to:

· Establish a Managed Service contract with ideally a single, but possibly a combination of vendors, who can provide the following services:

Primarily:

· Remote Infrastructure Monitoring and Management for 

· Network operations

· Datacenter operations

· Selected Application & Database monitoring

· Managed Security Services

Additionally:

· Provide on-site support services as needed to sustain the operations above.

IT Service Categories NOT included in this RFP:

· Customer Relationship Management

· GIS

· Help Desk/Service Desk

· Project Management Office

· Physical Asset Ownership

· IT Strategy and Consulting (VCIO)

3. Additional Terms & Conditions

3.1 Confidentiality

All correspondence, documentation and information provided in response to or because of this RFP may be reproduced for the purposes of reviewing the Respondent’s submission to this RFP. If a portion of a vendor’s response is to be held confidential, such provisions must be clearly identified in the response. All correspondence, documentation and information of any kind, provided to any vendor, in connection with or arising out of this RFP or the acceptance of any response:

· Remains the property of the County

· Must be treated as confidential to the extent permitted by law

· Must not be used for any purpose other than for replying to this RFP or for fulfillment 

· Must be returned upon request

3.2 Non-Disclosure Agreement

The County reserves the right to require any vendor to enter into a Non-Disclosure Agreement satisfactory to the County. 

3.3 Oral Instructions

The County shall not be held responsible for any oral instructions. Any changes to this Request for Proposal (RFP) will be in the form of an addendum.

3.4 Right to reject

The County reserves the right to reject any or all responses, to waive any informality or irregularity in any response received, and to be the sole judge of the merits of the respective responses received.

3.5 Integral member 

The selected provider will be an integral member of the Project Team consisting of the selected provider, representatives from the County and other consultants as required or designated.

3.6 Vendor’s Understanding of the RFP

In responding to this RFP, the vendor accepts the full responsibility to understand the RFP in its entirety, and in detail, including making any inquiries to the County as necessary to gain such understanding. 
3.7 Good Faith 

All information provided by the County in this RFP is offered in good faith. Individual items are subject to change at any time. The County makes no certification that any item is without error. The County is not responsible or liable for any use of the information or for any resulting claims.

4. RFP Response Format 

Responses to this request should include the subsequent sections and be formatted in order per section header:

4.1 Cover Letter

Company Name and Address, Contact Information, Name and position of person(s) submitting the request. 
4.2 Vendor Profile & Demographics

4.2.1 General information about your organization

· Company history
· Number of years in Industry
· Number of Full Time Employees (specify Domestic vs Overseas)
· Number of customers; Identify how many in the government or public space.
· Length of time providing services proposed in response
· Headquarters location and location of key operations centers
4.2.2 Relevant Experience

· Description of Products and Services provided by the firm that would meet project goals
· Certifications or Partner Affiliations that your company has
· Compliance with industry standards
· Provide the 3 testimonials from Governmental customers of similar size and scope that met similar goals with a positive outcome (contact name, company name, phone number and email should be supplied in addition to customer testimonial). St. Charles County Government reserves the right to contact customers for additional questions if clarification is needed.
4.2.3 Team Experience and Qualifications

· Government experience and roles of company personnel involved in the project and ongoing managed service
· Identify any consultants or offshore teams that may be used in the project’s life cycle. For example: Project Manager, Systems Engineer, Network Technician, etc.
· Has your team ever failed to complete an onboarding?  If so, please describe in detail.
4.3 Project Understanding & Solution Narrative

· The Project Understanding and Solution narrative is the provider’s opportunity to respond with the            value proposition for meeting the unique requirements of the County as outlined in section 6 below.
· The provider should thoroughly review and acknowledge the scope of service and requirements               outlined by the County in 6.1 and 6.2
· The provider should clearly identify which requirements it is offering services for.
· The provider should clearly link its products and services back to service categories outlined in Section 6.2 starting on page16 and 6.3 starting on page 24.
· The intent of the County is to improve its existing services, thus, the provider should describe how it 
· Is able to meet or exceed the service management needs outlined in Section 6.3
4.4 Approach to Implementation, Transition and Project Management

It is assumed that the vendor drives the Project Management aspect of the implementation and will clearly identify the maturity of their PM process and deliverables as part of their proposal. 

· Describe at a high level the methodology used, deliverables and milestones during the Project Life Cycle
· Include a rough project schedule to provide some idea of timeline of proposed solution
· Describe proposed approach to Quality Assurance and Issue Resolution during the implementation of the proposed solution
· Provide Project Manager/Project Lead experience and qualifications
4.5 County Responsibility


Describe any necessary information or actions that will be required of the county to implement the proposed solutions(s); for example:  Interviews, co-development, environment readiness, integration, accounts, configuration effort, training or technology skill sets.

4.6 Budget Narrative

In order for the County to differentiate proposals of a similar quality and capability some reference to pricing information is needed.  Responses should be prepared with a completed Project Budget Narrative, placed in a separate sealed envelope with company name on outside and returned with the Proposal response.  

IMPORTANT

Provide separate pricing corresponding to the objectives listed in Section 2.2 RFP Objectives.

The County will consider its best value approach to fulfilling any of the varying service categories in the scope of this RFP, in order to do so the supplier should provide any of the pricing models it may employ such as:

· Remote Monitoring and Management Only Pricing
· Tiered Pricing
· A La Carte Pricing
· Per Device Pricing
· Value Based Pricing

Identify costs that the County is responsible for including such items as: Customization, Consultants, Software Licensing, Ongoing Maintenance, Ongoing Technical Support, Upgrades, Implementation, Account Management fees, Report Writing, Training and Travel Expenses.

Also, identify fees associated with any products that are required for a successful implementation.

Proposal shall provide and clearly state pricing for both on-premise and hosted solutions when available. 

Pricing information (or ranges) should include yearly fees for a three (3) year term with optional renewal of 3 years at the County’s sole discretion.   

Any discounts for multi-year contracts must be provided in the exception narrative: including discounts as a municipality of the State of Missouri, by virtue of bulk purchase contracts in place between the responding company and the State of Missouri, should be identified in the proposal.  

Finally, specify the lead-time after order for project to begin

Skill/Services Pricing

Provide pricing for supplemental services that may be available such as: project management, system integration, engineering, network, security engineering services, and database administration. Include hourly, daily or after hours/on-call rates for professional services by role or skill level.

Maintenance Pricing

Provide prices for any premium maintenance or warranty items that the County will be responsible for.

Contractual Terms and Conditions

To expedite the negotiation and review process a Master Services Agreement drafted by the County will be distributed to the finalist(s). Contract review and negotiation is expected to run concurrent to the Audit & Discovery Phase.  

5. Process

5.1 Process

The County will evaluate each Proposal according the contents and criteria in Sections 4 and 6 of this RFP. Finalists may be selected to meet with the County for onsite interviews and demonstration. Those applicants selected as finalist will be notified and provided additional instruction. 

Following the finalist selection, the County will determine a ranking for each finalist based on a vote by the selection team. Consideration will be given to the written response, references and a presentation during the interview process if necessary. No other factors will be used in the qualification ranking process. 

Optionally, respondents may be invited for a demonstration or proof-of-concept.

St. Charles County Government will select one or more finalists to enter into a period of Audit and Discovery of the existing environment. The purpose of this discovery phase is to allow the provider to gather more information on the environment and to mutually service level objectives to measure performance and negotiate final contract pricing. The highest ranked applicant will be recommended to the Finance Director and Director of Administration for contract award. Final contract requires approval from the County Executive and County Council.

If the county is unsuccessful in negotiating a contract with the highest ranked team, St. Charles County Government may then negotiate with the second or third ranked finalists until a contract is executed, or may decide to terminate the selection process. 

The provider and the County shall negotiate a master services agreement on a form provided by the County.  The provider shall include in its proposal any license agreements or other ancillary contractual agreements which it will require from the County in order to perform the services.

5.2 Schedule of Events (provided as a guideline and subject to change) 

	RFP Release 
	1/27/2017

	Vendor Questions Deadline
	2/10/2017

	RFP Addendum:  Q & A Response posted
	2/17/2017

	Proposal Response Deadline
	2/24/2017

	Proposal Review and Finalists Selection
	March-April

	Contract Signed
	May


6. Service Environment and Requirements

The goal of this section is to clearly state the scope and requirements for the Managed Service Provider. 

6.1 Describes the as-is environment, 

6.2 Describes the service requirements desired or descriptions of services offered by provider

6.3 Details how the County expects to measure performance against the contract.
6.1 Service Environment

The Service Environment section provides the details around the infrastructure environment for the County.

6.1.1 Hardware and Software

Environment Summary

St. Charles County is primarily a Microsoft Windows Server environment. The hardware platform are HP Blade Systems G7 and Gen8. There are roughly 220 virtual machines and replicas spread between two primary datacenters. Storage is provided by iSCSI Dell EqualLogic SANs. Citrix is utilized in a small capacity for remote VDI solutions and Citrix provisioning for thin clients in sensitive areas.

Datacenter Locations

· Primary: St. Charles, Missouri

· Backup: Kansas City, Missouri

· Additional: Wentzville, Missouri

Servers: See Appendix A: Server List

Storage: See Appendix B: Storage Assets

Applications and Databases

The County has a large portfolio of applications that serve various audiences including lines of business, enterprise-wide and public safety. The applications are generally commercial off-the-shelf (“COTS”) applications hosted by St. Charles County, a SaaS provider, or an IaaS. Business Critical applications are listed below and more information can be made available on the application inventory if needed.
Appliances

· LogRhythm (event monitoring)

· Actifio (backup solution)
· SonicMAIL Email Security (spam filtering)
Network: See Appendix C: Network Information

Business Critical Applications: see Appendix D

14 applications on 72 servers (75 GB total) comprise our list of critical applications because they relate to public safety, or otherwise have large numbers of users.

Databases

Most databases maintained by St. Charles County are based on Microsoft SQL Server with versions from 2005 through 2014. Listed quantities of each version are below. Most databases are supported in part through vendor maintenance and support contracts. Other databases are supported through built-in COTS applications or open-source software such as MySQL.

	Microsoft SQL Server Version
	Count

	Microsoft SQL Server 2005
	2

	Microsoft SQL Server 2008 (SP1)
	1

	Microsoft SQL Server 2008 R2 (RTM)
	10

	Microsoft SQL Server 2008 R2 (SP1)
	3

	Microsoft SQL Server 2008 R2 (SP2)
	10

	Microsoft SQL Server 2012
	18

	Microsoft SQL Server 2012 (SP1)
	4

	Microsoft SQL Server 2012 (SP2
	1

	Microsoft SQL Server 2014
	2

	
	51


Monitoring

St. Charles County utilizes IPSwitch WhatsUp Gold version 16.4.1 build 1679 (WUG) for monitoring all systems. The solution is hosted internally on virtual machines inside our Hyper-V clustered environment. WUG monitors most infrastructure items such as network appliances, switches, access points, servers, SANs, P2P connections, VPNs, and clusters. Integrations with WUG are possible and accepted, however such integrations would be up to the vendor to provide and manage. Replacements or alternatives to WUG are also acceptable; however St. Charles County would require access to the data and monitoring for reporting, alerts, and analysis.

The County also uses SentryOne for some application, database, and hardware performance monitoring. This application does not monitor the entire environment but it can be utilized for the areas it does monitor specifically around top-tier applications and underlying hardware performance.

For environmental monitoring in datacenter locations, the County uses AVTech RoomAlert variants for temperature and humidity monitoring. This is monitored via SNMP with WUG and the devices are configured for email alerts based on temperature thresholds. In wire closet locations, the County uses the closet UPS’s, if present, to report on the temperature and humidity as well as power conditions. This is also monitored via SNMP with WUG and WUG issues email alerts. There are no other environmental sensors or data that the County tracks.

6.1.2 Service Locations

22 total (10 primary sites) – see Appendix E

6.1.3 County Personnel

Currently the County retains in house Technical staff of 1 System Architect and 1 System Engineer. It is expected that these staff members will act as liaison and be available to vendor personnel to assist in the resolution of issues as needed. It is also expected that these staff members will, at times, give vendor personnel direction on approach, analysis, design, change approval, and instruction on compliance with County policies and standard operating procedure. The vendor resources may also assist in the execution of customer facing project task as led by other members of the County Information Systems Department as needed.

6.1.4 Policies, Procedures and Standards

While the County welcomes a chance to improve existing standards and procedures, it is expected that the vendor will comply with existing County policies. Additionally, knowledge transfer of as-is procedures will be needed to support the environment. The level of rigor in existing procedures varies widely and generic samples have been attached to Appendix F. 

6.1.5 Work-In-Progress

Below is a sampling of current in-flight projects that may involve vendor resources.  It is expected that in most cases County resources will lead or project manage these endeavors and vendor resources may assist in the execution of project tasks.

· Azure migration

· Emergency Operations Center Construction

· Parks network and wireless access deployments

· Office 365 Migration

6.1.6 Future Initiatives

Below is a sampling of proposed future projects that may involve vendor resources, it is expected that in most cases County resources will lead or project manage these endeavors and vendor resources may assist in the execution of project tasks.

· Wide Area Network Design/Build

· PCI Network Segmentation Design/Build

6.1.7 Incident and Problem Management

Incident – The County accepts the ITIL definition of any unplanned interruption in IT Service or reduction in quality of that service. Additionally, it includes any failure of a configuration item that affects technical quality of a service even if it does not have an immediate impact on the service. The County also uses the Incident application of Service Now to track any simple requests for new services. (Work that exceeds 40hrs of IS Labor or $25,000 in capital expense is classified as a Project). Therefore Incidents are initially categorized as “Incident” where SLAs apply (see 6.3.2) or “Request”.

For years 2015 and 2016 the County’s engineering staff opened between 800-900 incident tickets annually. The County’s Service Desk staff opened between 3,000 and 4,000 Incident tickets annually and approximately 25% of these were escalated at some point to county engineering staff for assistance. These incidents cover categories such as Hardware, Software, Network and Email support. Estimated effort on incident and requests for assistance and resolution from the Engineering team in 2016 is approx. 3000 hrs.

Problem – The County currently utilizes a broader definition of a Problem than is typically recognized by ITIL. 

Problem, in our context, is used as both an escalation and communication mechanism.  Incidents are escalated into Problems when any interruption or degradation in service is system-wide, enterprise-wide, or deemed mission critical. The Engineer is expected to produce a Customer Workaround or restore service as soon as possible and follow up with Root Cause Analysis to resolve the issue permanently. The Engineer is also expected to update sections of the Problem ticket that generates the ongoing internal IS and customer facing communications related to the service outage. The Engineer may have to schedule a Change request during a normal maintenance window or proceed with approvals for an immediate emergency change.

County Systems Engineers spent approx. 885 hrs. resolving 352 Problem records in 2016.

6.2 Managed Service for Infrastructure Operations

The Managed Service section details the types of services we are seeking to obtain from the Provider.  The Provider must describe how they will meet the requirements of each of the sections below.  

A Statement of Work for the various categories that establishes Service Level Requirements and Reporting will be developed in conjunction with County staff with the finalists during the Audit & Discovery process.   This statement of work will also call out how the responsibilities are shared amongst Provider and County staff.

Include samples from your Service Catalog that illustrate the type of service provided, any measurements for the service levels, and whether prices for those services are part of the Monthly Recurring Charge (MRC) or are considered Project-based, Non-Recurring charges (NRC). NOTE:  As mentioned in Section 4.6, prices are to be provided separately in a sealed envelope.

The Managed Service Provider shall provide the services using standardized processes preferably following the ITIL v3 framework.

A portal that provides seamless access to service availability, service ticketing/tracking, performance reporting, and billing should also be available. 

For all systems in scope, provide comprehensive monitoring and management services in support of our IT infrastructure.

Note:  The County will consider a standalone response to the Managed Security Services portion of this RFP.

6.2.1 General System Management
· Scope:

· Physical servers

· Virtual servers

· IaaS servers

· Appliances

· Other systems as designated

· Monitoring systems and applications:

· Proactive monitoring

· Performance and uptime monitoring

· Log monitoring

· Providing proactive and preventative maintenance such as:

· Disk utilization and allocation

· Memory utilization and allocation

· Performance adjustments

· Patching:

· Performing operating system, application, firmware, and any relevant patching

· Standard maintenance tasks such as:

· Log rotation and pruning

· Backup verification and testing

· Warranty, Support, and Maintenance:

· For all physical equipment, licenses, applications, and other applicable items the vendor needs to track warranty, support, and maintenance contracts

· Notify the County of expiring contracts

· Engage with VARs and OEMs for contract renewals as required

· Manage support cases and contacts with third party vendors as required

· Opening, managing, and completing support cases in the event of warranty or support cases

6.2.2 Infrastructure Administration

General Support

· Receive, own, and complete tasks from the Service Now Engineering queue or as assigned by the County

· Participate in creating or modifying policies and procedures as assigned by the County

· Provide input, advice, or recommendations towards future design, projects,                                   implementations, or anything else that may affect the infrastructure

· Notify the County to any discovered issues or concerns that may show risk to the County in some form

· Perform daily, weekly, monthly, and other regularly scheduled tasks as assigned such as those listed in other sections

· Assist in administering or managing backend infrastructure applications such as Active Directory, two-factor authentication, security awareness training, and more as assigned

· Participate in procurement processes as assigned

All Hardware Support

· Perform proactive maintenance on hardware including:

· Lifecycle replacements with new stock

· Participate in the selection and purchase of new equipment

· Maintain datacenters, closets, and other infrastructure locations

· Periodic audits of equipment

· Installation and decommissioning of equipment

· Keep the work areas clean and organized

· Remote Hands

· Act as remote hands at locations as required

· Support cases

· Vendor assistance
Network

· Scope:  Network devices in any location, IaaS network services, virtual appliances, and               configuration

· Includes:  General System Management

· Monitoring:  Bandwidth utilization, QoS and traffic shaping requirements, Link latency, Uptime, Port utilization and growth

· Vendors:  Enforcing SLAs with external networking vendors, Opening and managing support cases with external networking vendors for various issues such as offline connections and SLA violations

· Administration:

· Managing routers, switches, firewalls, load balancers, wireless access points, and any other networking equipment

· Assigning, allocating, and auditing network ports

· Assigning and reassigning VLANs

· Administering QoS policies as needed

· Administering 802.1X authentication configurations where applicable

· Firmware, application, controller, and operating system patching and maintenance

· Maintain, audit, and extend the given IP schema and routing architecture

· IPv4 with the intention to include IPv6 in the future

· Maintain, audit, and extend multicast support throughout the network where applicable

· Lifecycle Management:

· Inform the County to any storage growth or lifecycle concerns

· Participate in the identification and purchase of additional or replacement equipment

6.2.3 Data Center Services

IaaS

· Scope:

· IaaS hosted systems

· Includes:

· General System Management

· Monitoring:

· Resource performance and utilization

· Uptime and Vendor SLAs

· Billing utilization

· Maintenance and Management:

· Increase or decrease resource sizing based upon utilization and budget

· Advise the County of significant changes to billing, utilization, or anything that may impact the County’s costs

· Turn up and down resources that are only needed on specific schedules or at the requests of the County

· Administer, allocate, reassign, or decommission resources as required

· Stand up new environments as designed or approved by the County

· Inventory:

· Audit resource usage on a regular basis

· Reducing waste from forgotten resources

· Identifying services that can be turned off for periods of time

· Audit access and security for cloud access

Hardware Support

· Scope:

· Physical systems in any location

· Premises listed in the locations list

· Includes:

· General System Management

· Environmental monitoring:

· Temperature

· Humidity

· Power conditions (network closets)

· Inventory:

· Maintain inventory for all active, spare, and retired equipment

· Provide audit logs for equipment deployment, retirement, and disposal

Storage

· Scope:

· Storage devices in any location

· IaaS provided storage

· Includes:

· General System Management

· Monitoring:

· Performance monitoring such as IOPS and request latency

· Storage usage, growth, and expectations

· Snapshot and reserved storage allocation and usage

· Provisioning:

· Responsible for configuring new volumes and access

· Configuring new systems to utilize storage services such as iSCSI and                            FibreChannel integration

· Lifecycle Management:

· Inform the County to any storage growth or lifecycle concerns

· Participate in the identification and purchase of additional or replacement equipment

Backup and Recovery

· Scope:

· Actifio on-premises and IaaS

· Microsoft Data Protection Manager

· Other backup or archival locations or services

· Includes:

· General System Management

· Monitoring:

· Backup SLAs and schedules

· Backup status and integrity

· Storage space utilization and growth

· The health of integrations of backup software and appliances with data sources

· Administration:

· Implement and manage backup SLAs as designed or approved by the County

· Ensure old data is purged per the set SLAs

· Integrate new systems or applications to ensure backups are taken

· Fixing and notifying the County of any failed or troublesome backups

· Restore data as requested by the County

· Regularly test backups for successful recoveries and report success or failure to the County

· Lifecycle Management:

· Inform the County to any storage growth or lifecycle concerns

· Participate in the identification and purchase of additional or replacement equipment

6.2.4 Network Services

· Scope:

· Network devices in any location

· IaaS network services, virtual appliances, and configuration

· Includes:

· General System Management

· Monitoring:

· Bandwidth utilization

· QoS and traffic shaping requirements

· Link latency

· Uptime

· Port utilization and growth

· Marry port and patch panel utilization for audits

· Audit and advice on rack utilization and growth

· Inform the County of growth requirements for cabling such as network drops or fiber backbone

· Vendors:

· Enforcing SLAs with external networking vendors

· Opening and managing support cases with external networking vendors for various issues such as offline connections and SLA violations

· Administration:

· Managing routers, switches, firewalls, load balancers, wireless access points, and any other networking equipment

· Assigning, allocating, and auditing network ports

· Assigning and reassigning VLANs

· Administering QoS policies as needed

· Administering 802.1X authentication configurations where applicable

· Firmware, application, controller, and operating system patching and maintenance

· Maintain, audit, and extend the given IP schema and routing architecture

· IPv4 with the intention to include IPv6 in the future

· Maintain, audit, and extend multicast support throughout the network where applicable

· Lifecycle Management:

· Inform the County to any storage growth or lifecycle concerns

· Participate in the identification and purchase of additional or replacement equipment

6.2.5 Application and Database Management Services

· Scope:  

· Identified Applications on Servers, Appliances, or other

· Identified Databases on Servers, Appliances, IaaS, SaaS, or other

· Includes:

· General System Management

· Monitoring:

· Monitor the host environment for performance and utilization where applicable

· Monitor the application or database performance where applicable and possible

· Examples:

· SentryOne utilization for some databases and some applications

· Windows Performance Monitoring for IIS and ASP.NET applications

· SNMP for basic utilization

· Monitor the System, Application, and other applicable Event Logs for errors, warnings, and any indication towards issues or concerns

· Vendor Management:

· Engage with vendors for support applications or databases for support or                        maintenance

· Liaise between the vendors and customers when required

· Administration:

· Perform basic administration tasks where assigned, i.e. providing access, 

· Perform patches or upgrades as assigned

· Lifecycle Management:

· Inform the County to any old or aging applications or other lifecycle concerns

· Monitor licensing, maintenance, and support contracts and notify the County when expiring

· Participate in procuring new licenses, maintenance, or support contracts as assigned

· Future Consideration:

· The County identifies a potential need and developing area of enterprise application        management as a service, please provide detail on any dedicated services offered as well as line item price for:  

· Microsoft SharePoint

· System Center Configuration Manager

6.2.6 Managed Security Services

The County is also seeking to procure Managed Security Services (MSS).  A respondent may choose to bid solely on this aspect of the RFP.  Per the instructions in Section 4.6, pricing for this section of the RFP must be quoted separately from the overall Managed Service pricing.

County is seeking a Managed Security Services Provider (MSSP) to recommend, implement and secure services to ensure the confidentiality, integrity and availability of hybrid (cloud and on-premise) infrastructure and platform resources.

General Security 

· Describe your experience in deploying MSS in both on-premise and cloud (Azure)                       environments.

· How are requirements/standards/processes Defined, Reviewed and Implemented?

· Describe the Security Framework or Program that your firm utilizes.

· Conduct risk assessments to identify control or Security gaps.

· Describe if you have implemented a Security awareness program.

· Define briefly your approach to Physical Security and Data Security and Privileged User Management.

· Describe the impact to your services in a Disaster Recovery scenario.

Security Monitoring Services

· Describe your intrusion detection and/prevention services.

· Elaborate on firewall, IDS, IPS, end-point protection and file monitoring.

· Describe the ability to analyze threat intelligence data from other sources and provide correlation between real-time events.

· Describe your alerting and escalation procedures, and accountability of incident management.

· Describe reporting capabilities on activities, anomalies and deficiencies; how often they are provided; and any dashboards available.

Security Device and Configuration Management 

· Describe your ability to review device and equipment configurations and address any deficiencies.

· Describe your ability to establish baselines for configurations of devices based on technical control specifications (ex. CIS Benchmarks)

· Describe your ability to monitor bulletins, advisories, and patches and take appropriate action.

· Describe your process for installing security patches and adherence to Change, Configuration and Release management processes.

· Describe Install, configure and maintain anti-virus, intrusion detection, security agents, file integrity monitors on servers.

· Describe your logging and archiving standards.

Security Vulnerability and Risk Assessment 

· Describe your Security Vulnerability and Risk Assessment Services.

· Describe what, if any, independent vulnerability and penetration testing of the Provider infrastructure is conducted and the frequency.

· Describe what, if any, application vulnerability and penetration testing services are provided.

· Describe how remediation plans are created, approved and implemented.

· Describe any asset vulnerability inventories that are maintained.

· Describe how threat exposures are gathered, analyzed, validated and remediated against.
Security Incident Management 

· Describe your Security Incident Management Services.

· Describe your security incident priority level classification, descriptions and approach for managing and communicating incidents based on priority level.

· Confirm 24x7x365 Real-time Monitoring of logs and activity to detect malicious or abnormal behavior and network intrusions.

· Describe your process of handling of security incidents. Specifically, around:

· Discovery, mitigation of damage, and escalation and communication based on incident classification.

· Describe your collection and review of all log data collected for a security incident.

· Management of security incident until closure.

· Aggregation and reporting of all security breaches to Client.

· Describe any Support forensics activities.

· Describe the data sources supported for log collection and reporting.

· Indicate your data retention policies with respect to log data.

Security Compliance and Audit Roles and Responsibilities

· Identify regulatory, federal and industry or other applicable standards with which your services complies.

· Describe how compliance certifications are communicated and coordinated with the client

· Describe periodic verification of compliance processes.

· What compliance standards does your company adhere to?

· What compliance standards are you audited against

· How long have you maintained your compliance?

· Do you have qualified or unqualified compliance reports? If qualified, please explain.

6.2.7 IT Operations Management

The selected MSP should demonstrate standardized processes for IT Operations Management (ITOM) founded in the ITIL Framework.

The County utilizes the ServiceNow platform as its ITIL system of record and will consider integration of vendor systems with ServiceNow if demonstration justifies.

Please describe your proposed approach for Operations Management. For your work order or ticketing system, please provide detail re:

· When tickets are created 

· When they are not

· What constitutes a resolved ticket

· What varying states tickets might have and their definitions 

· What internal or customer facing communication accompany each ticket

· How the County would access or interface with such a system, if at all

· Ticket System reporting

· Off hours ticket reporting

Incident Management

The major expectations of Incident Management are:

· Ticketing and tracking of Incidents/Requests in terms of Departments, Caller and                         Configuration item affected

· Proper categorization of tickets, and ownership of assignment by  group and individual

· Documenting effort and actions needed to resolve break/fix scenarios and deploy new service as requests.

· Closing tickets or transferring to Customer Engagement teams (Service Desk/Business Analysts) as needed

· Escalating Incident to Problem where Incident meets existing or future Problem criteria

· Please provide a description of Incident best practices at your firm and practical examples of how they are applied.

Problem Management

Problem management will be provided by the MSP to mitigate adverse impact of incidents and problems on business operations. The goal is to prevent recurrence of these incidents by determining root cause and implementing any fixes. 

The major expectations of Problem Management are:

· Problem Control

· Error Control

· Proactive prevention of Problems

· Performing major Problem reviews

· Providing Problem Management Reporting

Please provide a description of Problem best practices at your firm and practical examples of how they are applied.

Change Management

The following are the expectations around Change Management:

· Participate in the County’s Change Management procedures

· Submit change requests through the appropriate methods

· Perform changes inside the approved timeframes

· Follow the County’s procedures and policies for Change Management

· Assist the County in moving towards a more comprehensive Change Management procedure based on ITIL concepts

· Suggest or provide policies and procedures that fit the County’s needs that cover a wide   variety of infrastructure changes such as network changes, server changes, implementation methodology changes, and more

· Participate in the discussion and implementation of these new policies and procedures

Please provide a description of Change Management best practices at your firm and practical examples of how they are applied.

6.2.8 Escalation/Communication

St. Charles County IS does currently have procedures for incident escalation that vary by Department or Service impacted. There is also an on-call rotation established for immediate engineering support at any hour. 

It is expected that the vendor resources will reduce the need for this on-call rotation and follow these procedures in order to mitigate incidents remotely or onsite as needed, whether it be during traditional business hours or after hours support.  Alternatively, another arrangement may be negotiated to provide a higher level of service.

Tickets may be escalated to the Vendor or County IS resources as will be outlined in a SOW workflow component following this proposal response.

Any proposal should clearly identify how the County will engage MSP resources for support and escalation and what the County might expect in terms of communication from the MSP. The County IS Department values regular, transparent, and professional communications during the course of any work affecting its customers and their systems. 

Please provide several approaches to communication and escalation that might exist with your customer base today.
6.2.9 Personnel

For any personnel that comprise services offered by the MSP, the following are required:

· Personnel are experienced, and have the requisite training

· Personnel must meet any compliance requirements (for ex., background checks for CJIS)

· Any required accreditations must be provided

· Backups should exist for any personnel

· Any change in personnel requires advance notice and the provider bears the cost of knowledge transfer

· Any personnel action requires immediate notification to County

· The County may require replacement of personnel for demonstrated reasons

6.2.10 Exclusions

The RFP does not evaluate solutions proposed for Managed Services for any of the following IT Service Categories:

· Customer Relationship Management

· Geographic Information Systems

· Help Desk/Service Desk

· Project Management Office (PMO)

· Physical Asset Management/Ownership

· IT Strategy and Consulting (VCIO)

· Asset Management(Desktop)

· Asset Ownership

· Financial Management

· Hardware/Software Licensing
6.3 Service Management

This section describes how the services offered by the Provider are measured.

6.3.1 Objectives

The objectives of Service Management are to ensure that Service Levels experienced are measured against the contracted levels.  These requirements will then be negotiated after the various services have been elaborated and measurement data accepted.

After the described Audit and Discovery period, it is assumed the vendor will negotiate a baseline estimate for Service Level Objectives they can reasonably meet or exceed.  The Fees & Payments section of the Master Agreement will detail penalties and earn-back options based on performance.

6.3.2 Service Level Requirements

While the County seeks to establish Service Level Objectives as part of an Audit and Discovery phase, there are some base expectations in regards to Service Level Requirements. We utilize the following classifications for Incident Management. The SOW will call out services identified as mission critical or that have unique business requirements.

Please explain your proposed approach to identifying and negotiating service level requirements and objectives following a period of environment discovery.

Incident Urgency 

	Category
	Description

	High (H)
	· Public Exposure

· Time Sensitive

· No Functionality or work around

	Medium (M)
	· Normal

· Some Functionality not available but a         work around exists

	Low (L)
	· Not Time Sensitive

· Does not affect work


Incident Impact 

	Category
	Description

	High (H)
	· Executive Office

· Public Safety

· All Users

	Medium (M)
	· Multiple non-Public Safety users

· Entire Department

	Low (L)
	· Single User


Incident Priority Matrix 

	
	
	
	IMPACT
	

	
	
	H
	M
	L

	
	H
	1
	2
	3

	URGENCY
	M
	2
	3
	4

	
	L
	3
	4
	5


	Priority Code
	Description
	Target Response Time
	Target Resolution Time

	1
	Critical
	Immediate
	1 Hour

	2
	High
	10 Minutes
	4 Hours

	3
	Medium
	1 Hour
	1 Business Day

	4
	Low
	4 Hours
	3 Business Days

	5
	Very Low
	1 Business Day
	5 Business Days


Mission Critical Applications and Business Needs

St. Charles County has identified 15 missions critical applications and several facilities that require 24/7/365 support. Additionally some County departments and facilities have cyclical business needs that require off hours and 24/7 support at certain times of year, though this is subject to change. More specific information regarding the application inventory can be provided to the finalist during the discovery phase. It is also expected that any contractual agreement will be flexible enough to amend the list of Mission Critical Applications as needed.

Facilities that are critical to a 24/7 operation: 

· Campus Datacenter

· Department of Corrections

· Emergency Communications

· Police Department

· Juvenile Justice Center

Departments with unique hours by location:

· Parks

· Humane

· Family Arena

· Recycle Centers

· Turner Blvd 

· Municipal Courts

· Elections

Departments known to have unique cyclical operations that may require off-hours IS support:

· Assessor

· Collector of Revenue

· Finance

6.3.3 Transition Milestones

Please provide a detailed, time-phased table of what systems/deliverables would take place during the transition to a Managed Service Provider.  Include any line items or task lists for environment discoveries, configuration of monitoring or ticketing systems, knowledge transfer, training or other items that may need to be associated with each phase. 

Please also clarify responsibilities of the Provider or County for each item.

Organization using the ITSM Managed Service Lifecycle categories is preferred, but not required.

· Service Definition

· Service Transition

· Knowledge Management

· Service Delivery and Management

· Service Performance and Measurement

· Service Improvement
6.3.4 Reporting and Account Management

Reporting

After establishment of Service Level Objectives, governance of the Services will depend on regular review of performance metrics.

In collaboration with County, the MSP shall provide regular reporting at mutually agreed intervals.

Please describe all standard report sets and make available as part of your proposal sample reports. Describe the process and costs for any custom report development if available.

Reports should also include billable staff hours against tasks, incidents or problems and performance reports/evaluation of staff. 

In addition, Quarterly and Annual Reviews should include data for the services around:

· Performance Monitoring

· Capacity Management

· Availability Management

· Security Incidents

· Financial/Billing

· Incident

· Problem

· Change

· Customer Satisfaction Surveys

Account Management

The Managed Service provider should provide a single point of contact for all account services, and customer satisfaction issue including staffing concerns. 

A back-up for this contact should also be provided.

6.3.5 Termination and Transfer

Please include examples of customers that have transitioned away from you as a Managed Service Provider, and how you helped in that transition.

Include information, if available, on how you helped mitigate any loss or reduced service by partnering with a future MSP of your client’s to enable a smooth transfer of service. 

A sample of any exit or transition plan used is helpful. 

APPENDIX A: Server List

Standalone Servers(SCC)

FAX-01

· Location: SCC

· Custom built 4U server

· Windows Server 2003

· Dedicated PCI PRI interface

· Biscom FAXCOM Services

ShoreTel

· Location: SCC

· Dedicated Servers

· 1 x HQ Server - Windows Server 2008 SP2 32-bit (Dell Optiplex 780)

· 4 x DVS Servers - Windows Server 2008 SP2 32-bit (3 x Dell Optiplex 780, 1 x Dell Optiplex 790)

· ShoreTel version 14.2 (19.43.4002.0)

Hyper-V Hosts

Two standalone servers dedicate for low-latency I/O with local SSD RAID storage

· Location: SCC

· 2 x HP ProLiant DL385 G7

· 2 x AMD Operton 6212 (8-core)

· 80GB RAM

· 2TB RAID-10 for local OS and VM

· 4 x 1TB SSD with 1 x 1TB hot-spare

· Windows Server 2012 R2 Datacenter

· 2 x 1 Gbps for Trunk (production)

· 2 x 1 Gbps for SAN (only for backup)

Blade Systems

	SCC
	KC

	· HP BladeSystem c3000

· 8 x HP ProLiant BL465c G7

· 2 x AMD Operton 6212 (8-core)

· 256GB RAM

· 2 x 146GB RAID-1 for local OS

· Windows Server 2012 R2 Datacenter

· 2 x 10 Gbps LAN on motherboard (capped at 1 Gbps)

· 1 x Trunk (production)

· 1 x SAN

· 2 x 1 Gbps mezzanine ports

· 1 x Management

· 1 x Live Migration

· HP BladeSystem c3000

· 8 x HP ProLiant BL465c G7

· 2 x AMD Operton 6134 (8-core)

· 256GB RAM

· 2 x 146GB RAID-1 for local OS

· Windows Server 2012 R2 Datacenter

· 2 x 10 Gbps LAN on motherboard (capped at 1 Gbps)

· 1 x Trunk (production)

· 1 x SAN

· 2 x 1 Gbps mezzanine ports

· 1 x Management

· 1 x Live Migration


	· HP BladeSystem c7000

· 14 x HP ProLiant BL465c G7

· 8 blades with:

· 2 x AMD Operton 6276 (16-core)

· 192GB RAM

· 8 blades with:

· 2 x AMD Operton 6376 (16-core)

· 256GB RAM

· 2 x 300GB RAID-1 for local OS

· Windows Server 2012 R2 Datacenter

· 2 x 10 Gbps LAN on motherboard (full 10 Gbps)

· 2 x Trunk + SAN + Live Migration (VLAN virtual ports on hosts)

· 2 x 1 Gbps mezzanine ports

· 2 x Management (virtual ports on hosts

· 2 x HP ProLiant BL465c G7

· 2 x AMD Operton 6376 (16-core)

· 256GB RAM

· 2 x 300GB RAID-1 for local OS

· Citrix XenServer 7.0

· 2 x 10 Gbps LAN on motherboard (full 10 Gbps)

· 2 x Trunk + SAN + Live Migration (VLAN virtual ports on hosts)

· 2 x 1 Gbps mezzanine ports

· Unused


Virtualization

The County’s virtualization environment is built on top of Microsoft Server 2012 R2 with Hyper-V. Failover Clustering is used to provide highly available environments. Management is performed using Microsoft System Center Virtual Machine Manager 2012 R2 UR9, Failover Cluster Manager, Hyper-V Manager, and PowerShell.

· Hyper-V Clusters

· Location: SCC

· 1CHV-APP-02

· Hosts: 11

· Used for anything that is not licensed for MS SQL Server

· 1CHV-SQL-02

· Hosts: 5

· Used specifically for MS SQL Server licensing (core-based licensing restrictions)

· Location: KC

· 2CHV-APP-02

· Hosts: 14

· Used for everything (DR for temporary failover avoids licensing restrictions)
· Standalone Hosts:

· Location: SCC

· 1UHV-DL385-01 and 1UHV-DL385-02

· Used for 2 databases that require local SSD RAID for fast I/O

APPENDIX B: Storage Assets

Storage

	SCC
	KC

	· 384TB Capacity

· In Use: 180TB

· Reserved: 100TB

· Free: 102TB

· 2 x Pools

· POOL 1:

· 3 x PS6500E

· 48 x 3TB SAS

· POOL 2:

· 2 x PS6500E

· 48 x 1TB SATA


	· 209TB Capacity

· In Use: 76TB

· Reserved: 108TB

· Free: 24TB

· 1 x Pools

· POOL 1:

· 2 x PS6500E

· 48 x 3TB SAS




APPENDIX C: Network Devices

The County’s network operates in a basic hub-spoke configuration utilizing OSPF for internal routing between sites. The County is working to move towards a mesh/ring configuration to provide more redundancy and capacity to many remote locations.

Routers and Switches

St. Charles County primarily utilizes HP/3Com/H3C Comware based switches and routers. Below is a table of router and switch inventory counted by model.

	Model
	Device Count

	3Com S4500G-24-PWR
	63

	3Com S4500G-48
	2

	3Com S4500G-48-PWR
	6

	3Com S4800G 24-Port
	3

	3Com S4800G 24-Port-SFP
	2

	3Com S4800G PWR 24-Port
	5

	H3C S5800-56C
	2

	H3C S5810-50S
	5

	H3C S5820X-28S
	1

	HP 5120-48G-PoE+-EI-2SLOT
	20

	HP 5500-48G-PoE+-EI-2SLOT
	3

	HP 5900-AF-48G-4XG-2QSFP+
	1

	HP 5900-AF-48XG-4QSFP+
	1

	
	114


Firewalls

St. Charles County primarily utilizes SonicWALL firewalls for various functions across the County such as edge protection, site-to-site VPNs, and internal encryption.

	Model
	Device Count

	SonicWALL NSA E5600
	1

	SonicWALL NSA E5500
	2

	SonicWALL NSA 4500
	3

	SonicWALL TZ200
	14

	SonicWALL TZ205
	1

	SonicWALL TZ215
	4

	
	25


Wireless

The County utilizes a mixture of Ubiquiti UniFi and Engenius access points. The Engenius devices are not centrally managed and will be replaced as a future project. The Ubiquiti UniFi access points are managed with an on-premises controller hosted in the virtual environment.

APPENDIX D: Business Critical Applications

The following applications comprise our business critical list which can either impact large numbers of customers or a customer who is sensitive to downtime.

	Application
	Server Count
	Approximate Size in GB

	Assessor
	16
	2,300

	Cameras
	10
	6,400

	Collector
	6
	3,000

	Corrections
	2
	200

	ERP
	5
	2,700

	Exchange
	10
	29,000

	Fax Server
	1
	20

	Fileshares
	2
	22,000

	Phones
	5
	1,200

	Point of Sale
	2
	500

	Print Cluster
	2
	500

	Prosecuting Attorney
	3
	4,200

	Public Safety
	5
	1,000

	Recorder
	3
	1,600

	
	72
	74,620


APPENDIX E: Service Locations

	Facility
	Department
	Address

	Airport
	Airport
	6390 Grafton Ferry Rd, Portage des Sioux, MO 63373

	*Arena
	Family Arena
	2002 Arena Pkwy, St. Charles, MO 63303

	Broemmelsiek Park
	Parks
	1615 Schwede Rd, Wentzville, MO 63385

	*Campus
	Many
	201 N 2nd St, St. Charles, MO 63301

	Central Highway Shed
	Highway
	2480 St. Peters Howell Rd, St. Peters, MO 63376

	*Dispatch
	Emergency Communications
	1605 Wentzville Pkwy, Wentzville, MO 63386

	Eastern Highway Shed
	Highway
	2550 Betham Rd, St. Charles, MO 63301

	Firing Range
	Police
	1835 Hwy 94 South, St. Charles, MO 63304

	*Heritage Museum
	Parks
	1630 Heritage Landing, St. Charles, MO 63304

	*Humane
	Public Health
	4850 Mid Rivers Mall Dr, St. Peters, MO 63376

	Indian Camp Creek Park
	Parks
	2679 Dietrich Rd, Foristell, MO 63344

	*Juvenile
	Juvenile Justice
	1700 S River Rd, St. Charles, MO 63304

	Klondike Park
	Parks
	4600 Hwy 94 South, Augusta, MO 63332

	**Pitman Hill/Kisker Park
	Parks
	1166 Pitman Hill Rd., Weldon Spring, MO 63304

	*Police Department
	Police
	101 Sheriff Dierker Ct, O’Fallon, MO 63366

	*Public Health
	Public Health
	1650 Boone's Lick Rd, St. Charles, MO 63301

	Quail Ridge Park
	Parks
	5501 Quail Ridge Pkwy, Wentzville, MO 63385

	Recycle Central
	Public Health
	60 Triad South Dr, St. Charles, MO 63304

	Recycle West /

Western Highway Shed
	Highway, Public Health
	2110 E. Pitman Ave, Wentzville, MO 63385

	Sign Shed
	Highway
	3688 Greens Bottom Rd, St. Charles, MO 63304

	Southern Highway Shed
	Highway
	176 Sprock Rd, Wentzville, MO 63385

	*Turner Boulevard Properties
	Elections, Municipal Court, Workforce Development
	397 Turner Blvd, St. Peters, MO 63377

	*Youth Activity Park
	Parks
	7801 Hwy N, Dardenne Prairie, MO 63368


Sites marked with ‘*’ are considered “Primary Sites” due to network bandwidth, services provided, uptime requirements, or user load.

**Future location

Appendix F – Sample Standard Operation Procedure

Standard Operating Procedure

1.
Purpose

The purpose of this document is to define the procedures for how the Engineering Division responds to system alerts.

2.
Scope
The intended audience for this SOP is the Information Systems, Systems Engineering Division in order to define the responsibilities for monitoring and responding to alerts.

3.
Responsibilities
Engineering shall follow these guidelines to ensure Information Systems stays consistent in monitoring and communicating outages and customer impacting events.

An Outage is defined as any service, server, or application outage or degradation of service. A system does not need to be considered fully “unavailable” to be an outage. An example of degradation would be SQL Reporting Services being offline but the SQL Server is not. The application may be online and working, but running reports may be unavailable.

4.
Procedure
1. On-Hours versus Off-Hours:

a. During normal business hours, Engineers who are on-duty are expected to monitor alerts.

b. Outside of normal business hours, only the on-call Engineer is responsible for monitoring alerts

i. If the on-call Engineer is unavailable for any period of time during the on-call time, he/she must notify the System Engineering Manager of the time frame

ii. The System Engineering Manager will designate an alternative Engineer during that time

iii. Alerts received while sleeping should be checked before coming to work during the week or shortly after waking up on the weekend

2. Notifications are received:

a. Are there multiple notifications of different devices or services? If yes, proceed with the identification.

b. If this is a single service or device, the Engineer may wait for the 2-minute notice that a device is still offline before proceeding.

i. If the single service or device is considered high-priority (such as a blade or network switch) then execute the proper communication mechanism and start troubleshooting immediately.

3. Identify the priority of the outage

a. Determination methods (in order):

i. Defined list of critical applications (not in order)

1. xxx

ii. Defined SLA or expectations with individual customers

1. Parks:

a. xxx

iii. Defined default expectations by System Engineering Manager

1. To be determined

4. Determine action timeline:

a. At all times, a ServiceNow Problem should be created for documentation and notification purposes

i. The audience is defined in the ”Notify IS Department” section 5

b. If the priority requires immediate attention, or it is still business-hours, action should be taken.

c. If after-hours and the priority does not require attention until the next calendar day, action may be delayed until that time

d. If after-hours and the priority does not require attention until the next business day, action may be delayed until that time

5. Notify IS Department and/or Customers:

a. By using ServiceNow’s Problem, you will send the Outage Notification email to the IS Department automatically (reference KB0010704 and KB0010708)

i. Ensure the Problem’s Audience is not set to None

b. For any external communication, per the Problem Communication SOP, that is the duty of Technical Services

6. Action to be taken:

a. Resolve the outage accordingly

b. During the outage, communicate updates as determined in the knowledge base articles referenced in 4.5.a

c. Ensure all pertinent work notes are entered into the related ServiceNow Problem

7. Testing:

a. After restoration, testing should be performed

b. Testing may need to be defined or performed by the customer

i. If a customer is performing the tasks, the customer should be contacted at any time including after-hours unless the priority is defined as next calendar or business day

8. Final verification of the resolution should be determined by the customer

a. The outage’s timeline may be counted as complete when the Engineer’s testing is completed, but the customer has final say

b. This may mean the outage needs to be put on hold to be verified based on customer SLA as determined in 4.3.a.ii

Escalation Procedures
In the event the Engineer working on the problem is unable to find a resolution and needs to escalate it for assistance, the procedure on who to escalate to should be:

1. If an Engineer was known to be working on this system or resource recently, or has extensive knowledge in the area

2. If no Engineer is known or that Engineer is unavailable, then the System Engineering manager should be contacted

5.
References
1. Problem Field Definitions KB article (KB0010704):  https://sccprod.service-now.com/kb_view_customer.do?sysparm_article=KB0010704
2. Problem Creation How-To KB article (KB0010708):  https://sccprod.service-now.com/kb_view_customer.do?sysparm_article=KB0010708 

Exception Sheet
If the item(s) and/or services proposed in the response to this proposal is in any way different from that contained in this proposal or proposal, the proposer is responsible to clearly identify all such differences in the space provided below.  Otherwise, it will be assumed that the proposer’s offer is in total compliance with all aspects of the proposal.

Below are the exceptions or differences to the stated specifications (attach additional sheets as needed):

Date: 



Signature: 






Title: 







Company: 






THIS FORM MUST BE COMPLETED AND ENCLOSED WITH THE PROPOSAL
Audit Clause for Contracts

Examination of Records

The Contractor's records must include, but not be limited to, accounting records (hard copy, as well as computer readable data), written policies and procedures, subcontractor files, indirect cost records, overhead allocation records, correspondence, instructions, drawings, receipts, vouchers, memoranda, and any other data relating to this contract shall be open to inspection and subject to audit and/or reproduction by the County Auditor, or a duly authorized representative from the County, at the County's expense.  The contractor must preserve all such records for a period of three years, unless permission to destroy them is granted by the County, or for such longer period as may be required by law, after the final payment.  Since the Contractor is not subject to the Missouri Sunshine Law (Chapter 610, RSMo), information regarding the Contractor's operations, obtained during audits, will be kept confidential.

The Contractor will require all subcontractors under this contract to comply with the provisions of this article by including the requirements listed above in written contracts with the subcontractors.

Vendor Information

Company Name: 


Business Address: 


Business Hours:


Phone:      

 Fax:


Email address:



Contact Person:


Authorized Signature: _________________________________________________




    (Indicates acceptance of all proposal terms and conditions)

Date: ____________________
AFFIDAVIT OF WORK AUTHORIZATION

The proposer/contractor who meets the section 285.525, RSMo definition of a business entity must complete and return the following Affidavit of Work Authorization.

Comes now 





 (Name of Business Entity Authorized Representative) as 





(Position/Title) first being duly sworn on my oath, affirm 









 (Business Entity Name) is enrolled and will continue to participate in the E-Verify federal work authorization program with respect to employees hired after enrollment in the program who are proposed to work in connection with the services related to contract(s) with the County for the duration of the contract(s), if awarded in accordance with subsection 2 of section 285.530, RSMo. I also affirm that 








 (Business Entity Name) does not and will not knowingly employ a person who is an unauthorized alien in connection with the contracted services provided to the contract(s) for the duration of the contract(s), if awarded.

In Affirmation thereof, the facts stated above are true and correct. (The undersigned understands that false statements made in this filing are subject to the penalties provided under section 575.040, RSMo.)

Authorized Representative's Signature


Printed Name

Title







Date

E-Mail Address

Subscribed and sworn to before me this _____________ of ___________________. I am







(DAY)


(MONTH, YEAR)




commissioned as a notary public within the County of



, State of









(NAME OF COUNTY)

_______________________, and my commission expires on _________________.


(NAME OF STATE)






(DATE)
Signature of Notary





Date
American Made:

In accordance with the Domestic Product Procurement Act (hereinafter referred to as the Buy American Act) RSMo 34.350-34.359, the bidder is advised that any goods purchased or leased by any public agency where the purchase, lease or contract involves the expenditure of twenty-five thousand dollars ($25,000) or more, shall be manufactured or produced in the United States.  Section 34.350.2(1) of that Act specifies that the term “public agency” includes all political subdivisions of the State of Missouri, which definition includes counties.

The requirements of the Buy American Act shall not apply if other exceptions to the Buy American mandate in RSMo 34.353 are met.

If the bidder claims there is only one line of the good manufactured or produced in the United States, RSMo 34.353 (2), or that one of the exceptions of RSMo 34.353 (3) applies, the Department Head or Elected Official bears the burden of certification as required prior to the award of a contract.

In accordance with the Buy American Act, the bidder must provide proof of compliance with RSMo 34.353.  Therefore the bidder should complete and return Exhibit A, certification regarding proof of compliance, with the bid.  This document must be satisfactorily completed prior to an award of a contract. 

EXHIBIT A

ST. CHARLES COUNTY

DOMESTIC PRODUCTS PROCUREMENT ACT (BUY AMERICAN)

The Missouri Domestic Products Procurement Act (34.350-34.359 RSMo) requires that for all bids with a value of $25,000 or more, the goods or commodities purchased by any public agency (which definition includes all political subdivisions of the State, including counties) or used or supplied in the construction, alteration, repair, or maintenance of any public works must be manufactured or produced in the United States.  As defined in 34.350 RSMo, United States means the United States of America, the District of Columbia, and all territories and possessions subject to the jurisdiction of the United States.  The law also requires that the bidder must provide proof of compliance.  Note:  In general, if an import tariff is applied to an item, it does not qualify for the Buy American preference.  In addition, Most Favored Nation status does not allow application of the preference.

Section A – All Products Are Manufactured or Produced In U.S.

If all products bid qualify as domestic products under Missouri law, complete only Section A.

	I hereby certify that all products qualify as domestic, that the information provided is true and correct, and complies with all provisions of Sections 34.350-34.359 RSMo.  I understand that any misrepresentation herein constitutes the commission of a class A misdemeanor pursuant to Section 34.355 of the Revised Statutes of Missouri.

	SIGNATURE

	COMPANY NAME




If Section A is completed, do not complete Section B.

Section B – Only One Product Line or No Products Are Manufactured or Produced In U.S.

If only one product line or no products are manufactured or produced in the U.S. complete only section B.

	I hereby certify that there is only one product line or no product manufactured or produced in the U.S., that the information provided is true and correct, and complies with all provisions of Sections 34.350-34.359 RSMo.  I understand that any misrepresentation herein constitutes the commission of a class A misdemeanor pursuant to Section 34.355 of the Revised Statutes of Missouri.

	SIGNATURE 



	COMPANY NAME




Section C – Products May Qualify Because of Qualifying Treaty

If some or all products bid qualify for domestic status because of a trade treaty, etc., then the bidder must identify each product, country and qualifying treaty, etc. below.  The bidder must list ALL products which are or may qualify as domestic below.  If more space is needed, please copy this form and submit as an attachment.

	BID ITEM NUMBER(S)
	COUNTRY WHERE MANUFACTURED OR PRODUCED
	QUALIFYING TREATY, LAW, AGREEMENT, OR REGULATION

	
	
	

	
	
	

	
	
	

	
	
	

	SECTION C

I hereby certify that the specific items listed above are domestic, that the information provided is true and correct, and complies with all provisions of Sections 34.350-34.359 RSMo.  I understand that any misrepresentation herein constitutes the commission of a class A misdemeanor pursuant to Section 34.355 of the Revised Statutes of Missouri.

	SIGNATURE  



	COMPANY NAME
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