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The Bay Area Homeland Security Strategy
2010 – 2013

Introduction

The Northern California Bay Area is a major target of terrorist organizations and a region with an extensive history of natural disasters.   To better address these risks on a regional basis, in 2006, the U.S. Department of Homeland Security (DHS) combined three previously independent Urban Areas (Oakland, San Francisco, and San Jose) under the DHS Urban Area Security Initiative grant program and formed the Northern California Bay Area Urban Area Security Initiative (Bay Area UASI) region for preparedness purposes. The combining of these three Urban Areas prompted them to review their existing governance structures.  As a result, the Bay Area UASI established a new three-tiered governance structure, which included the major cities of Oakland, San Francisco, and San Jose, the ten county operational areas, and the State Emergency Management Agency.  

Homeland Security is the coordinated effort to ensure we are prepared to prevent, protect against, respond to and recover from acts of terrorism and other man-made or natural catastrophes. It requires a risk management process in order to ensure we have the right capabilities in place to manage those hazards that pose the greatest risk to the region, its people, and its critical infrastructure and key resources. The threat of catastrophic events, both natural and man-made, requires continuous attention and strategic commitment from all levels of government, the private sector and the general public. The Bay Area UASI is committed to this effort. Working together, the entire Bay Area UASI has strived to integrate preparedness activities, especially preparedness planning at the strategic level. This homeland security strategic plan represents the latest effort in that regard. 

The Bay Area UASI is a recognized leader in homeland security and has made great strides in improving preparedness and security while maintaining our standards of freedom and civil liberties. We will build on our accomplishments, but must remain vigilant and continue to meet the challenges going forward.

Executive Summary

Purpose

The purpose of the Bay Area Homeland Security Strategy is to ensure the Bay Area UASI region has a single, data driven document that outlines the UASI’s risks, capabilities, vision, structure, goals and objectives for homeland security over a three year period. Having such a document will ensure the Bay Area is in the best possible position to clearly track and articulate its risk and capability needs to local leaders, the State of California and the U.S. Department of Homeland Security (DHS) when seeking resources to reduce that risk and satisfy those capability needs. The Strategy is designed primarily to address terrorism risk with an understanding that capabilities enhanced to combat terrorism often enhance the ability to also manage natural disasters and man made accidents. 

The Strategy outlines a comprehensive system for enhancing regional capability and capacity that will guide the Bay Area UASI’s efforts to:

· Prevent and disrupt terrorist attacks;

· Protect the people of the Bay Area, its critical infrastructure and key resources;

· Respond to and recover from major incidents and all hazards that do occur; 

· Continue to strengthen our preparedness foundation to ensure our long-term success; and

· Guide future investments, increase capabilities and reduce risk.

This is an exceedingly complex mission requiring coordination, cooperation, collaboration, and focused effort from the entire region – residents, government, as well as the private and non-governmental organization sectors. The Bay Area region will apply the resources available from DHS to address unique planning, organizational, equipment, training, and exercise needs to assist in building an enhanced and sustainable capacity to prepare for all hazards. However, this Strategy is not a grant strategy; it is a comprehensive homeland security strategy that will be implemented through projects funded by Federal grants, general funds and such other funding opportunities that may become available.

Vision

The Bay Area’s vision for homeland security is a secure, prepared and resilient region consistently developing regional capabilities based on risk through collaboration and coordination that build and maintain our vision. 

Jurisdiction Description & Risk Overview 

From the beginning of the UASI program in 2003, the geographic foot print of DHS designated UASI jurisdictions has been a combination of DHS risk analysis and existing state, local and regional compacts. The risk based formula used by DHS has changed almost yearly with the most dramatic shift occurring in 2006. That year, DHS combined the three previously independent UASI jurisdictions of Oakland, San Francisco, and San Jose into the current Bay Area UASI. 

The current Bay Area UASI region, as devised in 2006, is comprised of ten counties (Alameda, Contra Costa, Marin, Napa, San Francisco, San Mateo, Santa Clara, Santa Cruz, Solano, and Sonoma) and the three major cities of Oakland, San Francisco, and San Jose.
 In 2005, prior to the DHS led consolidation, this group initiated regional planning and collaboration efforts by developing the Regional Emergency Coordination Plan (RECP).  

2008 marked another major shift in how DHS calculates risk and determines UASI funding eligibility. That year, per the 9/11 Act passed by Congress, DHS began a new evaluation process that utilized the U.S. Census-determined Metropolitan Statistical Areas (MSA) to determine eligibility and to rank those UASI jurisdictions eligible for funding. In using this approach, jurisdictions within the MSA are included in the DHS risk analysis, but are not necessarily included in the actual UASI region’s geographic footprint for funding. In the case of the Bay Area UASI, the region’s ten county geographic foot print is actually larger than the MSA region used by DHS to calculate risk. This is rare. The Bay Area UASI includes Santa Cruz, Sonoma and Solano counties, which are not part of the MSA used by DHS to calculate risk and then rank and fund the Bay Area under the UASI program.  
Today, the Bay Area UASI is inclusive of over 100 incorporated cities and a combined total population exceeding 7.5 million people.  In addition to the 7.5 million residents, the Bay Area attracts 15.7 million visitors annually who spend more than $16.6 million per day in the region. The Bay Area is one of the most culturally diverse regions in California and is home to the largest Afghan population in the U.S. Given the diversity, size and scope of the Bay Area, the Bay Area UASI has further organized itself around four sub-regional planning hubs - North, South, East and West Bay hubs where project development related to implementing this Strategy will largely occur.  

Threat assessment data reflects that the Bay Area is home to many international and domestic terrorist organizations, making it a prime location for potential terrorist attack. The Bay Area is particularly at risk for vehicle borne improvised explosive device (VBIED) attacks, e.g., car or truck bombings against critical infrastructure. VBIED risk is driven by the relatively high likelihood due to the relative ease and low expense of carrying out such an attack. Such a method of attack is relatively common around the world. 

The Bay Area is also vulnerable to natural disasters as it rests upon one of the longest and most active earthquake fault systems in the world. This system includes the San Andreas Fault, the Hayward Fault and the Calaveras Fault. The U.S. Geological Survey estimates an 80% chance of a magnitude 6.7 or greater quake striking the Bay Area within the next 30 years. Based on the Bay Area's topography, risk from wild land fires as well as tsunamis are also of major concern. 
For 2010, the Northern California Intelligence Fusion Center compiled a list of 566 self identified critical infrastructure and key resource assets in the Bay Area that cover all 18 National Infrastructure Protection Plan (NIPP) sectors. A breakdown of those critical assets by sector is set forth in Figure 1 below.
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To address the myriad of risks faced by the Bay Area region, the Strategy will be governed by the principal of risk management. Resources will be allocated where the greatest risk and the greatest need and the greatest return on investment can be demonstrated. 
Urban Area Structure

Governed by a multi-year MOU between the participants, the Bay Area UASI is managed through a three-tiered governance structure. The top tier is the seven-member Approval Authority that includes representation from each of the three major cities of Oakland, San Francisco, and San Jose and each of the counties in which they are located (Alameda, San Francisco, and Santa Clara). The California Emergency Management Agency, (CalEMA) Deputy Director for Operations is also a member. The Approval Authority provides policy direction to the program and is responsible for final decisions. 

The seven-member Approval Authority works collaboratively with the second tier comprised of an Advisory Group. The Advisory Group membership includes one representative each from the ten Bay Area county operational areas, the three major cities, and the Coastal Regional Administrator for CalEMA. The Advisory Group makes policy and programmatic recommendations to the Approval Authority and ensures there is broad representation, input and participation in the regional planning process. 

Managing the day-to-day work of the Bay Area UASI is a Management Team comprised of a general manager, strategy and compliance director, project managers and finance and grants managers.  The City and County of San Francisco has been designated as the fiscal agent for the grants managed by the Bay Area UASI.
Regional, State and National Goals

This Strategy is built on the premise that achieving homeland security is an ongoing mission and one that must be a shared responsibility across the entire region, state and Nation. This includes our local, tribal, state, and federal agencies, international partners, community organizations, businesses and individuals. Therefore, this Strategy supports implementation of the State of California Homeland Security Strategy and the National Strategy for Homeland Security. Indeed, this Strategy serves as the Bay Area’s focal point in implementing not only local and regional homeland security policy and priorities, but also national and state homeland security policy at the local and regional level.
Each of the Bay Area’s strategic goals seeks to align with either a National or State priority and the Target Capabilities from the National Preparedness Guidelines. The Target Capabilities List is a list of thirty seven capabilities needed to implement the National Priorities and the four mission areas of prevention, protection, response and recovery. The National Homeland Security Priorities represent broad and thematic goals that the Nation should strive to achieve in homeland security. The National Homeland Security Priorities are:
· Strengthen CBRNE Detection, Response and Decontamination Capabilities
· Implement the National Infrastructure Protection Plan
· Strengthen Information Sharing and Collaboration Capabilities
· Implement the National Incident Management System and National Response Framework
· Strengthen Interoperable and Operable Communications Capabilities
· Strengthen Planning and Citizen Preparedness
· Expand Regional Collaboration
· Strengthen Medical Surge and Mass Prophylaxis Capabilities

Each Bay Area strategic goal includes several more capability based objectives to further guide the region’s efforts and help measure progress, recognizing that homeland security is a continuing and evolutionary process requiring constant focus and improvement. The goals and objectives are directed towards the next three years but will be reviewed and updated annually. It is likely that some of the objectives will carry over from year to year while others may be removed or updated based on the region’s progress. The goals and objectives will continue to be defined by risk analysis and identified preparedness gaps. 
A summary of the Bay Area’s goals and objectives is set forth below. These strategic goals and objectives serve as a road map to build those capabilities needed to reduce the risk of terrorism and natural disasters and better secure the region.

Goal 1 Develop a Regional Risk Management and Planning Program

Objective 1.1 Develop and Enhance Risk Management Capabilities

Goal 2 Enhance Information Analysis and Infrastructure Protection Capabilities

Objective 2.1 Increase Counter-Terrorism Investigations and Law Enforcement   

Objective 2.2 Enhance Information Gathering and Recognition of Indicators and Warnings

Objective 2.3 Strengthen Intelligence Analysis and Production

Objective 2.4 Enhance Intelligence Information Sharing and Dissemination 

Objective 2.5 Increase Critical Infrastructure Protection

Goal 3 Strengthen Communications and Interoperable Communications

Objective 3.1 Increase Communications Capabilities

Objective 3.2 Strengthen Emergency Public Information and Warning Capabilities

Objective 3.3 Enhance EOC Management

Goal 4 Strengthen CBRNE Detection, Response, and Decontamination Capabilities

Objective 4.1 Enhance Fire Incident Response Support Operations

Objective 4.2 Increase Search and Rescue Capabilities

Objective 4.3 Strengthen CBRNE Detection

Objective 4.4 Enhance Explosive Device Response Operations

Objective 4.5 Increase Critical Resource Logistics and Distribution Capabilities

Objective 4.6 Increase WMD/Haz Mat Response and Decontamination

Objective 4.7 Strengthen On-site Incident Management Operations

Objective 4.8 Increase Responder Safety and Health
Objective 4.9 Strengthen Emergency Public Safety and Security Response 
Objective 4.10 Improve Food and Agriculture Safety and Defense

Objective 4.11 Enhance Animal Disease Emergency Support
Goal 5 Enhance Medical, Public Health and Mass Care Preparedness

Objective 5.1 Enhance Emergency Triage and Pre-Hospital Treatment

Objective 5.2 Increase Medical Surge

Objective 5.3 Strengthen Mass Prophylaxis

Objective 5.4 Improve Medical Supplies Management and Distribution

Objective 5.5 Strengthen Isolation and Quarantine

Objective 5.6 Improve Laboratory Testing

Objective 5.7 Strengthen Epidemiological Surveillance and Investigation

Objective 5.8 Enhance Fatality Management
Goal 6 Strengthen Planning and Citizen Preparedness Capabilities




Objective 6.1 Strengthen Citizen Evacuation and Shelter in Place Capabilities

Objective 6.2 Improve Mass Care

Objective 6.3 Increase Community Preparedness and Participation

Objective 6.4 Enhance Volunteer Management and Donations 

Goal 7 Enhance Recovery Capabilities



Objective 7.1 Strengthen Structural Damage Assessment Capabilities

Objective 7.2 Enable Economic and Community Recovery

Objective 7.3 Improve Environmental Health 

Objective 7.4 Enhance Restoration of Lifelines Capabilities

Goal 8 Enhance Homeland Security Exercise, Evaluation and Training Programs

Objective 8.1 Develop Regional Exercise and Evaluation Program 

Objective 8.2 Develop Regional Training Program

Strategy Inputs

The development of this Strategy and its goals and objectives represents a compilation of input, ideas and recommendations received from numerous local agencies from across the region through a series of meetings and other planning activities. The Strategy also takes into account the results of a regional risk and capabilities assessment, and an inventory of homeland security activities conducted by agencies across the region including police, fire, public health and others.
Management and Investment Justifications

The Bay Area UASI Management Team will have overall responsibility for managing and tracking implementation of the Strategy with the UASI Management Team’s Director of Strategy and Grant Compliance serving as the executive agent for that function. 

The Bay Area recognizes that federal homeland security grants play a vital role in helping implement the Strategy and that in certain economic times it may be the only source of funding for a particular project or set of projects. The purpose of submitting investment justifications to DHS is to obtain funding necessary to implement the goals and objectives of this Strategy. Investment justifications that fall outside the goals and objectives of this Strategy will not be submitted. In addition, funding received from other sources related to homeland security should also be spent in accordance with the goals and objectives of this Strategy. Investment Justifications will be developed and written to implement the highest priority goals and objectives in this Strategy based on risk, capability need and probability of completion as set forth below:

· Those projects that support implementing the highest priority strategic goals and objectives set forth in this Strategy.

· Those projects that have the greatest chance of fully implementing or completing a strategic goal or objective set forth in this Strategy. 

The resource elements under each objective in the Goals, Objectives and Implementation Steps section of the Strategy delineate what resources are needed for the region to achieve each objective. They serve as a critical guide for the region, sub-region and jurisdictions. However, they are not an exhaustive list meant to limit steps necessary to achieve a goal or objective as priorities shift with shifting risk and need data becoming available. Nor are the region, sub-regions and jurisdictions required to generate projects for each goal and objective in a given grant cycle. Rather, each grant applicant must prioritize projects based on this Strategy and their own risk and need profile.  

To assist the North, South, East and West Bay sub-regions in the project development effort, the Bay Area UASI Management Team will develop specific guidance and templates that outline how sub-regions should present projects in a manner that allows for clear linkage to this Strategy and its goals and objectives. These templates will also outline how to coordinate with and leverage spending from other grant programs, such as the State Homeland Security and Metropolitan Medical Response Systems grant programs, in order to better unify differing funding streams that nonetheless serve a similar purpose.

The planning and investment process to be further designed by the UASI Management Team will outline basic planning structures that each of the four sub-regions/planning hubs may utilize. This will include planning timelines, grant guidance, project templates and such other materials and polices as may be necessary to ensure a seamless and integrated planning structure and system among the four regional planning hubs. Below is a summary of the ten step process that will be utilized. 

Step 1 – Bay Area UASI estimates or receives UASI grant allocation from DHS
Step 2 – Bay Area UASI designates region-wide projects and funding
Step 3 – Bay Area UASI divides remaining funding allocation among the four Bay Area Planning Hubs 

Step 4 – Bay Area UASI provides project development template and guidance for Planning Hubs

Step 5 – Planning Hubs develop projects

Step 6 – Planning Hubs send projects to the Bay Area UASI for review and analysis

Step 7 – Bay Area UASI management team reviews projects

Step 8 – Working Groups and UASI project managers review and combine similar projects into investment justifications (IJ’s)
Step 9 – UASI management team reviews and edits IJ’s for final submission to CalEMA

Step 10 – The Bay Area UASI submits final IJ’s to CalEMA for submission to DHS

Evaluation of the Strategy

In order to truly understand what value the Bay Area is getting for its homeland security investments, the region must have a consistent mechanism by which to measure the effectiveness of the homeland security activities – plans developed, personnel hired, equipment purchased, number of people trained, and exercises conducted – generated through those investments. This will be done in the form of an annual report to the Advisory Group and Approval Authority. 
This Strategy outlines where the region wants to go in homeland security based on its goals and objectives. A regional report outlines where it is in achieving those goals and objectives based on enhancing capabilities tied to risk management. This evaluation process will integrate with and support the State of California Metrics Project, which seeks to similarly measure the effectiveness of homeland security investments and capability levels across the state, as well as the DHS mandated State Preparedness Report (SPR) and the SPR survey tool. 

Prior and Ongoing Planning Efforts

Prior to the 2006 consolidation of the three previously independent Urban Areas, the initial homeland security strategies were developed based upon the results of assessments conducted throughout the region in September 2003. That process included comprehensive risk, capabilities, and needs assessments. The results of the assessments provided an early insight into the requirements of the region. The strategies were revised for 2005 to align along the homeland security mission areas of prevention, protection, response and recovery, and target capabilities list enabling the region to more effectively embrace the capabilities based planning process. Later, a regional strategy was developed in accordance with the consolidation of 2006. 

The Bay Area region has conducted assessments and developed several strategic, operational and tactical level plans in the past that have produced valuable data to help drive the region’s policies and programs. Those assessments and strategies (and future assessments and strategies) serve two purposes concerning this Strategy: first, they provide valuable data and strategic inputs into this regional Strategy; and second, they serve as implementing plans, policies and procedures under the umbrella of this larger region-wide Bay Area Homeland Security Strategy as outlined in Figure 2 below. 

In 2008, the UASI produced five major planning guidance documents: an assessment and strategic plan for regional interoperable communications; an assessment and project plan for community preparedness; a gap analysis and multi-year training and exercise program for EMS, the fire service and law enforcement; a training and exercise mandate for search and rescue; and a CBRNE assessment and strategic plan. All five of these documents have been reviewed and relevant key elements have been integrated into this overall regional Bay Area Homeland Security Strategy.

Finally, the homeland security planning and implementation process has no “end state” any more than traditional public safety has an end point. Rather, it is a constant cycle of improving plans, procedures, systems and operations designed to enhance security and preparedness for the region. The Bay Area is committed to this process and the 2010 Bay Area Homeland Security Strategy is the latest product in that endeavor. 
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Sets overall strategic goals and objectives for the entire Bay Area region 

Bay Area UASI Planning Structure

Topical/Issue Based Strategic Plans

Regional strategies centered on a specific topic, e.g., CBRNE Strategic Plan 

Jurisdiction Specific Strategic Plans

Strategies developed by a county or major city, e.g., San Francisco Homeland Security Strategy

Implementation Plans

Plans centered on implementing a Strategic Plan, e.g., Planning 

Hub Projects or Bay Area Investment Justifications

Area or Agency Operational Plans

Plans resourced through implementation plans and designed to outline operational steps 

and structures used to manage an incident, e.g., operational area emergency plan

Agency or Unit Tactical Plans

Plans resourced through implementation plans and designed to 

address a specific situation, e.g., hostage rescue plan


Figure 2: Planning Structure

� The California Emergency Management Agency (CalEMA) divides the state’s 58 counties into 3 administrative regions: Coastal, Inland, and Southern. The Bay Area UASI is part of the Coastal Region which includes: law, fire, coroners/medical examiners, emergency medical, and search and rescue mutual aid systems.





