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of the States (ECOS) through its educational and research activities aimed at improving the environment
in the United States and providing a forum for state environmental policy makers. More information
about ITRC and its available products and services can be found on the Internet at www.itrcweb.org.
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and all material set forth within are provided without warranties of any kind, either express or implied,
including but not limited to warranties of the accuracy or completeness of information contained in the
product or the suitability of the information contained in the product for any particular purpose. The
technical implications of any information or guidance contained in ITRC products may vary widely based
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consequential, or punitive damages arising out of the use of any information, apparatus, method, or
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or guidance documents and such laws, regulations, and/or ordinances. Mention of trade names or
commercial products does not constitute endorsement or recommendation of use by ECOS, ERIS, or
ITRC. The names, trademarks, and logos of ECOS, ERIS, and ITRC appearing in ITRC products may not
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EXECUTIVE SUMMARY

What is remediation risk management, and why is it important?

This document addresses project risk management for site remediation projects. It applies
generally accepted risk management industry approaches to project risks encountered during site
remediation and uses the term “remediation risk management” (RRM) to describe this approach.
Site project managers are the primary audience for this document, prepared by the Interstate
Technical & Regulatory Council (ITRC) RRM Team, but other environmental practitioners will
be interested as well, including state and federal regulators, consultants, and responsible
parties—any stakeholders in remediation project risks.

RRM addresses project risks or constraints to achieving ultimate goal of remediation: protection
of human health and the environment. Investigation and remediation activities have their own set
of risks, apart from the risks associated with chemical contamination. This document focuses on
the management of project risks associated with investigation and remedial activities. Examples
include inadequate remedy performance, risks to ecological habitats resulting from remediation
activities, health and safety concerns, greenhouse gas (GHG) emissions caused by remediation,
consumption of energy and other resources needed to perform remediation, the risks of traffic
accidents, and other unintended adverse impacts.

The purpose of RRM is to significantly improve the quality of remedial decision making
throughout a project life cycle regardless of the site size and complexity, type of cleanup
program, or stage in the cleanup process. RRM prompts careful consideration of a variety of
potential project risks and helps project managers identify and address the most significant risks
to their project. RRM uses a broad perspective and provides general tools to allow project
managers to execute risk mitigation plans to improve the likelihood of achieving project
objectives to remove contamination, restore resources, and close sites.

What is RRM not?

RRM is not a way to rationalize doing less work on environmental cleanup projects or
compromising the quality of restoration efforts. All remedies must be protective of human health
and the environment and must meet regulatory requirements. Through RRM, site managers
consider and appropriately act on project risks that are site specific; therefore, the outcome is
also site specific. For example, RRM may favor an active remedy at a site where cleanup
timeframe overruns would pose a significant project risk. RRM might favor a passive remedy at
a site with sensitive ecological habitats or similar long-term timeframes/outcomes for both
passive and active remedies.

RRM is not more “red tape” for project managers or additional paperwork requirements with no
change in site activities. The objective of RRM is to benefit the project through optimization.
RRM is a thought process to improve the quality of environmental decision making to benefit the
project. The approach is scalable for site circumstances to avoid being a cumbersome, time-
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consuming process that could delay project implementation. It is not a regulatory requirement
and therefore does not require any additional reviews.

What resources are available to better understand RRM?

This document is the primary resource for understanding RRM. Detailed information, references
to useful tools, case studies, and points of contact are provided in the appendices. Similar
documents have been published on risk management for specific cleanup programs, including
the following:

“Restoration Performance Risk Management—RPRM” (AFCEE 2010a)

Risk Management Guide (DOE 2008)

Groundwater Risk Management Handbook (NAVFAC 2008)

Improving Environmental Site Remediation Through Performance-Based Environmental
Management (ITRC 2007)

e A Guide to the Project Management Body of Knowledge (PMI 2008)

This document is different from other guidance in that it is not specific to a particular regulatory
framework or cleanup program. It builds on previous ITRC publications (e.g., ITRC 2004, 2007)
and customizes general project management principles on risk management for application to
remediation projects.

When is RRM most applicable in the site remediation process?

RRM can be used in support of environmental decision making during any stage of the cleanup
process (e.g., investigation, remedy selection, implementation, operation and maintenance,
optimization, and site closeout). Major decisions that can benefit substantially from RRM
include the selection of a remedy and remedy implementation.

What does RRM entail?

When considering project risks, RRM elements fit into a sequence of planning, execution, and
verification. Project risk management elements include project risk identification, evaluation,
mitigation, monitoring, and reporting. Appendix D illustrates the application of RRM at a site.
As shown in Figure ES-1, RRM consists of the following five elements to address project risks.
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Figure ES-1. Elements of remediation risk management.

1. Project Risk Identification

During this step, which is part of the planning stage of RRM, identify a variety of potential
project risks. Consider the categories of project risks shown in Table ES-1.

Table ES-1. Categories and examples of project risks
Category of project risks Examples of project risks

Remedy performance Selection of inappropriate remedy
Technology feasibility
Inappropriate objectives
System failure
Changes to human health risk assessment
Accidents (travel, transportation)
Greenhouse gas emissions
Energy consumption
Risk to ecosystems, endangered species
Changing regulations
Emerging contaminants

Human health

Environmental/ecological

Regulatory




Category of project risks

Examples of project risks

Economic

Value of land use after remediation
Economic consequences of delayed site closure
Cost of delayed redevelopment

Project schedule, staffing,
financials

Schedule

Scope management
Cost

Quality
Communications
Contracting

Legal

Litigation
Natural resource damage claims

Political, geographic, and social

Preservation of historic landmarks
Long-term land-use plans
Community perceptions

Figure ES-2 shows project risks in graphical form.

Environmental/ecological

o GHG emissions

e Energy consumption

e Harm to ecosystems,
endangered species

Regulatory
e Changing conditions
e Emerging
contaminants

Other
e Legal
e Political
e Social

Technology Performance

e Selection of inappropriate
remedy

e Inappropriate objectives

e System failure

Human Health
e Changes to human
health risk assessment
e Accidents (travel,
transportation)

Project Risk
Input for
Remediation

Decisions Economic

e Value of land use after
remediation

e Environmental insurance

e Cost avoidance

Project Management
e Schedule
e Scope management
e Cost
e Quality
o Communications

Figure ES-2. Risks associated with RRM.
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2. Project Risk Evaluation

Project risk evaluation addresses both the probability that each project risk event may occur and
the magnitude of adverse impacts or consequences that could result. Qualitative and quantitative
tools can be used to evaluate project risks, including risk registers, computer modeling,
consultation with knowledgeable or expert professionals, and project team discussion. The
evaluation process classifies project risks ranging from low to very high risk.

3. Project Risk Mitigation

Strategies to mitigate high-risk potential risk events are developed and implemented during this
stage of RRM. Mitigation methods might include eliminating, reducing, transferring liability for,
or accepting the potential project risk. For example, one mitigation approach to addressing a
project risk of remedy failure might be to develop and position a contingency remedy and
decision logic for implementing the contingency approach.

4. Project Risk Monitoring

This step specifies the way in which a project will be tracked over time to make sure that the
project risk mitigation strategies have been effectively and successfully implemented. Project
risk monitoring also seeks new information that may change the nature, likelihood, or severity of
potential project risks.

5. Project Risk Reporting

In this final step, key findings from project risk monitoring are summarized and communicated
to other stakeholders for use in decision making. For example, project risks from different sites
might be compiled and assessed at the program level to decide how to better manage similar sites
or identify priority topics for research and development efforts. On a site-specific level, project
risks might be discussed at a stakeholder meeting or communicated to the site owner.

Which sites will benefit from using RRM?

All sites benefit from using RRM to identify, consider, and appropriately address project risks.
RRM is applicable to sites in all types of programs and is not targeted at sites in a particular
regulatory framework. The principles apply at Comprehensive Environmental Response,
Compensation and Liability Act; Resource Conservation and Recovery Act; underground storage
tank; voluntary cleanup; and brownfields program projects. In a survey of state cleanup programs
conducted by ITRC, no states reported any regulatory barriers to implementing RRM concepts at
state-lead sites. The thought process reflected by RRM (identify, evaluate, mitigate, monitor, and
report) is general enough to be used as the basis for state cleanup programs or other agencies to
develop a process to address remediation project risks.

RRM can be used at relatively simple or small sites as well as at large, complex sites. Some

project managers are already conducting much of the RRM analyses. For example, the potential
impact of construction activities on workers and nearby residents is routinely addressed as part of

vii



remedial action plans. It is important to apply RRM in ways that support the project. Therefore,
the level of efforts associated with RRM should be scaled appropriately (e.g., using simple
qualitative assessments and simple documentation at sites where the project risks are relatively
low). Extensive RRM assessments are called for at sites where project risks are relatively high.

What are the costs and benefits of RRM?

The benefits of RRM include improved likelihood of project success, reduction of adverse
secondary impacts on the environment (such as the depletion of natural resources or ecological
habitat), and, in some cases, reduced time and cost to achieve site closure and post-closure goals.
The cost and effort associated with RRM is scalable—a basic RRM project risk analysis could be
completed in one or two days; more complex analyses might take hundreds of hours (e.g.,
stakeholder meetings, modeling under different scenarios, optimization efforts). However, the
costs of RRM are relatively low, even at complex sites, because many mitigation activities would
be occurring anyway, such as the preparation of health and safety plans or groundwater modeling
in support of remedy selection or remedy evaluation. RRM produces better planning that can be
communicated to stakeholders to emphasize high-priority issues and concerns at the site (e.g.,
sustainability, long-term liability, accelerated schedule). This process reassures stakeholders that
their concerns are being taken seriously and that steps are being taken to mitigate the potential
effects of these project risks.

How is RRM used in practice?

This document provides project managers and others who are interested in RRM with a roadmap
for systematically thinking about and addressing project risks. Reading this document is the first
step toward putting RRM concepts into practice. Other risk management documents that are
applicable to the site regulatory program should also be reviewed. Detailed examples are
provided in this document to illustrate how project risks can be addressed through RRM.
Because of the site-specific nature of project risks, not all types of project risks are identified in
this document. Each project team should identify site-specific project risks and use the tools
described in this document to qualitatively/quantitatively evaluate each project risk. Project
managers can then plan mitigation strategies for significant high-risk events, implement these
strategies, and monitor the outcomes. Monitoring results are used to help make quality decisions
regarding environmental remediation optimization, identify new potential high-risk events, and
help keep stakeholders up to date on remediation progress.

Summary

RRM is a course of action to holistically address a broad set of remediation project risks related
to site investigation, remedy selection, implementation, and site closure. RRM encourages
project managers to proactively address project risks through project risk identification,
evaluation, mitigation, monitoring, and reporting, thus making decisions that balance various
project considerations to better meet all project objectives to remove contamination, restore
resources, and close sites.
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PROJECT RISK MANAGEMENT FOR SITE REMEDIATION

1. INTRODUCTION
1.1 Purpose

This document is intended to help environmental remediation practitioners to assess and manage
project risks associated with site remediation. Project risks include any uncertain events or
conditions that have the potential to adversely affect a project’s objectives, scope, time, cost, or
targeted primary outcomes or to result in unintentional adverse outcomes. Project risk
management is the systematic process of identifying, analyzing, and responding to project risks.

The primary objective of site remediation is protection of human health and the environment;
however, the focus of this document is on project risks. Risks to human health and the environment
are addressed here only to the extent that they may be impacted by
project risks. Regulations require environmental remedial strategies to | This document focuses
be protective of human health and environment; therefore, all | ON the management of
.. . . . project risks. It does not
remedlat}on projects w1l} peed to meet these absolute ije'ctlves. address human health
Project risk management is instead focused on secondary objectives of | and environmental risk

remediation projects that contribute to overall project success. assessment.

This document presents tools and processes to help remediation practitioners anticipate, plan for,
and mitigate project risks (i.e., minimize the probability of occurrence or the magnitude of
adverse consequences). These tools and processes can be used at sites in a variety of different
cleanup programs and are scalable to meet site-specific needs.

1.2 Background

Over the past 30 ye ars of environmental remediation efforts, industry professionals have
documented lessons learned regarding project risks (see, for example, EPA 2010a). Some project
risks potentially hinder the success of environmental restoration projects (e.g., achieving cleanup
goals) and/or produce unintended consequences (e.g., secondary water quality impacts).
Figure 1-1 shows the conceptualization of the overall remediation risk management (RRM)
process as applicable to site restoration and rehabilitation activities. This figure uses the specific
language and phases related to Comprehensive Environmental Response, Compensation, and
Liability Act (CERCLA) process as an example; however, it is to be noted that that RRM
process can be applicable to all program areas, including Resource Conservation and Recovery
Act (RCRA), underground storage tank (UST), voluntary cleanup, dry-cleaning, and brownfields
programs. As can be seen, the top portion of this flowchart separates the site-specific human
health and ecological risk evaluation from project management risks, while connecting these two
risks as envisioned by the Interstate Technology & Regulatory Council (ITRC) RRM Team. For
the traditional human health and ecological represents how a site should meet the “threshold
criteria” for a remediation decision can be appropriately made. The RRM process, on the other
hand, considers input from a variety of risks that are associated with the actual implementation of
project. This figure also relates the RRM process to the performance-based environmental
management (PBEM) process (ITRC 2007), as it relates to overall remediation life cycle.
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Figure 1-1. Relationship between traditional human health and ecological risk evaluation and project management risks

throughout the remediation life cycle, using the CERCLA process as an example. Note: Though the CERCLA process is used as an example,
the project management risks can be applicable to all remediation programs. PA = Preliminary Assessment; SI = Site Investigation; RI = Remedial Investigation;
FS = Feasibility Study; ROD = Record of Decision; RA-D, RA-C, and RA-O = Remedial Action Design, Construction, and Operations, respectively; LTM =

Long-Term Monitoring; SC = Site Closure.
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ITRC, U.S. Army, U.S. Air Force, and other agencies have published the results of several
related initiatives to better manage and optimize remediation efforts. ITRC’s Remediation
Process Optimization (RPO) Team produced a guidance document titled Remediation Process
Optimization: Identifying Opportunities for Enhanced and More Efficient Site Remediation
(ITRC 2004) by s ynthesizing various methods from diverse agencies and institutions into a
coherent optimization process. The RPO document expanded work from long-term monitoring
(LTM) optimization programs such as the Air Force Center for Engineering and the Environment
(AFCEE) Monitoring and Remediation Optimization System (MAROS) (AFCEE 2007) and
remedial action operations optimization in the U.S. Army Corps of Engineers (USACE)
Remediation System Evaluation (RSE) guidance. In 2007, the ITRC RPO team published a
technical and regulatory guidance document (ITRC 2007) on PBEM, a project management
methodology that can be used throughout the life cycle of a project. These documents describe a
variety of tools and methods to help remediation practitioners identify, quantify, and manage
project risk.

This document takes a logical next step by drawing on general project risk management concepts
and knowledge that have been published for general projects and applying/customizing these
concepts to the environmental remediation industry. Developed by I TRC’s Remediation Risk
Management Team, this document collects a series of tools for evaluating project risks and
establishes a framework for the use of those tools.

1.3 Concepts and Definitions

1.3.1 Project Risks

The Project Management Institute’s (PMI) A Guide to the Project Management Body of
Knowledge (PMI 2008) states the following regarding project risk:

Project risk is an uncertain event or condition that, if it occurs, has a positive or a negative
effect on at least one project objective

Likewise, the U.S. Department of Energy (DOE) defines “risk” as follows:

A factor, element, constraint, or course of action that introduces an uncertainty of outcome,
either positively or negatively, that could impact project objectives (DOE 2008).

Although ITRC recognizes the utility of defining a risk in terms of both positive and negative
consequences, this document focuses on ways to minimize the probability and consequences of
project risks that, if they occur, will have negative effects on at least one project objective. This
document presents concepts that are similar to those discussed in PMI’s A Guide to the Project
Management Body of Knowledge, with a focus on project risks specific to remediation.

Project risks that can be considered during a remediation project include, but are not limited to,
the following:

e remediation technology feasibility
e remedy selection
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e remedy construction, operation, and monitoring

e remedy performance and operations

e environmental impacts of remedial systems to land, water, climate, etc. during system
operation

e worker safety, human health, and ecological impacts due to remedy operation

e cost and schedule changes that will affect funding and contracting issues

e cnergy budget and management for remedy systems

e emerging sustainable restoration approaches

Any event or condition that threatens project objectives at any level can be addressed by project
risk management.

1.3.2 Project Objectives

The overall (or absolute) objectives of a remediation project
typically focus on pr otection of human health and the | Remediation risk management
environment. Other project-specific objectives (termed | INvolves carefully considering
“functional objectives” by the National Research Council project risks and uncertainties and

3 . making decisions that balance
[NRC 2005]) are established as a means to achieve the | yarious project considerations to
overall objective or as secondary goals regarding how to | better meet project objectives.
achieve the overall objective. Examples of functional
objectives include remedy performance objectives (e.g., hydraulic containment, reduction in
mass flux), sustainability aspects (e.g., reduced greenhouse gas [GHG] emissions, reduced
energy footprint, conservation of local resources), project management objectives (i.e., cost,
schedule, and quality goals), or a variety of other project-specific goals.

Project managers must often make sure that actions taken to meet a functional project objective
do not undermine the ability to achieve absolute objectives. For example, a cleanup method with
a high risk of worker injury or exposure to contamination may be contrary to protecting human
health and the environment. Through a holistic approach to addressing project risks, RRM can
help project managers make decisions that best achieve overall project objectives.

A project risk may have one or more causes and one or more potential impacts. Decisions that
involve a variety of competing input factors comprise a field of study in decision theory called
“multi-objective optimization.” RRM similarly helps project managers carefully consider project
risks and uncertainties and make decisions that balance various project considerations to better
meet functional or supporting project objectives while still protecting human health and
environment.

1.3.3 Remediation Risk Management

“Remediation risk management” is defined in this document as the application of risk
management concepts to project risks associated with site remediation. A principal goal of RRM
is to achieve significant improvement in the quality of remediation decisions throughout the
project life cycle. Risk management planning is the process of deciding how to select, approach,
and prepare for project activities to minimize project risks. Proper planning ensures that the
level, type, and visibility of management efforts are commensurate with the potential impact of
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project risks. This process is essentially equivalent to a due diligence approach to project risk
management.

RRM is a course of action through which a broad set of project risks related to site investigation,
remedy selection and implementation, and site closure are holistically addressed. The elements
of RRM are to identify potential project risks, evaluate these project risks, implement actions to
mitigate the occurrence and impact of these risks, and monitor and track mitigation measures to
make sure that the risks have been successfully managed. Any significant new or residual risks
that are identified during remediation should also be managed. RRM elements should be
incorporated into a written project risk management plan that describes how the project team will
identify and quantify risk, develop and implement risk mitigation strategies, and monitor and
record risk events and corrective actions taken during the life of the project. Figure 1-2 explains

several aspects of how RRM can be implemented to guide decisions at different stages of
environmental remediation.

Decisions A Decisions B Decisions C
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Figure 1-2. Roadmap illustrating when RRM is most applicable in the site remediation
process.

Figure 1-2 emphasizes the most critical stages in a remediation project life cycle (represented here
as aprocess flow diagram) at which RRM concepts can be incorporated to provide the most
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benefit. All white diamond shapes represent management decisions that can benefit from RRM
considerations. They are distributed throughout the diagram to acknowledge that project risks
always needs to be managed. The third step in the process flow (Decisions B) represents the
determination as to whether any remedial response is warranted given the site conditions. This
document was prepared for projects at which site conditions are found to warrant some response
and therefore is most applicable to the project stages following that decision. RRM concepts can
also reduce project risk during site characterization prior to the response decision.

Because of the frequent confusion between project management risk and risk to human health
and the environment, explicit definitions are warranted. This document uses the term “project
risk” to clarify that the topic is focused on e vents or issues that could potentially hinder the
project from achieving all of its objectives with maximum efficiency and to distinguish the
subject from risk to human health and the environment. Project risks described here do not
identify all risks but are intended to illustrate issues that managers may need to address or
incorporate into their planning such that the likelihood of project success is maximized.

The large white diamonds in Figure 1-2 represent the most critical stages that offer the greatest
opportunity for benefits from RRM considerations. The first large white diamond (Decisions C)
is the critical decision taken to select the best response given site conditions and project
constraints. Decisions informed by R RM can result in timely and efficient project risk
mitigation. Poor or uninformed decisions taken here can waste time and money and, in some
cases, even increase project risk and human health risks. RRM considerations incorporated at
this stage are necessarily forward-looking and predictive. RRM guides planning approaches
because the response activity has not yet been implemented. The second large white diamond
(Decisions D) represents the diverse range of surprises, uncertainties, and decisions that emerge
during the execution or implementation stage of a project. Even with good planning, changing
conditions and project requirements require that a project manager continually find appropriate
responses to fend off risks to achieving project objectives. Incorporation of RRM at these stages
is mostly responsive in nature. Of course, new insights and lessons learned also can inform
managers of previously unconsidered risks for which additional planning is needed.

Figure 1-3 presents an overview of RRM elements and how they fit into a sequence of planning,
execution, and verification of the management of project risks. RRM elements can be conducted
at various phases of site remediation in support of key decisions (white diamonds), as shown
previously in Figure 1-2.

Plan

Figure 1-3 illustrates how RRM elements are rationally sequenced, starting with the identification
of project risks. Once identified, project risks are then evaluated to understand their nature,
probability of occurrence, and potential effects on the project. Risks include both probability and
consequences, and both of these features should be explored during evaluation. Once the risks are
evaluated, remediation project managers can begin to include ways to mitigate or minimize the
probability and the consequences of the significant project risks in their project planning responses.
Identification, evaluation, and response preparations can all be considered part of planning. These
preparations are most useful when they are documented in an easily updatable, flexible, or “living”
plan to provide continuity among the various mitigation measures for project risk management.
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Figure 1-3. A systematic incorporation of RRM elements into project management.

Execute

Once responses are planned, they must be implemented to counter project risks. Implementation
can range from disseminating information to establishing contingencies, adding physical or
financial protective measures, or altering the methods used to accomplish project objectives.
Standard protective practices may be incorporated into projects in response to some project risks.
Extra quality assurance review of all data and communications materials is an example of a
response to contentious stakeholder involvement, as it can improve the quality of communications
and therefore boost confidence in the program. For accountability, and to ensure a positive
outcome, the project status must be monitored to determine whether project risks have actually
been reduced and remediation performance improved by the planned and executed responses.
Project risk monitoring provides information that can be used to improve previous actions in the
RRM approach. Project risk monitoring can reveal other previously unidentified or emergent
project risks. Lessons learned from project risk monitoring can improve evaluation practices and
can also help to devise more effective responses to mitigate project risks. Transitioning planned
project risk management responses into actions and monitoring those actions to test their
effectiveness can be considered executing aspects of remediation project risk management.

Verify

Assessing the project risk monitoring information and comparing it to the intended results from
planning and execution of the project risk management response provide a logical test and an
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opportunity to modify the response. Summarizing and documenting the project risk monitoring
methods that were used, their results, modifications that were seen to be warranted, and lessons
learned from all previous project-specific project risk management efforts can help inform other
project managers, support future RRM efforts, communicate with stakeholders, and provide a
record of diligent project risk management. Such institutional knowledge can be invaluable in the
future in case unintended consequences (beneficial or detrimental) trigger a project review.

1.4 Benefits of RRM

Some of the benefits of RRM include the following:

¢ identification and consideration of key risks and uncertainties that may impact a project

e implementation of measures to address risk, reduce uncertainties, and improve project
outcomes

e improved remedial success at contaminated sites by selecting appropriate remedies, using
alternative approaches to meet cleanup goals, and reducing the risks associated with remedy
implementation

e reduced time and cost to achieve site closure and post-closure goals

1.5 Regulatory Frameworks

RRM can be used by project managers for all types of remediation | Many state and federal
agencies have developed

projects and is not specific to a particular regulatory framework. best practices, processes
RRM is equally applicable to many cleanup programs, including | and tools that use RRM.
CERCLA, RCRA, USTs, voluntary cleanup programs, and
brownfield programs. RRM concepts and principles are scalable to the size and complexity of
different projects and can be applied at types of sites ranging from simple to complex cleanups.

1.5.1 State Regulatory Perspectives

In the ITRC survey of state interest and knowledge of the topic of RRM (see Appendix A), states
did not report any regulatory barriers to implementing RRM practices or tools. However, states
reported that they generally have little involvement in the day-to-day management of projects
except when states are designated as the lead agency for site remediation. At state-lead sites,
states recognized several benefits of using RRM tools and practices, including more timely and
efficient cleanups.

1.5.2 Federal Agency Perspectives

Many federal agencies have developed processes and programs that use RRM tools and
practices, as described in the following sections. More details on existing RRM tools and
practices are summarized in Appendix B.
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Department of the Navy

The U.S. Department of the Navy (DON) environmental restoration (ER) program has applied
several approaches to manage risk in environmental remedial actions at different stages of the
cleanup process:

e Remedy selection: An important element of project risk reduction is selecting the most
appropriate technologies for remediation. DON conducts third-party reviews of remedy
selection decisions, beginning before the draft remedy selection document/feasibility study
(FS) has been prepared and continuing until the document is finalized. DON considers this
review process vital for reducing risk of remedy failure later in the project (NAVFAC 2008).

e Optimization: At sites where remedies are in place, DON has developed optimization
guidance outlining a stepwise process for evaluating site and process data and developing
optimization recommendations if the remedy is not making adequate progress towards
achieving cleanup goals. Data evaluation provides early warning of potential remedy failure
and thus enables timely implementation of corrective or contingency measures. DON also
has a policy requiring optimization evaluations at all phases of the restoration process for all
sites. The DON optimization workgroup has developed guidance for Navy remedial project
managers (RPMs) to optimize remedy selection, remedial action operations, monitoring, and
proper documentation of site closeout (NAVFAC 2008).

e Site closure: Irrespective of site size, complexity, and type of contaminants, DON has
adopted a systematic approach for addressing site closeout at all sites. The goal of the ER
program is to achieve site closeout cost-effectively while achieving protection of human
health and the environment.

DON has also developed guidance that is applicable at several stages of the cleanup process:

e Conceptual site model: An accurate conceptual site model (CSM) is one of the basic elements
for assessing project risks at different stages of remediation. DON recently provided its RPMs
with new guidance and a tool for developing and updating the CSM (NAVFAC 2010).

e Financial risks: To minimize financial risks inherent in budget estimates of remediation
projects, the Navy uses accredited cost models for estimating cost-to-complete within the
Navy’s Normalization of Environmental Data Systems (NORM). RPMs update project cost
estimates in NORM at least twice per year.

e Sustainability: DON is currently developing guidance for RPMs to enhance the sustainable
selection of remedies. The guidance will address some of the same project risks and
unintended consequences as this ITRC document, including GHG emissions, energy
consumption, worker safety, and community impacts.
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Department of the Army

Both the U.S. Army and USACE consider RRM principles in a variety of ways, including
assessment of risk in developing cost estimates for cleanup, determining the likelihood of critical
failure of various engineering systems, considering attendant environmental impacts of cleanup
efforts, and promoting the likelihood of success in achieving remediation goals. The degree of
effort to incorporate these principles at a site depends on the site characteristics and familiarity of
the project team with RRM principles. There is no comprehensive Army policy or mandate to
consider aspects of RRM in cleanup projects. USACE has developed several tools in support of
RRM principles, including COSTRISK, a cost-estimating risk analysis software (USACE 2008).

Department of the Air Force

To more effectively manage remediation risks and ensure that site remediation is conducted in a
responsible, efficient, and cost-effective manner, the U.S. Air Force has developed the
Restoration Performance Risk Management (RPRM) process. The RPRM process is a systematic
approach for evaluating significant risks and uncertainties associated with site remediation, thus
effectively protecting human health and the environment while minimizing the probability of
remedy failure. RPRM evaluations consider and measure diverse issues, evaluating them as
potential risks. RPRM considerations include programmatic and regulatory issues, technical
attributes, human health and ecological impacts, and remedial action performance. Potential risks
are comprehensively evaluated and ranked. A risk management plan is then developed to
document appropriate risk statements and contingency actions to address events that may affect
reaching cleanup goals (AFCEE 2010a). Recently, the Air Force has been addressing certain
risks and unintended adverse consequences through the framework of sustainable remediation
assessments, using the Sustainable Remediation Tool (SRT) (AFCEE 2010b).

Department of Energy

DOE Order 413.3A (DOE 2006) states that risk management is an essential element of every
project and lists monitoring and reporting requirements for managing project risks at DOE sites.
DOE defines “risk” as a factor, element, constraint, or course of action that introduces an
uncertainty of outcome that could impact project objectives.

Risk management is emphasized through the DOE project management process. Although not
specific to remediation, principles for effective risk management are described in the DOE Risk
Management Guide (DOE 2008), which forms the basis for a framework to identify key
technical, schedule, and cost risks, per the requirements of the DOE Order. The framework is
forward-looking and structured. Communication of the risks and actions are captured in a risk
management plan prior to implementation. For example, Lawrence Livermore National
Laboratory (LLNL) has developed a risk management process that identifies and develops a risk
management plan and implementation procedures to monitor and mitigate risks as needed.

U.S. Environmental Protection Agency

Although the U.S. Environmental Protection Agency (EPA) has not institutionalized policy or
guidance that formally considers all aspects of RRM, it has incorporated many principles and

10
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practices to address project risks. For example, at CERCLA sites, project risks associated with
remedy selection, technology feasibility, remedy performance, unintended environmental
impacts of various technologies, and other factors may be assessed under the nine remedy
selection criteria. These criteria, used to select a preferred cleanup alternative that will reduce or
eliminate site risks and return the site to productive use, include the two threshold criteria of
protecting human health and the environment and complying with applicable or relevant and
appropriate requirements (ARARs). EPA also considers five balancing criteria—long-term
effectiveness and permanence; reduction of toxicity, mobility, or volume through treatment;
short-term effectiveness; implementability; and cost—as well as two modifying criteria: state
and community acceptance.

As remediation technologies and processes have evolved over time, EPA has increasingly used
optimization principles to improve older remediation systems, methods, and design assumptions.
Like RRM, these optimization processes are all targeted toward reducing uncertainties in the
remediation decision-making process and minimizing time and cost to cleanup. Examples
include the following:

use of the Triad Approach for characterization at any stage of the process
independent design reviews at the design stage

remedial system evaluation at the remedial action stage

long-term monitoring optimization (LTMO) of pump-and-treat sites

EPA performs a “value engineering” screening of all site cleanups as well as more intensive
value engineering studies at sites with projected costs greater than $25 million. These studies
reassess a project’s direction and approach to reduce potential errors during remedy
implementation and significantly reduce the cost of cleanups while still remaining protective of
human health and the environment.

Recently, EPA has been incorporating green remediation principles and practices into site
cleanups to promote environmentally friendly restoration and land reuse practices. Green
remediation seeks to evaluate and weigh the impacts of a cleanup project on six core elements:
air, water, energy, materials and waste management, land and ecosystems, and stewardship.
Similar to RRM, green remediation attempts to examine site cleanup holistically and conduct a
project in a way that minimizes adverse secondary impacts on the environment.

2. RRM ELEMENTS

This section provides an overview of each of the elements of RRM, as depicted in Figure 1-3,
including project risk identification, evaluation, mitigation, monitoring, and reporting. Examples
of types of project risks are provided in this section, as well as methods for identifying,
evaluating, mitigating, and monitoring project risks. As shown in Table 2-1, the following
sections of this document provide more detail on each element of the RRM process.

11
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Table 2-1. Document organization following the RRM process

Document section Content

3. Project Risk Identification | Discussion of typical project risk identified during remediation

4. Project Risk Evaluation Illustration of qualitative and quantitative analyses for typical
remediation project risk

5. Project Risk Mitigation Risk mitigation strategy, response planning and execution for
typical remediation project risk

6. Project Risk Monitoring Monitoring and tracking the effectiveness of risk mitigation and
control

7. Project Risk Reporting Documenting and reporting the RRM activities

2.1 Project Risk Identification

Project risks can be identified at any time during the life of a project. Ideally, they are first
considered during the planning stages concurrently with the development of project objectives.
Additional project risks may be identified as the path forward takes shape.

Potential project risks can be identified through brainstorming sessions or facilitated project
team' meetings. Checklists of common risk factors may be used, such as those provided as an
example in Section 3. However, key risk factors are often unique to a project, particularly for
environmental remediation projects where every site is
different, and there can be a high level of uncertainty in key | Potential project risks can be
design parameters (Wendel 1995). A combination of site- | identified through brainstorming
specific experience and professional considerations from sessions or facilitated team

.. . . ) . ) ; . meetings. Additional project
similar projects is desirable. A list of potential project risks | risks may be identified as the
can be generated through a structured review and discussion | path forward takes shape.
of project assumptions, work plans, and documents. Key
sources of project risks can be discussed.

2.2 Project Risk Evaluation

The purpose of this element of RRM is to evaluate the potential significance of project risks.
Two factors influence the potential significance of a risk: likelihood of occurrence and adverse
impacts of occurrence. Project risks can be evaluated as soon as they have been identified. The
initial project risk evaluation can be revisited if additional data become available that narrow
initial uncertainty in project characteristics and the nature of potential project risks.

Likelihood of occurrence and adverse impacts can be gauged qualitatively, semiquantitatively, or
quantitatively, depending on the type of project risk. For example, a qualitative assessment of
likelihood of occurrence might be defined subjectively, ranging from very unlikely to very
likely, as shown in Table 2-2. Quantitative and semiquantitative ways of evaluating risk would
be based on measured probability values.

' For the purposes of risk identification, the project team may be more broadly defined to include a wide variety of
subject matter experts and functional areas, including project management, organizational management, subject
matter experts, construction managers, procurement specialists, stakeholders, and/or regulators.

12
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Table 2-2. Likelihood of occurrence guidelines

Likelihood of occurrence category Guideline for qualitative assessment
Very unlikely You would be surprised if this happened.
Unlikely Less likely to happen than not.

Likely More likely to happen than not.

Very likely You would be surprised if this did not happen.

Similarly, the adverse consequences of each project risk should be evaluated. Some project risks
may have negligible consequences, while others may have significant consequences or even a
crisis level of potential adverse impacts.

Once both components of a project risk have been evaluated, the most significant risks can be
identified. The most significant risks are those with a high probability of occurrence and high
consequence of occurrence. Table 2-3 shows an example of a qualitative evaluation of project
risk. An evaluation like this could be made for each type of project risk to identify the most
significant.

Table 2-3. Example qualitative evaluation of a project risk

Likelihood of Impact or consequence of occurrence
occurrence | Negligible Marginal Significant Critical Crisis
Very unlikely | Low risk | Low risk Low risk Low risk High risk
Unlikely Low risk | Low risk Moderate risk | Moderate risk [ =Faiike
Likel Low risk | Moderate risk [15(Tdi056)'< High risk High risk
@ Low risk | Moderate risk | 51ibet)s High risk High risk

To use the table, first rate the likelihood of occurrence and the impact or consequence of
occurrence for each project risk. The risk level is at the intersection of this row and column in the
table. After each project risk has been given a risk level using the table, the most significant
(high) risks to the project can be identified. Alternatively, all project risks that exceed some site-
specific threshold” of acceptable risk can be identified. Quantitative and semiquantitative
methods for evaluating risk levels are presented in Section 4.

Note that all evaluations of risk level are based on some combination of historical information,
analysis of underlying systems and processes, and professional opinions. For project risks where
there are significant unknowns, professional opinions may be the predominant method
(Claycamp 2006). Numerous techniques for integrating diverse professional opinions have been
developed for the fields of risk and decision analysis and can be applied to RRM as described in
Section 4. Specific project risks may be revisited with a more rigorous risk evaluation,
particularly if the initial evaluation has a high level of uncertainty, and a more careful evaluation
has the potential to reduce the perceived level of risk or change the remediation approach to
manage the risk (see Section 6 for more details).

2 The strategy and threshold for accepting a project risk are made on a site-specific basis. Ideally, all project risks
that are evaluated as high-level risks would be mitigated.

13
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2.3 Project Risk Mitigation

Project risk mitigation involves planning and executing a response or mitigation strategy to
address project risks. Mitigation efforts reduce the impact of a project risk or decrease its
likelihood of occurrence. When possible, early action should be taken. Some project risks may
be unavoidable; others may not warrant mitigation if they are low-level risks. Mitigation
strategies are specific to the nature of the project risk and site-specific circumstances. Some
examples include the following:

e employing redundant systems or processes

e considering alternative technologies

e conducting treatability studies to better assess technology and remedy performance

e setting interim performance goals to identify conditions L
indicating that the final remedy objectives may not be met as | Miugation efforts reduce

g Yy 00 y the impact of a project

planned risk or decrease its

e adopting a simpler process likelihood of occurrence.

e adding or reallocating resources

e negotiating project scope or compliance requirements with regulatory agencies

e adjusting schedules; implementing early starts to activities

e performing aggressive cost control

Initially, cause-and-effect analyses are performed to determine the conditions under which a
specific risk may occur. If the conditions or causes of a project risk are known, mitigation
strategies might focus on managing the causes. Section 5 provides more detail on project risk
mitigation.

2.4 Project Risk Monitoring

Project risk monitoring is the systematic tracking and checking of risk mitigation actions. It is
part of the project management function and should not generally become a separate discipline.
Risk monitoring compares predicted results of planned actions with the results actually achieved
to determine the status and need for any change in risk mitigation actions. Risk monitoring and
reporting are ongoing processes throughout the life of the project. The project implements risk
monitoring and reporting primarily by pe rforming risk reviews. These reviews may lead to
reevaluation of the technical performance of a project, additional or modified risk mitigation
measures, scope change requests, reallocation of resources, or revised likelihood of occurrence/
impact estimates. In some cases, persons not involved in the project may perform audits. In
addition, prior to the start of significant new activities within a project, a focused risk evaluation
may be performed so that appropriate risk mitigation measures can be included in the planning
process, if needed.

After the appropriate risk mitigation measures have been
implemented, residual risk may remain. The risk mitigation | Risk monitoring compares actual
strategy for each risk event may also include measures to igg dp;ggg;?/daijedsiﬁgi;?p%i}’eg; :Ihsi
address thlS. residual risk. A list of prgject r}sks is generatfed management efforts.

for each risk event selected for inclusion in the risk
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management program. These worksheets contain specific information, such as the staff
responsible for managing the risk, risk category, urgency, likelihood of occurrence/ impact
estimates, risk mitigation strategy, and status. Section 6 provides more details.

2.5 Project Risk Reporting

Project risk reporting generally includes a repository for all current and historical information
related to project risk (e.g., risk register) and a system to allow retrieval, reporting, and
communication of project risk-related data. Using consistent methods for project risk reporting is
often important for ensuring the credibility, relevance, and understandability of project risk
information for decision makers.

2.6 Project Risk Management Plan

The site-specific application of RRM as a risk management process should be described in a
written risk management plan. That way, the project management team and other stakeholders
can document their process for identifying and evaluating project risks, plans to mitigate project
risk, and strategy for monitoring and reporting the outcome. Table 2-4 summarizes the project
risk management process; Appendix C presents an example project management plan.

Project risk management can be an iterative process. Although the project management team
prepares an initial project risk management plan, several changes can be made to the project risk
management strategy over time. These changes should be made to refine the management plan
based on project risk monitoring information and site decision making or in response to the
identification of new project risks. A risk management plan can be part of other plans to
minimize the number of submittals. For example, several states and other organizations use a
Quality Assurance Project Plan (QAPP) following the EPA’s Unified Federal Policy QAPP
document, as an important planning tool to reduce uncertainties and mitigate certain project risks
associated with data quality in the remediation decision-making process (see, for example,
Intergovernmental Data Quality Task Force 2005, ITRC 2008a). Ideally, the project management
team reviews and evaluates project risk periodically as part of regularly scheduled project
meetings. This approach leads to a thorough, comprehensive, and dynamic project risk
management program.

Table 2-4. Example of the project risk management process

Process step Summary
Identify roles | @ Responsibilities are linked to the project organizational structure.
and e The project manager is responsible for confirming that all project risk
responsibilities management activities are performed in a manner consistent with the

project risk management plan, including maintaining the risk database,
identifying new project risk events, facilitating periodic reviews, and
ensuring that all required project risk mitigation is being conducted.

Determine e Project meetings are held to review past project risk events, identify new
project risk events, and revise project risk mitigation strategies.

management e Prior to the start of significant new projects, identify potential project risks
activities so that appropriate risk mitigation measures can be included in the project

planning process, if needed.
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Process step

Summary

Project risk
identification

A comprehensive list of potential project risk events is generated by
reviewing project assumptions, documents, and work plans.

The list is discussed with project management and staff to collect all
available information.

The list of potential project risk events is qualitatively screened using a
checklist, yielding a set of events that are evaluated quantitatively.

Project risk
evaluation

A likelihood/impact matrix is used to determine a risk level for each event.
The overall risk position of the project is identified.

A list of project risk events requiring additional analysis is created.

A risk category is assigned to each event (technical, logistical, or funding).
Urgent risks requiring immediate attention are identified.

Project risk

A risk mitigation strategy is developed for each event to ensure that the

mitigation appropriate risk control or mitigation measures are implemented.
Project risk o A worksheet containing all relevant data is generated for each risk event.
monitoring e The worksheets are maintained and updated as needed. A project risk

monitoring strategy is developed for each significant event to ensure that
mitigation measures continue to effectively manage project risk until
disposition of the event.

Project risk
reporting

Project risk monitoring is primarily accomplished using project risk
reviews.

A risk register is maintained that documents the status of each project risk
event, including total and expected value impact.

3. PROJECT RISK IDENTIFICATION

Many types of project risks can be encountered along the road to successful site remediation and
closure. Examples include the following categories of project risk considerations:

[}

e human health
[}

e regulatory
e economic

[ J

o legal

[ J

remedy performance

environmental/ecological

project schedule/staffing/financials

political/public perception

Each type of project risk is described in this section, along with examples of project risks under
each category. The identification of project risks is site-specific; however, the examples provided
in this section may help project managers think of other site-specific project risks that can be
evaluated and addressed through RRM. RRM is illustrated at an example site in Appendix D.
Appendix E provides several case studies illustrating different aspects of project risk

management.
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3.1 Remedy Performance

Remedy performance project risks are associated with the performance of a technology or
combination of technologies used for environmental remediation. The common element of these
project risks is that the remedial technology or technologies may not function as intended and
may not achieve remedy performance goals. Examples of these project risks are described in the
following two subsections: those that are being evaluated prior to remedy selection using
predictive tools and analyses and those that are being evaluated after remedy selection based on
actual performance data.

3.1.1 Prior to Remedy Selection (Predictive)

Uncertainty in site characteristics/CSM

As experienced environmental practitioners are aware, there are common and significant
uncertainties in site conditions, including contaminant sources and distribution, hydrogeology,
geochemistry, fate and transport pathways, future site use, and many more. Investigation efforts
cannot completely define the nature and extent of subsurface contamination; therefore, there is
some residual project risk that the selected remedial approach will not be capable of achieving
cleanup goals. This project risk should be anticipated during the investigation stage of a
remediation project. It is the role of the investigating professionals and remediation design
engineers to understand, anticipate, and mitigate any project risks associated with incomplete or
insufficient investigation that may lead to remediation system failure.

The CSM is a dynamic tool that is meant to be modified as site characterization information is
received. The CSM is used to assess and guide almost all technical and management decisions,
including remedial system design, extent of the area to be addressed by remediation, the type(s)
of technologies that may be effective, predicted timeframe to achieve remedial goals and
objectives, and the approximate cost of the remediation technology (ITRC 2007). Some states
evaluate CSM data gaps on an ongoing basis and assesst heir significance with regard to
remedial design (for example, see Connecticut guidance [CDEP 2007]). Uncertainty in site
characteristics and key factors affecting remedy performance translates into uncertainty in the
CSM and, therefore, uncertainty in remedy performance/project risk of remedy failure.

Inappropriate cleanup goals/drivers

Cleanup criteria are established for contaminants at the site prior to remedy selection. These
compound-specific remediation goals and objectives are typically derived from applicable
regulatory requirements and/or site-specific human health and ecological risk assessments. A
thorough identification of project risks requires careful evaluation of cleanup goals, regulatory
and risk drivers, and the appropriateness of cleanup goals. If cleanup goals and objectives are too
stringent, they may not be achievable within a reasonable timeframe. Underestimated remedial
technology limitations and incorrect assumptions about overall remedy performance produce
project risks. Cleanup standards that are unnecessarily low may also result in cleanup efforts that
are overdesigned in size, scale, durability, and complexity. Conversely, if cleanup goals and
objectives are not strict enough, they may not be protective of human health and the
environment—the primary objective of cleanup efforts. For example, vapor intrusion was
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historically sometimes overlooked as a potential exposure pathway, requiring additional
technology applications at some sites to protect human health and environment. Inputs to and
estimation methods used in ecological risk assessments are typically even more complex than
those used for human health risk assessments and potentially more susceptible to errors from
incorrect assumptions.

Selection of an inappropriate remedial technology

Remediation technologies are typically evaluated based on the CSM and site-specific
remediation goals and project objectives. Remediation can ultimately fail to achieve project
objectives because of errors in identifying appropriate technologies for actual site conditions and
fate and transport mechanisms. Failures can be the result of an inaccurate or outdated CSM or
decision errors in the technology selection and remedial system design processes.

Complex sites

Subsurface heterogeneity and other site complexities are major reasons for remedial action
performance project risks. Pump-and-treat technologies target dissolved-phase contamination in
areas accessible to flow zones. Extraction technologies may not, however, be sufficiently
aggressive to remove all contamination from the subsurface, particularly in fractured rock
settings or sites with layered stratigraphy (NRC 1994, MacDonald and Kavanaugh 1994). Dense,
nonaqueous-phase liquid (DNAPL) contaminants may become entrapped as small globules in
fine-particle, thin silt or clay lenses surrounded by larger sand grains in the subsurface.
Contaminants can diffuse into inaccessible regions of the subsurface (nonmobile pore spaces)
after being released and slowly diffuse back out after remediation, extending the timeframe for
remediation.

Use/evaluation of emerging technologies

The consideration or selection of emerging technologies to achieve remediation goals presents
project risks due to the lack of a track record for predicting technology effectiveness over time.
This has been a challenge for the environmental remediation industry for years (see, for example,
NRC 1994), with emerging technologies only slowly becoming more widely accepted. The
familiarity of the regulatory and consulting community with conventional technologies and the
hesitancy of contractors and owners to accept and manage the risk of implementing an
innovative technology have slowed innovation in the environmental remediation industry. These
barriers have resulted in the application of outdated technologies chosen years before site
cleanup begins that are now recognized to be inefficient and effective for achieving only selected
project objectives.

3.1.2 Post-Remedy Selection (Responsive)

Once selected and implemented, remedial technologies may fall short of initial predictions and
fail to achieve performance objectives. To identify and mitigate project risks at these sites, the
practitioner is encouraged to include the following considerations.
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Improperly designed remedy

Insufficient or improper analysis, design, or adaptation of a remedial technology can sometimes
be revealed only in the actual evaluation of system performance. Subsurface heterogeneity and
other site complexities, accelerated schedules, or cost concerns can increase the risk of
implementing an improperly designed remedy and may be realized only in hindsight because of
inherent site and mechanistic uncertainties. The technology may not be appropriate based on
actual site conditions that aren’t known or understood until after remediation commences. In
some cases, the operation of an improperly designed remedy may be worse than no action. For
example, extraction and monitoring wells installed with improper placement, screened interval,
or casing can and have spread contamination to previously uncontaminated aquifer intervals.
Similarly, pumping from a lower aquifer not adequately protected by an aquitard may draw
contamination downward.

Remediation is too slow

If remediation technologies are inadequate to achieve targeted rates of contaminant treatment or
removal, then project performance objectives, regulatory schedule milestones, funding, property
transfer, and other issues can all be affected. Depending on the magnitude of their consequences,
these project risks may warrant revising schedule milestones, conducting remedial optimization,
or even changing the remedial approach. These activities and transitions themselves pose
significant project risk by ¢ onsuming project resources. Significant system optimization or
modifications may be required to refine the remedy performance and enhance removal rates. At
complex sites where no technologies can meet cleanup goals and objectives within a reasonable
timeframe, alternative approaches may be appropriate as part of the revised final remedy.

Identification of new sources

Due to the significant expense of site characterization, a combination of historic disposal
information and limited subsurface investigation data is often used. In some cases, limited
characterization data are sufficient to design a successful remediation strategy; however, limited
data can result in the later discovery of other unknown sources of contamination that would have
had a higher chance of being detected with a more comprehensive sampling approach. This
situation exemplifies one of the most common tradeoffs cleanup teams must negotiate: How is
project risk best minimized? Is project risk minimized by i nvesting in very thorough site
characterization efforts and techniques? Or is it minimized by performing a more limited
investigation and saving resources for the possible contingency that another source or project
obstacle is discovered (and must be mitigated) later in the project? One of these options is
vulnerable to error by looking for something that does not exist, and the other is vulnerable to
error by not identifying something that does exist. This is one decision that entails project risk
that should be identified, evaluated, mitigated, and monitored.

Although any monitoring program should consider the potential for unidentified sources, some
sites are more likely to have multiple sources. At other sites, the implications of unidentified
sources may be greater. Once remediation is under way, new contaminant sources (or inadvertent
mobilizations) could be discovered. Often new sources are discovered during soil excavation,
building demolition, or high-resolution profiling or through monitoring groundwater over time
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and seeing unexpected contaminant trends. The discovery of new sources can lead to additional
site characterization, risk assessment, and technology evaluations. Newly discovered sources
may warrant significant changes to the remedial strategy, use of supplemental technologies,
and/or expansion of the existing treatment systems. These additional resource requirements
should be considered as potential project risks when the decision is made to accept site
characterization as adequate.

3.2 Human Health

Examples of project risks related to human health include the following:

e underestimation of risk to human health that results in remediation end points that are not
protective

e overestimation of risk to human health that results in unnecessary expenditures of resources

e unintended consequences (or necessary tradeoffs) from project activities that result in an
increased hazard or risk to humans.

Sources of these project risks can include the following:

e assumptions, parameters, methodology, and uncertainty in the human health risk assessment
process (See regulatory guidance documents for more information, e.g., ITRC 2008b, EPA
2010a.)

e underlying uncertainty in human health toxicological data, including reference doses (RfDs)
and reference concentrations (RfCs)

e increased risk of accidents from truck traffic, drill rig operation, and other site investigation
and remedial construction activities

e health and safety concerns associated with remedial activities (For example, partially treated
or untreated contaminants may be released to the atmosphere either unintentionally or
intentionally as a result of remedial efforts.)

Section 4 provides discussion on how to evaluate these risks.
3.3 Environmental/Ecological

A variety of different factors can create project risks associated with ecological effects or adverse
environmental impacts. Examples include the following:

e use of inappropriate or highly uncertain ecological risk assessment parameters, assumptions,
and methodology (Typically, less species-specific information is available for ecological risk
assessments, requiring the extrapolation of results from indicator or surrogate species for
which dose/response data does exist.)

e impact of project activities on wetlands (which are managed and protected under Section 404
of the Clean Water Act)

e impact of project activities on threatened or endangered species and their habitats (protected
under the Endangered Species Act)
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e secondary water quality impacts, such as the mobilization of arsenic or other previously
immobile contaminants due to remediation-induced changes in geochemistry

e impact of project activities on the local and global environment through the use of mechanical
and electrical equipment, generation of GHGs and other emissions, energy usage, generation of
wastes, consumption of water resources, and other impacts (Executive Order 13423)°

e natural resource damages (discussed in more detail in Section 3.4)

3.4 Regulatory

Federal, state, and local laws must be evaluated as part of setting remedial goals and objectives,
including the interpretation of the law as applied to cleanup actions at similar sites; however,
policies and regulations are slowly changing. New policies for groundwater and soil cleanup can
affect remedial goals and objectives and may influence the applicability of remediation
technology options.

There may be substantial variability among states, EPA regions, and individual case managers in
numerical groundwater cleanup goals. For example, UST site cleanup target levels range 1—
10 ug/LL benzene in Florida (depending on a quifer water quality) and 18,000-382,000 pg/L
benzene, toluene, ethylbenzene, and xylenes (BTEX) in Mississippi (assuming no indoor air
pathway or potable water supply is present) (Kavanaugh 2010).

An example of changing regulations is illustrated through “emerging contaminants,” also
referred to as “trace organic compounds,” “microconstituents,” and similar terms. Examples
include methyl tertiary-butyl ether, perchlorate, pharmaceuticals, firefighting agents, plasticizers,
hormones, and personal care products. Emerging contaminants are not currently regulated but
have been identified as potential future candidates for regulation based on available information
and/or public concern, such as widespread presence in the environment, persistence,
bioaccumulation, or toxicity.

Several states have developed monitoring requirements and advisory levels for select emerging
contaminants. The U.S. Department of Defense (DOD) has established a watch list and action
list for several emerging contaminants asa proactive programmatic response to evaluate
compounds of potential concern for site remediation at DOD facilities. The state of Connecticut
requires that a release be characterized for all chemicals expected to be present based on
knowledge of historical site activities and processes. State regulations permit the development of
cleanup criteria for nontargeted chemicals if they are detected. The presence of chemicals that
may be regulated in the near future can pose a project risk. How such specific chemicals will be
regulated, their actual distribution in the environment, their susceptibility to available
characterization and remediation technologies, and the magnitude of the harm they represent are
all factors that contribute to project risk posed by emerging contaminants.

An example of newly promulgated regulations is climate change legislation. Individual states or
groups of states have combined their efforts to pass new legislation and policy initiatives that
require the reduction of GHG emissions and/or place limits on C O, emissions from power

3 See also: ITRC. In review. Green and Sustainable Remediation: State of the Science and Practice. Forthcoming
overview document by the Green and Sustainable Remediation Team.
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generators. Federal initiatives for GHG reductions have already commenced via Executive Order
13514. These new regulations may affect decisions related to remedy selection, operation and
maintenance, or remedy completion through application of ARARs, to-be-considered standards,
and cleanup precedents. ITRC is currently developing a technical and regulatory guidance
document on green and sustainable remediation (GSR) practices which may contribute to
broader changes in environmental practices.

3.5 Economic

Economic project risks extend beyond the cost of completing the project. For example, delays in
site remediation can jeopardize planned property transactions and decrease property value
relative to buyer expectations. State initiatives on climate change may create financial incentives
to use renewable energy and improve energy efficiency. These new incentives, together with the
federal subsidies, offer opportunities to minimize GHG emissions at remedial sites (EPA 2010b).
The concern over climate change by the general public and business sector has already created
voluntary carbon markets. Financial incentives offered by c urrent and future carbon offset
markets present opportunities for innovation in site remediation and other regulatory programs
that achieve significant and verifiable reductions in GHG emissions.

Other site-specific economic impacts ought to be considered and identified as part of RRM.
Opportunity costs might be considered in this category (i.e., the value of a lost opportunity after
a decision has been made). For example, if deed restrictions or long-term remedial strategies are
selected instead of active remediation over a short timeframe, there are associated opportunity
costs relative to the lost resources the property could provide.

3.6 Project Schedule/Staffing/Financials

Several factors can create project management risks, potentially extending the project schedule
or cost to complete or creating temporary staffing requirements. Examples include equipment
malfunction, property access issues, subcontract negotiations, labor productivity, cash flow
constraints, and others. Project managers are, therefore, most aware of these types of project
risks on a day-to-day basis and are more likely to have already identified them and implemented
mitigation strategies.

3.7 Legal

Legal issues may present a number of different project risks, ranging from the impact of access
agreements on project schedule to liabilities associated with site cleanup. Natural resource
damage (NRD) claims, one type of legal risk, are damages incurred by the public from injury to
or destruction or loss of natural resources due to a hazardous substance release or response
action. Under CERCLA, the measure of damages is the cost of restoring injured resources to
their baseline condition, compensating for the interim loss of injured resources pending recovery,
and the reasonable cost of a damage assessment. Successful NRD claims often result in the
responsible party making significant payments to the trustees, which are used for restoration or
replacement of the injured natural resource or for acquisition of an equivalent resource. The
estimation and evaluation of NRDs contribute to the uncertainty associated with the overall
remediation process.
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3.8 Political, Geographical, and Social

Political, geographical, and social factors can significantly impact the implementability or
efficacy of a remediation project and, therefore, should be considered as potential project risks.
Issues related to local, state, or federal laws regarding land use or resource protection can delay a
remediation project or prevent its implementation. For example, if a site is likely to contain
archeological remains, archeological studies need to be considered during the investigation phase
to comply with the Archeological and Historic Preservation Act, particularly if intrusive
remedial activities are being considered that might disturb the area. Similarly, to comply with the
National Historic Preservation Act and other local ordinances, site remediation impacts to
historic properties must be considered.

Additional issues to consider include, but are not limited to, the following:

local community awareness, involvement, and perceptions of the project

local zoning or long-term land use plans

airport restrictions on nearby land use (Federal Aviation Administration regulations)
effect of base closure and realignment on base master plans and future land use

Section 4 describes evaluation of each of these types of project risk.

4. PROJECT RISK EVALUATION
4.1 Overview

RRM evaluation of project risk involves assessing the probability of occurrence of each project
risk event and the resulting adverse impacts or consequences of such an event. A higher
probability of occurrence or a greater impact will result in a greater project risk. Both the
likelihood of occurrence and potential impacts are site specific and depend on the specific nature
of the project risk.

Section 4.2 describes a variety of different tools and techniques can be used to evaluate the
significance of project risks (probability and impact). Sections 4.3—4.10 present examples of
considerations when applying these evaluation methods to different types of project risks. RRM
is illustrated at a hypothetical site in Appendix D. Appendix E provides several case studies
illustrating different aspects of project risk management.

4.2 Tools and Methods

4.2.1 Risk Register (A Qualitative Method)

A risk register is at ool used to summarize and communicate the results of project risk
identification and evaluation. In its most basic form, a risk register is a table that describes each
project risk, summarizes project team concerns, and evaluates each risk in terms of its likelihood
and potential impacts. Risk registers can be expanded to include additional RRM information,
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such as risk mitigation strategies, roles and responsibilities for managing project risks, etc. A
typical RRM risk register contains the following elements:

title of the project risk event

brief description of the project risk

summary of the project team’s consideration of the project risk

likelihood of occurrence, impact on project objectives (in terms of likelihood, impact, and
weighted risk level)

e factors affecting project objectives (in terms of likelihood, impact, and weighted risk level)

Table 4-1 provides an example of a risk register entry, showing impacts on cost and schedule.
Impacts on other project outcomes could also easily be added to the risk register to reflect
impacts onr emedy performance, human health, environmental impacts, legal implications,
community impacts, and other impacts of project risks described in this document.

Table 4-2 shows an example of a completed risk register, providing a record of each identified
risk and the severity of impacts on project objectives. High-level risks can then be identified,
including project risk events that could result in high-level risks to several categories (e.g., high

risk of impacting cost and schedule).

Table 4-1. Example entry in a risk register (one project risk)

Element Risk event information
Risk ID # 5
Risk event title In situ chemical oxidation (ISCO) effectiveness

Risk event description

Incomplete contact may result in contaminant concentrations in the
source area not being reduced uniformly to target levels, requiring
additional mobilizations to the site by the ISCO contractor or remedy
changes

Date prepared

July 25, 2008

Date last revised

January 17, 2009

Risk event owner

Jane Doe, Project Manager

Urgent response No
required?

Likelihood® Likely
Impact on schedule® Critical
Risk level for schedule® | High
Impact on cost® Critical
Risk level for cost® High

Risk handling strategy

Ensure site characterization data are adequate to allow optimal
oxidizing reagent injection design and implementation. Conduct
treatability studies to refine remedial design. Drill test borings during
and after injection to evaluate and verify penetration and coverage of
reagent into the contaminated media. Develop realistic performance
criteria for contaminant mass and concentration reduction.
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Element Risk event information
Risk monitoring and Collect and analyze sufficient subsurface samples to allow evaluation
reporting strategy of remedy performance.
Risk status Active

# See Section 2.2 for more information about evaluating project risk likelihood and adverse impacts.

Table 4-2. Example of a completed risk registry

. Project
Project .
LS objective #2
objective #1
X (e.g., cost) g,
o Al schedule)
A o
Risk I . - =
Risk title Risk event description = © o
ID # [} © ) ] )
X | © > 5] >
S48 2 8 | <
E| 2 | E| 2
- nd - @
1 | Availability | Unanticipated delays in obtaining approvals
of key or reaching key decisions could occur. The
personnel project involves meetings, decision making,
and work product reviews by multiple _ =
personnel from the project team, ISCO and > 'g §
excavation contractors, stakeholders, and v/ o h=|
. = < c
regulatory/redevelopment agencies. The =l s )
state’s orphan site program has been «
struggling under recent staffing and funding
limitations. Significant schedule delays may
occur if critical path activities are impacted.
2 | Accelerated | Procurement of contractors is being
procurement | accelerated to meet critical redevelopment
of contractors | schedule deadlines. The scope of work is not
yet well defined. The scope of work is based | = | = _
on the current CSM and may be inadequate &: 5 g
due to limited characterization data. Bidders | = | & o0
may include high levels of contingency in 5| o s
their bids due to the accelerated schedule and | = [ “
limited characterization data. The current
procurement strategy includes selection of
multiple, independent contractors.
3 | Excavation The volume of contaminated soil that will be
uncertainty excavated is uncertain. Unanticipated drums _
or other debris may be encountered. Changes .. (RS =
in current assumptions about excavation soil | © | & a
volumes or unanticipated materials will affect f Eo 5
project cost and schedule. Due to safety 7 =
concerns, excavation may be halted if drums
are encountered, resulting in project delays.
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Project Project
L objective #2
objective #1 g
% (e.9., cost) schedule)
Risk e . _— Q
Risk title Risk event description = © o
ID # g %, ?>) %, ?>_,
(&) (&)
4 8] 2 g | <
E| 2| E| 2
nd @
4 | Release of Vapor-phase carbon breakthrough occurs
contaminants | with release of contaminants above allowable
above levels. Regulatory agency fines could be S| = %
allowable assessed and could be tens of thousands of o) §D 5D z
levels dollars. The credibility of remediation with E 5 =) —
nearby residents might then be diminished, = 2
resulting in project delays or increased
community outreach costs.
5 |Insitu Incomplete contact may not reduce
chemical contaminant concentrations in the source area > = =
oxidation to target levels uniformly. Additional < B 3]
effectiveness | mobilizations to the site by the ISCO :: 9= =
contractor or remedy changes might be < <
needed.
6 | Presence of | Numerous existing utilities are present at the
utilities site and adjacent light industrial parcels. = _
Impacts to utilities at and near the site will %’ 5 g .
need to be addressed and may require = ‘E o0 E
relocation. Unknown utilities may be 5 .on §
encountered during remediation, causing A
schedule delays.

& Section 2.2 for more information about evaluating project risk likelihood and adverse impacts.

4.2.2 Computer Modeling and Other Quantitative Evaluation Methods

Quantitative risk evaluation methods provide project teams with a way of evaluating variability
in point estimates for project costs, schedule duration, accident risks, and other quantifiable
aspects of a project that can be affected by project risks. For example, probabilistic modeling of
risk factors can be conducted so that confidence levels are associated with each outcome. This
process can help decision makers understand the level of confidence in achieving predicted
performance goals, cost, schedule, etc. in the context of project risks. Quantitative risk evaluation
methods are more commonly used for projects outside of the environmental industry. For
example, USACE requires all civil works projects exceeding a total project cost of $40 million to
conduct a formal risk evaluation for cost and schedule (Waters 2007).

Computer models and other quantitative risk evaluation methods have been used to support
decision making at hazardous and radioactive waste sites (although model results are not used as
a substitute for actual compliance demonstration). Models are typically used to augment expert
opinions and facilitate expert review of historical data. As early as 1992, a study that was jointly
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funded by EPA, DOE, and NRC identified 127 computer models that have been used to support
remedial decision making (Moskowitz et al. 1992). Engineering and remedy performance models
can be used to predict the impact of project risks on outcomes such as contaminant
concentrations and remedial timeframes. As a caveat to any modeling exercise, there are inherent
uncertainties in modeling and input parameters. Modeling output is only as accurate as the
underlying data and the logic used by the model’s algorithm, yet may convey a false sense of
precision regarding the results. With risk modeling, as with any other type of modeling, it is
important to evaluate sensitivity and the relative probability of different outcomes. Appendix F
presents further discussion on the use of models to evaluate project risks.

4.3 Remedy Performance

Several factors can lead to remedy performance project risks, as identified in the examples listed
in Section 3. During the project risk evaluation process, assessments should be made of the
likelihood and severity of consequences of these project risks. Ideally, the evaluation is
performed prior to remedy selection but also needs to be revisited after remedy selection, as
described in the following sections.

4.3.1 Prior to Remedy Selection (Predictive Analysis)

The likelihood and potential impact of not meeting remedy performance goals and objectives
should be evaluated. The evaluation may be qualitative or semiquantitative.

When evaluating the likelihood that remedy performance goals and objectives will be met,
among other site-specific questions, the following should be considered:

e Not all remedial options have equal probabilities of attaining site goals and objectives.
Remedial technologies can be classified as conventional, innovative, or emerging to reflect
technology maturity and the uncertainty associated with the likely success or failure of that
technology by the general remediation industry. Some options may have a higher likelihood
of achieving cleanup goals at a higher cost. Decision makers ought to consider the relative
cost and performance of various remedial alternatives during remedy selection.

e Remediation is more likely to be difficult at complex sites. Depending on the long-term
cleanup goals and objectives, it may not be feasible to meet long-term site cleanup goals
using any currently available technology. Long-term site remedial approaches may be needed
to achieve ultimate cleanup goals, though interim goals may be set as well. CERCLA and
several state cleanup programs have formally acknowledged this difficulty with the term
“technical impracticability” and similar concepts. Multiple lines of evidence can be used to
evaluate technical impracticability at complex sites, with the following factors contributing to
cleanup difficulties:

0 Contaminant-related factors, especially the presence of DNAPL, mass, recalcitrance to
degradation, and contaminant distribution (extent and, especially, depth of subsurface
contamination).

0 Complex hydrogeologic conditions, such as a wide range of local variations in porosity,
hydraulic conductivity, and other parameters. Examples include fractured bedrock
aquifers and those with interbedded, low-permeability layers or high heterogeneity.
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0 Other lines of evidence indicating that cleanup goals and objectives will not likely be met
within a reasonable timeframe. Examples include physical access issues due to on-site
wetlands, structures, or upgradient (off-site) sources of contamination.

0 Cost is generally not a primary justification for site complexity; however, a remedy may
be deemed unlikely to succeed if the cost of attaining cleanup objectives is “inordinately
high”