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Problem:

Security Systems are represented in BACnet via Life-Safety Objects. Today these cover basic functions 

· State of system

· Alarm Notifications

Enhanced functions of security systems cannot be covered by current objects. 

Security Systems are divided into different disciplines

· Access Control

· CCTV

· Intrusion

Scope of this document is to focus on access control. Typical and important data of access control systems are 

· Personnel Data

· Access Token (Badge, Fingerprint, …)

· Geographical Zone Information

· Time-range Information

· Access Right Management

· Alarm Notification

Proposed Solution:

The proposed solution describes new objects for security extensions to cover complete access control system functionality, currently not supported by the BACnet standard.

Introduction

1.1 General

Access control systems are used to secure entrance into geographic zones. An Entity (person or asset) presents a token to an access device at an Access Point, to gain access to a secure geographical zone (Access Zone) in a definite time interval (Time Range). The access decision is evaluated by checking the rights (Access Rights) to enter and grants or denies access. The configuration data and logged events are stored in the local access control system database. 

Access control systems have complex and extensive data, which are handled internally. Not the full set of data, but some properties of access control systems are useful to be published to BACnet systems. There is a strong need of interaction between other security systems (Access Control, CCTV, Intrusion, and Fire) and classical BACnet based building automation devices and systems.

1.2 System Security

System security is a mandatory requirement in access control systems. In this document security issues will not be handled, because the NS-WG handles network security, which is influencing access control extensions. The results of this working group shall fulfill all requirements of access control systems. 

1.2.1 Network Security

Security extensions without network security (and authentication) are possible in closed dedicated networks only. Today all building automation and control systems are communicating via a common high speed network, which requires a flexible network security.

1.2.2 Encryption

Encrypting transferred data is a must. Due to performance issues, there is a need to be enable and disable encryption when needed; a three level security (OFF, Normal, High Security) is required.

1.2.3 Authentication

To avoid unauthorized access to functions of an access control system, it is necessary to be able to authenticate the user of such functions. Users in this scope are either persons or devices. 

1.2.4 Rights Management

Access control systems have a sophisticated rights management to restrict executing and viewing functions. In access control systems nearly all information is security relevant; so rights management (Access Control Lists (ACL)) with user and group lists is required.

Architecture

The architecture of security representation in BACnet can be different from the physical architecture of real access control systems. Access control systems present in the market have a long history and therefore significant differences in architectures and data structures, though the functional operation of all systems is similar. Because of these similarities the object model proposed raises the main properties and services to a general level, which makes it possible to communicate on an abstract level and have a common understanding of the objects. The different access control systems are responsible for translating this data to their proprietary structures.
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Figure 1: Access Control System Architecture

1.3 Interaction between Security Systems

Interaction between security and non-security systems is currently done via proprietary gateways. This causes high development effort and leads to specific solutions without reusable software modules.

Communication standardization with BACnet interfaces shall help to solve this problem. Projects with heterogeneous security systems can be realized without the need to develop proprietary gateways. The further development of the BACnet standard is able to support new features. This leads to a calculable amount of development efforts. Reduction of cost, an increase of operation reliability and better interoperability of security systems will be the result.

1.3.1 Step 1: Existing Access Control Systems

Existing access control systems have a linear approach mostly realized in Client-Server architecture. Because many of the access control systems communicate via API’s with external systems, it is possible to realize full BACnet functionality by publishing virtual devices for a BACnet representation on server level. Using this API’s it is possible to integrate into BACnet world on server level. BACnet devices will see these virtual devices and standard BACnet functionality can be supported. This will be possible with most of the current access control systems in the market.
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Figure 2: System Interaction Phase 1

1.3.2 Step 2: Near Future Access Control Systems

As development is progressing, it has to be taken into consideration, that BACnet functionality is mostly realized on controller level. The controllers are able to work autonomously and have the capability of peer to peer BACnet communication. In this step heterogeneous multiple vendor access control systems are possible. BACnet functionality with virtual devices of Step 1 and new BACnet physical devices of step 2 can cooperate and build a heterogeneous access control system. BACnet functionality on field level cannot be reached in the moment, but it is possible to represent properties of field devices via virtual field devices by access controllers.
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Figure 3: System Interaction Phase 2

1.4 BACnet Representation Level

Suggested are three levels of representation in BACnet, enabling manufacturers to optimize their development efforts to the requirements of their customers. The minimum base level can be extended by all levels from Base Level via Access Function Level up to Access Rights Level without changing existent applications.

1.4.1 Base Level

As a base level the object types Access Point and Access Zone are supported only. No specific Access Control functionality is provided; properties, which model access control specific data will be omeitted. The access control devices are visible to the BACnet network and Mode, State and Alarms can be used. Interaction between all other BACnet based devices is possible by COV to the properties. Simple access control systems consist of Access Points only, no grouping in Access Zones will be made.

For scheduling operations and mode changes (e.g. open or block Access Points and Zones) the standard BACnet Scheduler Object may be used.

Discussion Point: The Base Level 1a was removed, because scheduling can be made with the standard BACnet Scheduler object.
1.4.2 Access Function Level

The functionality of access control systems is visible to the BACnet network with the object type Access Entity and the access control specific data properties in Access Point and Access Zone. Additionally it is possible to interact with access control devices of different manufacturers by integrating BACnet devices to a common “Access Control System”.
1.4.3 Access Rights Level

The object type Access Right extends to the full functionality of an access control system, where access rights are visible to the BACnet network and can be configured. Additionally to the underlying levels, management of access rights between access control systems of different manufacturers is possible. The access decision itself is out of scope of BACnet and is a local matter of the access control system. 

Object Model

1.5 Overview

The object model proposed consists of four object types, which describe a fully functional access control system. The realization can support four different levels (see BACnet Integration Level). Structural representation of object relations follows a similar mechanism as realized by the Life Safety Objects. 

The basic description of an access data set is to ask for the question of “5W”:

	WHO or WHAT 

WHERE 

WHEN 

WITH

WHY 
	wants to access, 

to go,

the access is wanted 

which token and

which right will authorize
	A “Entity” (Mr. Smith or a car) wants to 
enter the office  or campus 
at normal office time 
with his company batch 

based on stored access rights
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Figure 4: Access Control System Object Model

Basically an access control system has the task to decide about grant or denial of an entrance request. The decision will be made on base of access rights. An access right consists of the relation between the objects Access Zone/Access Point, Access Entity (person, asset or token) and Time-range as shown in Figure 4.

· The geographical representation is an Access Point, where the entrance is requested. Access Points belong to a closed area, which is called Access Zone. An Access Point has a direction, where it leads to and an origin where it comes from. Access Zones and Access Points have modes and states, which follow the standard BACnet rules.

· An Access Entity is a person, token or asset, which is in relation with other Access Entities. All types of entities build a structured system, where persons or assets can request entry with tokens, presented to a reading device at the Access Point. 

· Time-Ranges determine time windows, where entrance will be granted or denied.

· Access Rights are represented by a complete data model, the interpretation and rules are described here to have a common understanding of access rights. The physical decision will always be a matter of the local access control system; but the interpretation of Access Rights shall be interpreted in all BACnet based access control systems in the same way.  

1.5.1 Global Determinations

1.5.1.1 Alarm and Event Handling

For the standard events the event and alarm handling the BACnet the standard mechanism of the LifeSafety Objects is used. The standard enumerations BACnetLifeSafetyMode and BACnetLifeSafetyState are extended by access control type values.
1.5.1.2 Access Authentication Type

A new data structure BACnetAccessAuthenticationType is defined to represent authentication to Access Zones or Access Point. In a property a list of authentication types are stored. An Access Zone or Access Point may support simple and complex authentication scenarios.

1.5.1.2.1 Simple Authentications

Simple authentications use one token to represent the Access Entity to the Access Point; the list has one element. Only one of the AT_Global or AT_Personal elements in the data structure is present. The condition is not used. In the AT_Type it is specified, how the elements in the list are used (inactive, required or optional). The list must contain exactly one element.  
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Most access control systems currently on the market are fully described with simple authentications. It is suggested to use the enhanced features with higher BACnet representation levels only.
1.5.1.2.2 Complex Authentications
In complex authentication scenarios types as cards, fingerprints, key codes etc. may be used exclusively, or in combination with a predefined and required sequence. 
· Complex Authentication actions are a list of single authentication actions which have to be performed in the sequence as they occur. 
· With the at-type (inactive, required, optional) functional AND & OR can be modeled. 
· To create complex scenarios it is a rule, that brackets are around AND sequences between OR’s.
Example: x AND y OR z AND v ( (x AND y) OR (z AND v)

· Different complex authentication actions may be active dependant of mode/state or time-ranges. 
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The following table shows a list of typical authentication types. A vendor may add proprietary authentication types to follow technical evolution:
	AuthenticationType
	Description

	NONE
	No authentication is required at the AP

	SITECODE
	Site code of a card will be checked at the AP

	CARD
	A card (badge) is required at the AP

	PIN
	A PIN (Personal Identification Number) is required at the Access Point

	GENERALCODE
	A general code is required at the AP

	FINGERPRINT
	A fingerprint is required at the AP

	FACECHECK
	A face check is required at the AP

	IRISCHECK
	An iris check is required at the AP

	HANDSHAPE
	A hand shape detection is required at this AP

	VOICE
	A voice recognition is required at this AP

	Proprietary Extension of BACnetAccessAuthenticationType
	Any proprietary authentication type not covered by the standard is required at the AP


Table 1: BACnet Authentication Types

1.5.1.3 Access Authentication Actions

Authentication and access grant or deny actions are carried out at the Access Point. Some of these actions can be relevant to other access objects. Such actions are typically required to be logged, but do not require operator action. In order to keep the semantic of BACnet events and alarms, authentication actions are not handled through BACnet events and alarms.

To allow the access control system to make the authentication actions taken visible in the network, a new object type Action Log is needed for the Access Point object. This object type is of general use and will be in a separate proposal.
Because Access Authentication Actions are common to access objects this list indicates in column “Relevant”, which objects are concerned.

	Access-Decision-Reason
	Relevant
	Description

	Access Event occurred ...
	
	

	ACCESS-VALID-NO-ENTRY
	AP
	Access was not finished in time, Access Point too long opened

	TRANSACTION-EXCEEDED
	AP
	The maximum access transactions at this Access Point were exceeded

	Access Granted …
	
	

	ACCESS-REX-BUTTON
	AP
	Request-To-Exit Button pressed

	ACCESS-PIN
	AP
	PIN correctly entered

	ACCESS-DAILY-CODE
	AP/AZ
	Daily Code entered correctly

	ACCESS-ENTITY
	AP/AZ,AE
	Access Entity passed correctly

	ACCESS-ANTI-PASSBACK
	AP/AZ
	Anti pass back violation occurred

	ACCESS-DURESS-CODE
	AP/AZ,AE
	A duress code was entered

	TIME-RANGE-NOT-ALLOWED
	AP,TR
	Time-Range not allowed

	Access Not Granted …
	
	

	NO-ACCESS-POINT-BLOCKED
	AP
	Access Point blocked

	NO-ACCESS-ZONE-BLOCKED
	AZ
	Access Zone blocked

	NO-ACCESS-ENTITY-BLOCKED
	AE
	Access Entity blocked

	NO-ACCESS-SITE-CODE-UNKNOWN
	AP,AZ
	Site Code invalid 

	NO-ACCESS-ANTI-PASSBACK
	AZ,AE
	Anti pass back violation occurred

	NO-ACCESS-ENTITY-UNKNOWN
	AP,AZ
	Access Entity is unknown

	NO-ACCESS-ENTITY-NOT-ALLOWED
	AP,AZ,AE
	Access Entity not allowed

	NO-ACCESS-ENTITY-NOT-ACTIVATED
	AP,AZ,AE
	Access Entity is not yet activated

	NO-ACCESS-ENTITY-EXPIRED
	AP,AZ,AE
	Access Entity is expired

	NO-ACCESS-ZONE-UNKNOWN
	AP,AZ
	Access Zone is unknown

	NO-ACCESS-ZONE-NOT-ALLOWED
	AP,AZ,AE
	Access Zone not allowed

	NO-ACCESS-TIME-RANGE-UNKNOWN
	AP,AZ,TR
	Time-Range is unknown

	NO-ACCESS-TIME-RANGE-NOT-ALLOWED
	AP,TR,AE
	Time-Range not allowed

	NO-ACCESS-WRONG-PIN
	AP,AE
	PIN not valid

	NO-ACCESS-WRONG-DAILY-CODE
	AP
	Daily Code not valid

	NO-ACCESS-ZONE-TOO-MANY-ENTITIES
	AZ
	Too many Access Entities in Access Zone

	NO-ACCESS-ZONE-TOO-FEW-ENTITIES
	AZ
	Too few Access Entities in Access Zone

	NO-ACCESS-NO-MORE-CREDIT
	AZ
	No credits remained

	Proprietary Extension of BACnetAccessDecisionReason 
	
	A vendor may define proprietary access decision reasons.


Table 2: BACnet Access Decision Reasons

Action Log

Access control systems have many events, called Authentication Actions, which are numerous (105-106 per day) and need other special features, which are currently not supported by BACnet. This leads to the necessity of a new logging object type, which is called Action Log. 
Because all security systems have similar requirements for logging a new proposal will be created, handling Action Log in security systems.

The data type for access control systems is in BACnetAccessLogEntry:
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The action log will be a separate proposal and the design shall fulfill the requirements of all security systems. It has to be checked if parts of the Event Log object proposed to the BACnet committee (CN-023-7) can be used here.

The main features of this new object type are:

· Storage

· UTC Timestamp of action

· Store address information

· Access granted or not "Decision" (Boolean)

· Reason of decision (Enumeration of BACnetAccessDecisionReason)

· Access Entity presented (Either List of Access Entities or raw data for proprietary types

· Features

· Can reside on server and client

· Has a synchronization service

· Fixed buffer, ring buffer, pre-alarm, alarm

· Parameterization

· Different data types have to be stored

· Filtering of events

1.6 Access Control Object Types

1.6.1 Geographic Data –WHERE

The geographic data is modeled by two object types; Access Point and Access Zone, which are the main objects of access control (see Figure 4). In most cases all access parameters are stored at the Access Point; in some cases it is necessary to take data of an individual Access Point.

1.6.1.1 Access Point Object Type
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	The Access Point defines a physical point, where an Access Zone can be entered or left. The Access point has both:
· A zone where to come from 

· A zone where to leave to. 

One ore multiple Access Points can lead to or from an Access Zone.

Modeling can be done in two ways:

· Half Door with a direction

· Full Door with both directions

A “Half-Door” has a definite direction; both entry and exit Access Point build the complete physical door. Some physical parts (lock, contacts) can be shared. A Full door contains all physical parts and properties in one object.
An Access Point Object must have minimum one reference to an Access Zone Object.

Access Points can be Doors, Gates, Turnstiles, Barriers, Fire Exits…
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Access Point, Physical Representation of a “Half Door
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Access Point, Physical Representation of a “Full Door”


Associated to an Access Point are input and output devices, which cooperate to supply the device access controller (responsible for access decision) with information and to indicate states to the person or asset requesting access. All input and output devices are managed internally by the controller. Such devices shall be represented through appropriate and existing BACnet objects.

· Input Devices

· REX (Request to Exit-Button)

· Keypad (Enter Pin Code)

· Badge Reader (reads badge number)

· Biometric Devices (Finger Print Detector, Iris Diagnosis, …)

· Door Contact (detects door open/closed and open time)

· Tamper Contact (detects if any device is opened)

· Physical Line Control Sensor (detects if there is a communication line open/down)

· Output Devices

· Door Open Relay (Opens the door, brake, turnstile)

· Signaling Lamps

· Acoustic Output

Even if simple access control equipment (some few doors) may work with Access Points only, an Access Point must belong to minimum one Access Zone. Per definition an Access Zone is a geographical area, where all Access Points lead to or from. A complete floor can be represented by a hierarchical structure of Access Zones (e.g. Offices, Hallways) subordinated to a larger Access Zone (e.g. Floor or elevator).

1.6.1.1.1 Mode

The operation mode of an Access Point is represented by BACnetLifeSafetyMode, existing and additional enumeration values. Manufacturers may add proprietary operation modes according the extension rules of BACnet. 

Depending on the mode of the object Access Point the decision process will be different. The data for the access decision will be taken from the Access Right property of the Access Entity showing up at the Access Point and the referenced Access Right will dispose the data for the access decision. The process of the access decision is a local matter of the access control system.

The Mode is writable and present value is the status; the value returned (if multiple state) is a local matter. Mode is commandable.
1.6.1.1.1.1 Secured

This is the default mode. Access will be checked at the Access Point to enter or leave an Access Zone according to the values in the list of the property Authentication Type. 

1.6.1.1.1.2 High-Security

This is an enhanced mode and all access will be checked in extended security functionality; the enhanced functionality a local matter.

1.6.1.1.1.3 Emergency-Mode
The Access Point will be reacting to the emergency plan. This will open or close the Access Point dependant to the emergency plan. This is used e.g. after a fire alarm to ensure a safe evacuation of an Access Zone. How the access point deals with this (opening doors, closing doors etc.) shall be local matter. 

1.6.1.1.1.4 Free-Access

This mode is used to disable access control at an Access Point; checking access is disabled.

1.6.1.1.1.5 Blocked 

This mode will disable checking access control and access at this Access Point will be always denied.

1.6.1.1.1.6 Data-Collection

This mode requires access check at the Access Point and will always grant access. This can be used e.g. for guard tour, person counting.

1.6.1.1.2 Access Point State

The state of an Access Point is represented by existing and additional BACnetLifeSafetyState enumeration values. The state of an access point may latch until reset by an operator. Manufacturers may add proprietary states according the extension rules of BACnet.

The state is the value on which standard event reporting is based. The CHANGE-OF-LIFESAFETY event algorithm is used. 

1.6.1.1.2.1 Quiet

The Access Point is in quiet state, no extraordinary state detected.
1.6.1.1.2.2 Pass-Back-Alarm
The Access Point detected a pass back violation action at the Access Point. 

1.6.1.1.2.3 Duress

The Access Point has detected, that a duress code has been entered. 
1.6.1.1.2.4 Alarm

The Access Point has an unspecific alarm detected.
1.6.1.1.2.5 Tamper

The access point is tampered
1.6.1.1.2.6 Found

Access Entity was searched and found

1.6.1.1.2.7 Door-Open-Too-Long

The door of the access point was held open longer than Open-Time-Limit or Extended-Open-Time, if the Flag Extended-Open-Time-Needed was set in the Access Entity object.

1.6.1.1.3 Access Point Properties

The list gives an overview over the properties of an Access Point, which are access control relevant. The standard BACnet properties and intrinsic reporting properties are not displayed here. If Zones are overlapping only the innermost overlapped Access Zone is the reference for Zone-Enter-To and Zone-Enter-From.
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1.6.1.1.3.1 Zone-Enter-To

Half-Door: This optional property of type List of BACnetDeviceObjectReference has exactly one item and points to an Access Zone, where the Access Entity is moving to. 

Full-Door: This optional property of type List of BACnetDeviceObjectReference has exactly two items and points to the Access Zones, where the Access Entity is moving from and to. 

The list may be empty for simple access control systems.

1.6.1.1.3.2 Zone-Exit-From

Half-Door: This optional property of type List of BACnetDeviceObjectReference has exactly one item and points to an Access Zone, where the Access Entity is moving from
Full-Door: This optional property of type List of BACnetDeviceObjectReference has exactly two items and points to the Access Zones, where the Access Entity is moving from and to
The list may be empty for simple access control systems 

1.6.1.1.3.3 Accepted-Modes

This required property of type list of BACnetLifeSafetyMode contains all allowed modes for this object type.
1.6.1.1.3.4 Authentication-Type 

This property of type list of BACnetAccessAuthenticationType determines the authentication mechanism at this Access Point. Each entry in the Authentication-Type list has to be presented to the Access Point for authentication in the sequence as it occurs. 

In future access control systems complex authentication actions are required. A configurable (state and time-dependent) sequence of authentication actions can be e.g. (State SECURED: CARD or PIN), State: HIGH-SECURITY: (CARD and (FINGERPRINT or FACECHECK) and PIN). A proposal for discussion is in Complex Authentications.
1.6.1.1.3.5  IO-Device-List

This optional property of type list of BACnetObjectIdentifier holds a List of BACnet objects representing I/O devices associated to this Access Point. This is a list of references to objects representing hardware associated to this Access Point. The items in the IO-Device-List can to be of any BACnet object type. 

Discussion Point
There is a strong opinion, that all peripheral devices (locks, contacts, etc.) shall be modeled with existing BACnet object types and referenced in the property IO-device list. Otherwise we model a hardware and the result I  never ending list of properties, which will extend, when hardware develops further on (more than one contact, new peripheral sensors, etc.) We lose the flexibility of the model and run into a big discussion in the BACnet committee with application objects. We also have the problems in interaction use cases like priority commanding, we need here Command Priority Array and all related implementations. 
Door-Contact-State

This optional property, of type BACnetAccessDoorState reports the door state. The values can be Open, Closed, or Unknown.

1.6.1.1.3.6 Door-Contact-Polarity

This optional property, of type BACnetPolarity determines the polarity. The values can be Normal or Reverse.

1.6.1.1.3.7 Door-Contact-Enable

This optional property, of type Boolean determines if the door contact is reported.
1.6.1.1.3.8  Lock-State

This optional property, of type BACnetAccessLockState reports the lock status. The values can be Locked, Unlocked, or Unknown or Not Applicable.

1.6.1.1.3.9  Door-State

This optional property, of type BACnetAccessDoorState reports the door state. The values can be Open, Closed, Unknown or Not Applicable.

1.6.1.1.3.10 Lock-Open-Time

This optional property, of type Unsigned, determines the time in seconds, how long the door lock relay is opened.

1.6.1.1.3.11 Extended Lock-Open-Time

This optional property, of type Unsigned, determines the time in seconds, how long the door lock relay is opened, if Extended-Open-Time-Enabled in Access Entity is set.
1.6.1.1.3.12 Lock-Open-Time-Delay

This optional property, of type Unsigned, determines the time in seconds, until the door lock relay is opened after a command.

1.6.1.1.3.13 Lock-Relay-State

This optional property, of type BACnetAccessLockState, reports the state of a lock relay.

1.6.1.1.3.14 Lock-Enable

This optional property, of type Boolean, determines if the door lock can be controlled. This is needed for service purposes.
1.6.1.1.3.15 Open-Time-Limit

This optional property, of type Unsigned, determines the maximum time in seconds, how long the Access Point is allowed to be opened after an access action. A value of 0 indicates no check of the Open-Time-Limit. If the time limit is exceeded, the BACnetLifeSafetyState DOOR_OPEN_TOO_LONG is set. 

This value will be automatically superseded and enables e.g. handicapped people to enter with a longer time limit, if the flag Extended-Open-Time-Enabled in Access Entity is set.

1.6.1.1.3.16  
Extended-Open-Time

This optional property, of type Unsigned, is for special cases (handicapped people). This value of this property is used as open time limit, if the flag Extended-Open-Time-Enabled in Access Entity is set.

1.6.1.1.3.17   REX-Enable

This optional property, of type Boolean, determines if the REX (request to exit) is activated. A value of TRUE enables the functionality, a value of FALSE will inhibit.

1.6.1.1.3.18   Reader-Enable

This optional property, of type Boolean, determines if the Reader is activated. A value of TRUE enables the functionality, a value of FALSE will inhibit. If Reader-Enabled is missing, the reader devices are enabled.
1.6.1.1.3.19 Access-Entity-List

This optional property of type list of BACnetDeviceObjectReference holds Access Entity objects, which are known at this Access Point. All Access Entities in this list are relevant for the Access Decision, which is a local matter. Not known Access Entities have no Access at this Access Point. 
1.6.1.1.3.20 Masked-State-List

This optional property of type list of BACnetLifeSafetyState holds the alarms, which are currently masked. These are recorded for later evaluation, but do not lead to an alarm reaction.
Discussion Point
Is Masked-State-List a local matter because we have to select, which values will be masked Alarms, Faults 
1.6.1.1.3.21 ActionEntrance-Count-Enable

This optional property, of type Boolean enables or disables the Actionentrance counter. If the counter is enabled, the value is set to 0.

Discussion Point
Renamed Action to Entrance, not to confuse with Action-Log 
1.6.1.1.3.22   ActionEntrance -Count

This optional property, of type Unsigned, counts the access entrances performed at this Access Point. Resetting the value is done by WriteProperty. The action count is not counting persons; it is needed mainly for maintenance purposes. Evaluating the value is a local matter of the application.
1.6.1.1.3.23   Action-Count-Upper-Limit

This optional property, of type Unsigned, determines the access transactions at this Access Point, which shall not be exceeded.
1.6.1.1.3.24   Last-Authentication-Action

This optional property of type BACnetAccessLogEntryType holds the last record of the Access Authentication Events, which occurred at the Access Point. This property is necessary to avoid searching in databases, and enables direct information about access relevant data. For more information see Action Log.

1.6.1.1.3.25   Action-Log-Filter
This optional property of type BitString enables or disables the selected Access Authentication Events for logging at this Access Point. 

1.6.1.1.3.26   Action-Log

This optional property of type BACnetDeviceObjectReference points to the Log-Object. For more information see Action Log.

1.6.1.1.4 Access Point Events

Events of an Access Point are related to state changes. These events are based on the CHANGE-OF-LIFESAFETY event type. They cover events requiring action by an operator. Authentication actions carried out by the access point are not handled through this, they are handled separately. See Authentication Actions. 

1.6.1.2 Access Zone Object Type
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	The Access Zone is a closed area, which can be entered and left through Access Points. All Access Points, which lead to and from an Access Zone, build the Access Zone. 

Access Zone objects can be referenced to other Access Zone objects to create hierarchical structures. Access Zones do not overlap partially, but either fully or not at all can be grouped and nested in each other.

The purpose of the Access Zone object type is mainly 

· Displaying (not alarming) the consolidated state

· A repository of data (number of persons)

· Survey (number of persons, which persons)

· Grouping of Access Zones and Access Points.

· Common control for locking, unlocking etc.

· Reflects the combined alarm state of the Access Point objects
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Figure 9: 

Access Zone, Physical Representation
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Figure 10: 

Access Zone, Logical Representation
	Example:

Zone 0 1):
AP2, AP6

Zone 1: 
AP1, AP3,AP7

Zone 2: 
AP5

Zone 3: 
AP4

1) Zone 0 can also be represented as a NULL-Value, because this is outside the area of the access control system




1.6.1.2.1 Access Zone Mode

The operation mode of an Access Zone is represented by existing and additional BACnetLifeSafetyMode enumeration values. Manufacturers may add proprietary operation modes according the extension rules of BACnet. 

When reading the mode, the Access Zone mode should be the weakest of all access points associated. When writing to, all points should be commanded by the zone to that mode. 

The Access Zone serves for: 

· Consolidated state of all access points, 

· Representing the geographic structure respectively grouping of access points, 

· Providing a means for commanding all points at a single spot. 

The Access Zone does

· Grouping Access Points, for simpler configuration

· Common Control

· Common repository of data like people count etc.

· Combined state of the access point

1.6.1.2.1.1 Secured Enabled
This is the default mode. Access will be checked at the Access Point to enter or leave an Access Zone according to the values in the list of the property Authentication Type. 

1.6.1.2.1.2 High-Security

This is an enhanced mode and all access will be checked in extended security functionality; the enhanced functionality a local matter.

1.6.1.2.1.3 Emergency-Mode
The Access Point will be reacting to the emergency plan. This will open or close the Access Point dependant to the emergency plan. This is used e.g. after a fire alarm to ensure a safe evacuation of an Access Zone.

1.6.1.2.1.4 Free-Access

This mode is used to disable access control at an Access Point; checking access is disabled.

1.6.1.2.1.5 Free-Access-In

This mode is used to disable access control at all Access Points for entering the Access Zone. Checking access Entering the Access Zone will not be checked, is disabled, while access for leaving the Access Zone will still be checked. is still securedenabled.

1.6.1.2.1.6 Free-Access-Out

This mode is used to disable access control at all Access Points for leaving the Access Zone. Checking access Leaving the Access Zone will not be checked, is disabled, while access for entering the Access Zone will still be checked. is still securedenabled.

1.6.1.2.1.7 Blocked 

This mode will disable checking access control and access at all Access Point of this Access Zone will be always denied.

1.6.1.2.1.8 Blocked-In

This mode will disable checking access control and access at all Access Points for entering the Access Zone will be always denied. Leaving the Access Zone is still possible secured.

1.6.1.2.1.9 Blocked-Out

This mode will disable checking access control and access at all Access Points for leaving the Access Zone will be always denied. Entering the Access Zone is still possible secured.

1.6.1.2.1.10   Data-Collection

This mode requires access check at all Access Point of the Access Zone and will always grant access. This can be used e.g. for guard tour, person counting.
1.6.1.2.2 Access-Zone-State

The state of an Access Zone is represented by existing and additional BACnetLifeSafetyState enumeration values. The state of an Access Zone is for display purposes. Event handling will be exclusively at the Access Point. Manufacturers may add proprietary states according the extension rules of BACnet.

1.6.1.2.2.1 Quiet

All Access Points of the Access Zone are in quiet state, no extraordinary state detected.
1.6.1.2.2.2 Access-Zone-too-full

The Access Zone has reached the maximum limit of persons.
1.6.1.2.2.3 Access-Zone-too-empty

The Access Zone has reached the minimum limit of persons.

Discussion Point:

Though we agreed that that Access Point is responsible for alarm and event generation, we have two Access Zone stats, which require an alarm and event handling here. ( To be decided – No, because the reason happens at the AP and also the reaction (Access-Denied). 
1.6.1.2.3 Access-Zone-Properties

The list gives an overview over the properties of an Access Zone, which are access control relevant. The standard BACnet properties and intrinsic reporting properties are not displayed here.

1.6.1.2.3.1 Member-Of

This optional property of type BACnetDeviceObjectReference points to an Access Zone, of which the Access Zone is a member. This property is needed to create a structure of Access Zones.

1.6.1.2.3.2 Zone-Members

This optional property of type List of BACnetDeviceObjectReference points to Access Zones, which belong logically to the Access Zone. This property is needed to create a structure of Access Zones.

1.6.1.2.3.3 Entry-Points

This required property of type list of BACnetDeviceObjectReference holds Access Points, which lead into the Access Zone. 

1.6.1.2.3.4 Exit-Points

This required property of type list of BACnetDeviceObjectReference holds Access Points, which lead out of the Access Zone. 

1.6.1.2.3.5 Access-Point-States

This optional property of an Access Zone is a list of BACnetAccessPointState for convenience of reading. The data structure of BACnetAccessPointState is a reference to an Access point and an according BACnetLifeSafetyState.

Insert Picture of Data Structure here.

1.6.1.2.3.6 Accepted-Modes

This property of type list of BACnetLifeSafetyMode contains all allowed modes for this object type.

1.6.1.2.3.7 Entity-List

This optional property of type list of BACnetDeviceObjectReference holds Access Entity objects, which are known at this Access Zone. All Access Entities in this list are relevant for the access decision, which is a local matter. Not known Access Entities have no Access at this Access Point.
Discussion Point:

This property is redundant to the same at the Access Point. Because the big amount of data it is proposed to delete the property here and get the information with gathering the data from the related Access Points. ( To be decided
1.6.1.2.3.8 Entity-Count-Enable

This optional property of type Boolean enables or disables the Entity-Count functions.

1.6.1.2.3.9 Entity-Count

This optional property of type unsigned holds the actual number of entities, which are currently in this Access Zone.

1.6.1.2.3.10 Entity-Count-Lower-Limit

This optional property, of type Unsigned, determines the minimum number of entities, which have to be in this Access Zone. If the value drops below this minimum the state ZONE_TOO_FEW_ENTITIES is entered.

1.6.1.2.3.11 Entity-Count-Upper-Limit

This optional property, of type Unsigned, determines the maximum number of entities, which are allowed to be in this Access Zone. If the value raises above this maximum the state ZONE_TOO_MANY_ENTITIES is entered.

1.6.1.2.3.12 Pass-Back

This optional property of type BACnetAccessPassback enables or disables the Pass-Back detection at this Access Zone. Pass-back can be Disabled, Hard-, Soft- and Time-Pass-back. 

1.6.1.2.3.13 Pass-Back-Time

This optional property of type Unsigned in seconds sets the time, until a subsequent access of an Access Entity is allowed to this Access Zone. The decision is calculated (timestamp of the entities Last-Access-Event + pass-back-time). 

1.6.1.2.3.14 Action-Log-Filter

This optional property of type BitString enables or disables the selected Access Authentication Events for logging at this Access Zone (including all related Access Points). 

1.6.1.2.3.15 Action-Log

This optional property of type BACnetDeviceObjectReference points to the Log-Object. For more information see Action Log.

1.6.1.2.4 Access Zone Events

Access Zone events are handled by the according Access Points; no event handling is done at the Access Zone.

Token/Personnel/Asset Data – WHO/WHAT/WITH

1.6.1.3 Access Entity Object Type
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Figure 9: Access Entity
	An Access Entity will present itself to an Access Point to enter or leave an Access Zone. 

The Access Entity Object can be referenced to other Access Entity Objects. 

An Access Entity object can be of type Person, Asset or Token. This makes it possible, to use the Access Entity flexible. With references it is possible to create each combination (e.g. person with one badge; person with multiple tokens; token assigned to multiple persons). 

See Access Entity Properties for details.

 


For explanation the following list gives some examples of real access control systems:

	Access Control System Type
	Realization

	A simple access control system with tokens only without personnel data
	Entities with token types only

	An access control system with personnel data and one token per person (most today’s systems)
	Entities with personnel type, related to one entity with token type

	An access control system with personnel data and multiple tokens per person
	Entities with personnel type, related to multiple entities with token types

	An asset tracking system with persons and badges
	One entity with asset data type, related to entities of person type, which are related to entities of token type


Table 10: Examples of Access Control Systems

1.6.1.3.1 Access Entity Mode

The operation mode of an Access Entity is represented by BACnetLifeSafetyMode, existing and additional (marked *) enumeration values. Manufacturers may add proprietary operation modes according the extension rules of BACnet.

1.6.1.3.1.1 Secured

In this new BACnetLifeSafetyMode the Access Entity is secured, access will be fully checked.

1.6.1.3.1.2 Master Access

In this new BACnetLifeSafetyMode the Access Entity is not checked, access will always be granted

1.6.1.3.1.3 Blocked

In this BACnetLifeSafetyMode the Access Entity is temporarily blocked globally; no access is granted.

1.6.1.3.1.4 Accompanied

In this new BACnetLifeSafetyMode the Access Entity is in Accompanied Mode, access is granted if an accompanying person is verifying access.

1.6.1.3.2 Access Entity State

The state of an Access Entity is represented by existing and additional (*) BACnetLifeSafetyState enumeration values. The state of an Access Entity may latch until reset by an operator. The following table lists typical states of an Access Entity, and shows a mapping to BACnetLifeSafetyState values. Manufacturers may add proprietary states according the extension rules of BACnet.

The Access Entity will not report events, reporting is done by the Access Point, where the event physically occurs.

1.6.1.3.2.1 Quiet
In this BACnetLifeSafetyState the Access Entity is in normal state, no extraordinary state detected. 

1.6.1.3.2.2 Inactive

In this new BACnetLifeSafetyState the Access Entity is not valid.

1.6.1.3.2.3 Expired
In this new BACnetLifeSafetyState the Validity date of Access Entity has expired.

1.6.1.3.2.4 Not yet Activate

In this new BACnetLifeSafetyState the Validity date of Access Entity is not activated yet.

Discussion Point:

This Access Entity State is not necessary, because they are really modes. The proposal is to remove the state in total here and add Inactive, Expired and Not Yet Active to mode; Quiet is not needed. Duplicate meanings are to be removed. ( To be decided
1.6.1.3.3 Access Entity Properties

The Access Entity is a combined object for persons, assets and tokens. To model a complex structure there are different types of entities, which is represented in the data structure BACnetAccessEntityType and BACnetAccessEntityId: 

An Access Entity shall contain entity properties of no ore exactly one type. By relating the Access Entities to other Access Entities each structure can be created. By selecting a definite Access Entity inside the structure it is possible to make mode and state of persons, assets and tokens visible to the BACnet network. To avoid an increase of data storage, the Access Entities shall only contain a minimum amount of properties. This is possible, because most of the properties are optional.

The list gives an overview over the properties of an Access Point, which are access control relevant. The standard BACnet properties are not displayed here. 

1.6.1.3.3.1 Member-Of

This property, of type list of BACnetDeviceObjectReference, is a list of Access Entities, of which the Access Entity is a member. This property is needed to create a structure of Access Entities.

1.6.1.3.3.2 Entity-Members

This property of type list of BACnetDeviceObjectReference is a list of Access Entities, which belong logically to the Access Entity. This property is needed to create a structure of Access Entities.

1.6.1.3.3.3 Entity-Type

This property of type BACnetAccessEntityType determines the type of an Access Entity
· group
stores type independent data

· token
stores data of token (card, fingerprint …)

· person 
stores data of a person

· asset
stores data of an asset
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1.6.1.3.3.4 Entity-Id

This property of type BACnetAccessEntityId holds the data of an Access Entity

· group

· group-id
free to enter type independent information

· token

· site-id
site-id is used for a simpler authentication, the token-id is not used

· token-id
id is the unique identifier of a token

· version
for a lost token a new version is created, the newest version is valid

· number-of-access-actions
   number of actions, which is allowed to use this entity 

· credits
number of credit units, which this entity owns

· smart-card-app-id
identifier of the smart card application to use

· smart-card-data
encrypted data read or to write to the smart card

· token-data
free proprietary data
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· person 

· person-id
unique id of a person

· PIN
identification number of this person
· Biometric data
List of Biometric Data of this person

· accompanying-entity
only with this entity validating the next access will be granted

· name
name of a person

· given name
given name of a person

· person-data
free proprietary data
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· asset

· asset-id
unique id of an asset

· authentication-type
type of authentication

· accompanying-entity
only with this entity validating the next access will be granted

· asset-type
type of an asset (PC, car…)

· inventory-number
inventory number of the asset

· asset-data
free proprietary data
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1.6.1.3.3.5 Entity-Access-Right-List

This optional property of type List of BACnetAccessRight holds a list of all Access Rights of this Access Entity. To assign multiple values as a group of rights the grouping mechanism of the object type Access Right (Member Of, Member) will be used.

Each entry in this list represents a set of a right to access:

· Location: access-where determines the region where the access is allowed and references an object of type Access-Zone (with all related Access Points) or a special Access Point. To assign multiple values the grouping mechanism of the object type (Member Of, Member) will be used.

· Access Time: access-when determines the ranges of time when access is allowed. This references an object of type Time-Zone. To assign multiple values as a group the grouping mechanism of the object type (Member Of, Member) will be used.

· access-polarity determines how this right is evaluated by the Access Decision. Normal means granting, inverse means denying access.

· priority determines the sequence for evaluating the rights by the Access Decision. 
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1.6.1.3.3.5.1 Token-List 

This optional property of type BACnetAccessEntityId holds a list of tokens for this Access Entity.

1.6.1.3.3.5.2 Public-Token-List 

This optional property of type BACnetAccessEntityId holds a list of tokens for this Access Entity.

Discussion Point:

Though we agreed that that Token lists are added, the information is already stored in the property entity-id in a structured format. This format is complex, but can be reduced to a simple token-id. ( To be decided
1.6.1.3.3.5.3 Activation-Time 

This optional property of type BACnetDateTime (UTC) indicates the first date and time of the Access Entity validity. Access attempts before this date and time will be denied globally.

1.6.1.3.3.5.4 Expiry-Time

This optional property of type BACnetDateTime(UTC) indicates the last date and time of validity. Access attempts after this date and time will be denied globally.

1.6.1.3.3.5.5 Searched

This optional property of type BACnetAccessSearchMode is set, when an entity is searched. If the entity is found, the state is set to FOUND. There is no intrinsic reporting due to the possible high amount of Access Entities. The Access Point will notify the event. 
1.6.1.3.3.5.6 Extended-Open-Time-Enabled

This optional property, of type Boolean, determines if the extended open time of the Access Point is activated temporarily during an access transaction. The door will be held open and enable e.g. handicapped people to enter with a longer time limit.

1.6.1.3.3.5.7 Last-Authentication-Action

This optional property holds the last record of the authentication action. The property shall be of type BACnetAccessLogEntry. This property is necessary to avoid searching in databases, and enables direct information about access relevant data.

Time Data – WHEN

Discussion Point:

There is still an open point to use the scheduler instead of a new object type time-range:

Schedule will work, if a BOLEAN will be used in BACnetTimeValue. No references are necessary for WriteProperty operations. The present value will display the access decision as Yes/No. It is simple to configure and to superseed the value, because Exception Schedule works with priorites. Calendar dates can be shared (like Holidays, Office Times, etc.). The problem is hierarchies, are they necessary? In simple access control systems not – but enhanced system make heavy use on hierarchies (complex company structures) For today’s systems we may fulfil our use-cases; we shall consider all our use cases today and future and check it against the scheduler version to make a decision. This could simplify the model by one object type.

1.6.1.4 Time-Range Object Type
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	The Time-Range defines one or many time intervals, when access is granted, if a valid Access Entity, demands to pass an Access Point. 

Time-Ranges can be referenced to other Time-Ranges to realize grouping. (e.g. “Every time”, “Office Hours”, “Holidays”, “Night Shift”, “Never”)

Time-Range objects contain the Time-Ranges, where access is checked. 


Time-Ranges build a list to be evaluated by the access decision if the current time is in allowed time interval (grant) or in an exception interval (deny). The date list can hold complex calendar entries. The time lists will be active at all dates of the date list. This list will be a table with a common time axis. If minimum one grant and no deny will be given, the decision according the time will be positive; if only one deny is present at that time the decision is negative.
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1.6.1.4.1 Time-Range Mode

The operation mode of a Time-Range is represented by BACnetLifeSafetyMode, existing and additional (marked *) enumeration values. The following table lists typical operation modes of a Time-Range, and shows a mapping to BACnetLifeSafetyMode values. Manufacturers may add proprietary operation modes according the extension rules of BACnet. 

The mode of the Time-Range is commandable to allow enabling, disabling certain Time-Ranges and to open or block them. The difference is: Enable/Disable will skip this Time-Range in the access decision; open/block will grant/deny access within this Time-Range.

1.6.1.4.1.1 Enabled

In this BACnetLifeSafetyMode this Time-Range will be checked.
1.6.1.4.1.2 Disabled

In this BACnetLifeSafetyMode this Time-Range will skipped and not be checked.
1.6.1.4.1.3 Open 

In this new BACnetLifeSafetyMode the Time-Range is in Open Mode, access will always be granted
1.6.1.4.1.4 Blocked

In this new BACnetLifeSafetyMode the Time-Range is blocked; no access is possible at all.

1.6.1.4.2 Time-Range State

The state of a Time-Range is represented by existing and additional BACnetLifeSafetyState enumeration values... The state of a Time-Range may latch until reset by an operator. Manufacturers may add proprietary states according the extension rules of BACnet.

It is optional to use standard event reporting of BACnet. If used, the CHANGE-OF-LIFESAFETY event algorithm is taken. 

1.6.1.4.2.1 Quiet

In this BACnetLifeSafetyState the Time-Range is in normal state, no extraordinary state detected.
1.6.1.4.2.2 Active
In this BACnetLifeSafetyState the Time-Range is active, it will be evaluated 

1.6.1.4.2.3 Inactive
In this BACnetLifeSafetyState the Access Point is not active; this range will not be evaluated.

Discussion Point:

This Time Range State is not necessary, because they are really modes. The proposal is to remove the state in total here and add Inactive, Expired and Not Yet Active to mode; Quiet is not needed. Duplicate meanings are to be removed. ( To be decided
1.6.1.4.3 Time-Range Properties

To minimize the amount of data the Access-Time objects have a common property Access-Date-List which is used for default. It is usual, that some exceptions occur once or periodically; the Access-Date-Exception will provide a possibility for an override of the Access-Date-List.

The Time-Ranges can be referenced to other Time-Range. By applying a structure it is possible to create complex time plans to be referenced by one object only in the Access-Rights properties of the Access Right object.

1.6.1.4.3.1 Member-Of

This property of type list of BACnetDeviceObjectReference contains the Time Ranges, of which the Time-Range is a member. This property is needed to create a structure of Time-Ranges.

1.6.1.4.3.2 Time-Range-Members

This property of type list of BACnetDeviceObjectReference contains the Time-Ranges, which belong logically to this Time-Range. This property is needed to create a structure of Time-Ranges.

1.6.1.4.3.3 Date-List

This optional property is a List of BACnetCalendarEntry, each of which is an individual date (Date), range of dates (BACnetDateRange), or month/week-of-month/day-of-week specification (BACnetWeekNDay). If the current date matches the calendar entry criteria, the access date check is positive. Individual fields of the various constructs may also be unspecified in which case the field acts as a "wildcard" for determining if the current date results in a match. In a date range, for example, if the startDate is unspecified, it means "any date up to and including the endDate." If the endDate is unspecified, it means "any date from the startDate on." If the calendar entry were a BACnetWeekNDay with unspecified month and week-of-month fields but with a specific day-of-week, it would mean the Access-Time check would be positive on that day-of-week all year long. If a BACnet Device permits writing to the Access-Date-List property, all choices in the BACnetCalendarEntry shall be permitted.

If the Time-Range-List is not existent, the whole day is used as a valid Time-Range at these dates.
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1.6.1.4.3.4 Time-Range-List

This optional property is a list of BACnetTimeRange  which are used to check the granting concerning the date for the values in the Date-List. 

If the Date-List is not existent, all days are used as a valid date range for these Time-Ranges. The Date-List shall not be empty.

1.6.1.4.3.5 Negative-Date-Exception-List

This optional property is a list of BACnetSpecialEvents, where access is always denied; each describing a sequence of date values that takes precedence over the normal Date-List behavior on a specific day or days.  The period is a BACnetCalendarEntry, while calendars might be defined for e.g. common holidays to be referenced by multiple Access-Rights. Each BACnetCalendarEntry is an individual date (Date), range of dates (BACnetDateRange) or month/week-of-month/day-of-week specification (BACnetWeekNDay). If the current date matches any of the calendar entry criteria, the Exception would return a negative decision.

If the Time-Range-List is not existent, the whole day is used as an invalid Time-Range at these dates. The Time-Range-List shall not be empty.

1.6.1.4.3.6  Negative-Time-Range-List

This optional property is a list of BACnetTimeRange, where access is always denied. 

If the Date-List is not existent, all days are used as a valid date range for these Time-Ranges. The Date-List shall not be empty.

1.6.1.4.3.7 Positive-Time-Exception-List

This optional property is a list analogue to the “Negative-List”, where access is always granted.

1.6.1.4.3.8 Positive-Time-Exception-List

This optional property is a list analogue to the “Negative-List”, where access is always granted.

Access Rights Data - WHY

Access Right objects contain the data, which is needed to check access. Access Right objects need no mode or state, because they only describe access right data used for the access engine of the access control system.

The Access Rights are referenced at the Access Point or Access Zone. The evaluation starts from the highest priority and checks the Access Rights. If an entry matches all parameters (Access Point, Access Zone, Access Entity and Time-Range) the access decision is made. (For details see Access Decision)

The data model and the rules are complete and shall describe a common interpretation of Access Rights. The physical decision of grant or denial at an Access Point or Access Zone is not the matter of BACnet and will be handled as a local matter of the access control system. The decision data can not be located as property at any other object; to be able to visualize and configure access rights an independent object type is necessary. 

1.6.1.5 Access Right Object Type
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Figure 12: Access Right
	The Access Right stores the data, which is necessary for the access control system to decide about grant or denial.

Access Rights contain data about

· Geographic information (Access Zone/Point)

· Personal/Access/Token information (Access Entity)

· Time Information (Time-Range)

· Priority and Polarity




1.6.1.5.1 Access Right Properties
1.6.1.5.1.1 Member-Of

This optional property of type BACnetDeviceObjectReference points to an Access Right, which this Access Right is member of. This property is needed for structuring complex access rights by references.

1.6.1.5.1.2 Access-Right-Members

This optional property of type BACnetDeviceObjectReference is a list of Access Rights, which are members of this Access Right. This property is needed for structuring complex access rights by references.

1.6.1.5.1.3 Access-Right-Enabled

This property is of type Boolean and determines the interpretation of the Access Right. If the property is TRUE the Access Right will be evaluated by the access decision.

1.6.1.5.1.4 Access-Right-Data

This property is of type BACnetAccessRight and holds the access rights, which are evaluated for an access decision of the access control system, to enter via this Access Point with this Access Entity inside this Time-Range. The decision is a complex algorithm and is explained in detail; please refer to Access Decision. 

By referencing an Access Right with an Access Zone or an Access Point the geographical right is selected.  The Time-Range determines the time when the access is valid. The polarity enables the Access Right to be used in granting (normal) or denying (reverse) the access. The priority determines the sequence of the Access Right decision.

The data of an Access Right contains:

· Access Zone
Access Zone, where this Access Right is valid

or

· Access Point
Access Point, where this Access Right is valid

· Time Range
Time-Range, during which this Access Right is valid

· Access-Polarity
Normal: Grant access, Reverse: Deny Access

· Priority

Priority of the evaluation sequence of this Access Right
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Real access control systems may not use all elements of this structure because the parameters are optional. The usage of this data structure and the mechanism of access rights is not explained her; please refer to details in Access Decision.

Access Decision

Access Rights are represented by a complete data model, the interpretation and rules are described here to have a common usage of access rights, which are interpreted in current access control systems.  The physical decision will always be a matter of the local system.

The access control application (which operates behind these BACnet objects) will make the access decision by evaluating the answer to these four questions:

	WHO/WHAT/WITH 
	Is the “Access Entity” (person, asset) with the owned tokens (badge, fingerprint) allowed?

	WHERE 
	Is the token of the person/asset allowed in this “Access Zone” coming through this “Access Point”-Object?

	WHEN
	Are the Access Entity and this person/asset in this Access Zone allowed within this “Time-Range”-Object?

	WHY
	Match access rights a stored entry in the “Access-Right”-Object?


1.6.2 Decision Process

1.6.2.1 Phase 1
A check prior to the decision process will grant access, when

· Access Entity mode MASTER_ACCESS

· Access Point mode OPEN
In any other case the decision process will be continued with Phase 2.

.
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Phase 2
The access decision is browsing the list of the object Access Right, which can occur by referencing Access Right objects.

If a token is presented at an Access Point (belonging to an Access Zone), the access control system

· Knows about, which Access Point is desired

· Knows, to which Access Entities the token belongs

· Knows about the current time to check against the Time-Range

With this information 

· The rows of the list generated by the Access Right objects will be searched with the above filter criteria 

· Browse, beginning by the highest priority. 

· Browse for matching entries from top for access-right-polarity=”reverse”. 

· If any reverse right is found, access will be denied. 

· Browse for matching entries from top for access-right-polarity=”normal”. 

· If any normal right is found, access will be continued with the Post-Decision-Process.

· If no normal entry is found, the access will be denied.
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1.6.2.2 Phase 3
Additional checks will be made, before the access is granted, any match will deny access.

· Access Entity mode blocked 

· Access Point mode Blocked
· Entity-Count-Enable at this Access Zone

· Entity-Count-Lower-Limit exceeded

· Entity-Count-Upper-Limit exceeded

· Pass-Back-Detection active

· Calculated Value too low

· Mode Guard-Tour

· 
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1.7 Special Applications

1.7.1 Elevator Modeling

To explain, how elevators are modeled, an example:

A building with three floors is represented by an Access Zone with three Access Points outward bound. The inbound Access Points are the elevators Access Points. Inside the building there are two elevators, which are represented as two Access Zones having outward bound Access Points. The inward Access Points of the elevators are the Access Points of the floors.

Now we can model the complete Access Control system and we are able to locate exactly an Access Entity. So we can use all the properties of Access Zone and Access Point like e.g. Entity-Count...
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Figure 10x1: Modeling Elevator, Physical View
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Figure 10x2: Modeling Elevator, Logical View

1.7.2 Biometric Data

Details: To be defined later. (Authentication type:  Biometric data is usually stored in files. Access control industry on the way to define standard file formats. Who does do? INCITS N1 committee (see incits.org)! Need to add file types? References to files?)
Authentication type: Concerns whether existing biometric APIs etc. fit together with the definitions proposed? For example enrollment use case? Enrollment at an access point?)
1.7.3 Guard Tour

To be defined later.

1.7.4 Time & Attendance

To be defined later.

1.7.5 Action Cards

Details: To be defined later.

This optional property of type List of BACnetAccessActionToken holds a list of Access Entities (of type token), which are allowed to set the mode of the Access Point. The action is only valid at this Access Point, when this special token with the value token-id is presented. The mode of the Access Point is changed to the value in requested-mode-id.

The Action Cards shall support not only a single action, but multiple complex action sequences.

1.7.6 Payment Systems

Payment systems can be realized simply by adding two properties to the Access Zone object type.

1.7.6.1 Credits

This optional property of type Real indicates how many units will be subtracted from an account of an Access Entity. This property is used for payment systems. A value of 0 will disable, negative values decrease and positive values increase the value of credits in the property BACnetAccessEntityId in the Access Entity object.

1.7.6.2 Credit-Units

This optional property of type Integer indicates the unit of the property credits. The values used are counters; the interpretation of the value is a local matter.

Discussion Point:

Though agreed to move it to special applications we should add the properties again, because they are optional and enable payment based systems in a simple way ( To be decided
Data Structures

1.7.7 Referenced from BACnet Standard
1.7.7.1 BACnetObjectIdentifier
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1.7.7.2 BACnetDeviceObjectReference
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1.7.7.3 BACnetCalendarEntry
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1.7.7.4 BACnetSpecialEvent
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1.7.7.5 BACnetDailySchedule
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1.7.7.6 BACnetDateRange
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1.7.7.7 BACnetTimeValue
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1.7.7.8 BACnetDateTime

[image: image39.png]| BacnetbateTimeType

| ante B~ Hpate
ez | e B e

| T et





1.7.7.9 BACnetDaysOfWeek
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1.7.7.10 BACnetWeekNDay
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1.7.7.11 BACnetPolarity
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1.7.7.12 BACnetObjectTypesSupported
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1.7.7.13 BACnetLifeSafetyMode
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1.7.7.14 BACnetLifeSafetyState
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1.7.7.15 BACnetLifeSafetyOperation

[image: image46.png]BAChetL feSafetyOperation

silence-audible

Bacne Standard

roset

reset-alarm

resetfault





New Data Structures
1.7.8 BACnetAccessAuthenticationType
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1.7.8.1 AT-Type
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1.7.8.2 AT-Condition
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1.7.8.3 AT-Global
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1.7.8.4 AT-Personal
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1.7.9 BACnetAccessDecisionReason
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1.7.10 BACnetAccessLogEntry
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1.7.11 BACnetAccessEntityType
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1.7.12 BACnetAccessEntityId

1.7.12.1 Type Token
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1.7.12.2 Type Person
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1.7.12.3 Type Asset
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1.7.13 BACnetAccessRight
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1.7.14 BACnetTimeRange
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1.7.15 BACnetAccessLogEntry
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1.7.16 BACnetAccessPassback
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1.7.17 BACnetAccessBiometricMethod
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1.7.18 BACnetAccessBiometricData

[image: image63.png]I

BAChetAccessBiometrichata L}

AecemContatodel |

BAChetAccessBiometricDataType

disabled

| finger-print

biometrie type EH{~E- hand-shape

| EnuriegateD

face recognition

ABSTRACT_SYNTAX_Type
BAChe Standard





1.7.19 BACnetAccessSearchMode
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1.7.20 BACnetAccessPointState
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1.7.21 BACnetAccessDoorState
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1.7.22 BACnetAccessLockState
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