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REMEDIATION PLANNING
WITH THE CYCOGNITO PLATFORM

Efficiently Plan, Track and Measure
Security Posture Improvement

The Remediation Planner is an intelligent, interactive tool within the CyCognito platform
that guides security and IT teams about how to prioritize and focus your remediation BENEFITS

efforts to achieve the greatest security posture improvement with the least effort. « Easily set goals or focus
areas for improvement

At a time when security and IT teams have more security issues than people to fix
; - . ; g ) » The platform
them, you can quickly prioritize which assets and issues to fix first and which to address intelligently and
later, based on your organization’s goals. automatically prioritizes

- ) . ) issues to be fixed
Your remediation plan can be tailored to your security posture improvement goals

based on security grades or issue severity. Do you want to improve your security grade * Measure and track

from a D to a B? The Remediation Planner can show you how to do it. It can also be remediation toward
) L - A the goal (and specific

scoped broadly across the entire organization or more focused on specific subsidiaries, TS ———

locations, environment types, platforms, or issues like vulnerabilities or CVEs that your

organization cares about.

Your plan can be exported with the prioritized list of assets and issues, the required effort to address them, and what
impact its execution will have on your overall security score. To make progress tracking easy, the platform monitors your
attack surface for remediation activity and automatically creates a dashboard showing progress for the issues in your
plan’s scope in the Progress Tracker section of the Remediation Planner.

User Praise for the Remediation Planner

It’s kinda brilliant!”

Security analyst, public sector agency

It helps us manage the risk to our business.”

CISO, entertainment and gaming company

This will help us address the AWS/Cloudfront issues we see today.
It will allow us to break up the issues quickly to speed remediation.”

CISO and Chief Privacy Officer, healthcare company
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Remediation Planner

Issues by Type

Figure 1. The Remediation

Planner shows you where to
focus your remediation efforts . ) 4 § :
to achieve your security i - ( " i — P . R
improvement goals. Here, 4 R Issue Type
CyCognito has highlighted 2
that Unsafe Authentication is
a particularly prevalent issue.

Another Key Element in the CyCognito Approach to Efficient Remediation

The Remediation Planner helps you streamline your attack surface protection processes and augments other platform
capabilities. With workflow integrations with other solutions, expert remediation guidance, and automatic remediation
validation, CyCognito helps security and IT teams reduce attack surface risks in a closed-loop process.

In addition, the CyCognito platform offers a number of dashboards to help you analyze and improve your security
posture. For example, there is a complementary Remediation Performance Tracking Dashboard that provides you with
the ability to track and compare the remediation performance of different organizational groups in your enterprise.
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The Remediation Planner in the CyCognito platform is just one of the ways that CyCognito improves your attack surface
protection workflow and delivers more value with less effort than any other system on the market today. To learn more,
visit cycognito.com.
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Palo Alto, CA 94301 the need to understand how attackers view your organization, where they are most likely
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© CYCOGNITO INC. ALL RIGHTS RESERVED. 081721



https://www.cycognito.com

