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Rationale -Project Risk Assessment Report – Project Inception

Risk: “An uncertain event or condition that, if it occurs, has a positive or negative effect on a project’s objectives.  PMBOK©:

Department of information technology requirement

“Prepare a written risk assessment report at the inception of a project and at the end of each product development lifecycle phase or more frequently for large and high-risk projects.  Each risk assessment shall be included as a project activity in the project schedule.  “PROJECT OVERSIGHT PROCESS memorandum

Why an Initial Project Risk Assessment when we have just started?

The best time for doing risk assessment is at the inception of a project. Thinking about the risks of your project should be helpful in planning how the project can avoid, or lessen the risks. This workbook and the Initial Project Risk Assessment Template is structured to help you discover what might impact the success of the project. 

Keep in mind that the constraints that your project will have to deal with, the basic assumptions that you will be working under during the project are all risk factors.
Risk management runs the entire life cycle of the project.

What if we can not answer yes to all the questions, or no to where appropriate? 
It is quite legitimate and acceptable to state that your project has not yet covered the topic, or dealt with it sufficiently. There is no target score for this assessment. The purpose of the document is to develop awareness in the steering committee, project team and within the DoIT Project Oversight and Compliance team of what the project needs to cope with as it progresses through its life cycle. 

Please use the “IF No – Provide an Explanation” or “If Yes, provide an explanation” box to provide information as to how and when the particular item will be dealt with.

Risk Assessment and the IV&V Process

This Initial Project Risk Assessment should be used as input into the IV&V Vendor Risk assessment process and document.

A responsible project will utilize the Independent Verification and .Validation Process to target those areas of greatest risk to the project. Reference to the IV&V target areas will be made as the explanations are given for each of the items in this risk assessment questionnaire.
Risk Assessment and Risk management

Risk Management is a critical part of Project management and is dealt with in the Project Management Plan documentation. Project Issues should be identified and tracked by the project manager with the DoIT Risk and Issue Log template.
· Project Management is Risk Mitigation. It is about how we create and manage a temporary organization to deliver the unique product, service or result!

· Project Management by providing structure to the temporary organization and the solution development/deployment process reduces the risk of counterproductive chaos.

· By communicating Risks with stakeholders we keep them in the loop, and often involve them in risk mitigation or lessening its impact

· By acknowledging that there is risk, we can structure ways of avoiding or effectively dealing with specific risk.
Every Project has risks. Projects are not judged on the number of risks, but rather on how they identify and manage these risks.

The Risk – Issue – Change Management triangle

PMBOK©:

Risk: “An uncertain event or condition that, if it occurs, has a positive or negative effect on a project’s objectives.”

Issue: “A point or matter in question or dispute, or a point or matter that is not settled and is under discussion or over which there are opposing views or disagreements.”

Both Risks and Issues can significant impact a project’s success, and both should be handled in similar ways.
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Change Management is a Risk and Issue Management Strategy. Both Risk and Issue management processes may involve making changes to the project. Change management reduces project risk by providing both audit tracking and appropriate documentation.
Risk Evaluation for this project
The initial risk assessment is focused on five key areas, Impact, Project Organization, Requirements, Technical Risks and Planning Risks. These areas and their questions explore the kinds of pitfalls that other projects have faced, some successfully others not.
In many cases the biggest project risk is not doing the project, but that is no excuse for sloppiness. 
RELATED DOCUMENTATION FOR RISK QUESTIONS: 

	Project Document Abbreviation
	Project Document

	Oversight
	IT Project Oversight Process Memorandum

	Certification
	IT Project Certification Process Memorandum

	Request
	Request for Certification and Release of Funds

	Charter
	Project Charter for Certification

	PMP
	Project Management Plan

	IV&V
	Exhibit A Scope of Work IV&V (IT Contract Template, IV&V Contract Template)


Impact Risk
These questions deal with how even a project that is successful internally might impact or be impacted negatively by other factors. 
	Risk
	Explanation
	Related Documentation

	Has the project leadership read and planned for compliance with the DoIT Project Oversight Memorandum and Project Certification Memorandum?
	Compliance with both is required; non-compliance can impact certification and continuation of the project.
	http://www.doit.state.nm.us/oversight.html


	Have all the cost impacts to the agency/state been documented
	Cost impact of a project is not limited to the cost of the hardware, software or external vendor/contractor fees. The costs of internal staff project team members will need to be accounted for, as well as any internal project management participation as well. Staff training costs are not only the vendor costs for delivery of the training, but the costs of having staff away from their normal duties as well. 
	Charter Section 5.0; PMP 5.3; 6.4; Request: Budget; IV&V Business Process Reengineering PM-12 to PM-14

	Has the impact to daily operations been documented
	Transition to operations is a planning item that must be accounted for within the project. Among the areas to be thought about is the staffing required to support the solution, the location of the application/server, how it will be supported. Will there be a need for training? For additional staffing? What is the interaction/interoperability with other agency applications be managed – what about business continuity and recovery?
	Request: Maintenance Strategy, Interoperability; Charter 2.4 Impact on Organization; 2.5 Transitions to Operations. IV&V Operations Oversight section; Training, especially knowledge transfer for maintenance and operations of the new system.

	Have the impacts to existing processes been documented
	Even when the purpose of a project is to improve and stream line existing processes, the project must plan for the transitions to those better processes. How will end users be trained to understand and plan for these transitions?
	Charter 2.4 Impact on Organization; IV&V Business Process Reengineering PM-12 to PM-14

	Have the schedule impacts to state or agency activities been identified?
	Even when the project’s schedule is based on the necessity to meet a target date because of external date requirements, a project must plan for contingencies. Pre-existing schedules might also impact the deployment of the solution. 
	This would be covered in deployment planning.

	Have the benefits of the project been fully identified?
	The benefits of a project must not only be used in the selling of the project for funding, for certification, and for end users, but must be made as explicit as possible to unearth assumptions, and or further requirements that will spell out success. This explicit process might also unearth items that are out of scope for the project.
	Charter and PMP: Project Background; Business and Technical objectives

	Will the project require funding beyond that originally allocated to the project?
	Internal agency staff time is usually not through about as required funding beyond that originally allocated to the project, but agency management will need to plan around this additional use of staff time. Internal operational funds might be used to supplement allocations, or there may be additional next year funding required. 
	Charter Section 5.0; PMP 5.3; 6.4; Request: Budget

	Has the project included the State procurement Processes and time frames as well as the Project certification/release of funds process in its schedule planning?
	Project schedule planning needs to be realistic and within external processes that impact the project. Each of these external processes may have its own calendar of meetings, deadlines and review procedures that must be met and which could impact the project’s time line.
	Charter 4.0; Certification; PMP: 5.2 Schedule Allocation; 6.9 Procurement Plan; IV&V Procurement (PO-1 to PO-5); IV&V State Oversight PM-38 to PM-40


Project Organization Risks

Project Management by providing structure to the temporary organization and the solution development/deployment process reduces the risk of counterproductive chaos. The following questions relate to how the project itself is organized to deliver the solution.
	Risk
	Explanation
	Related Documentation

	Has sufficient funding been approved for the project
	While the project might have sufficient funds for the acquisition of required Hardware, software or COTS solution, does it have sufficient funding for any additional specialized tasks? Are all required staffing areas covered by either project or operational funding? Have all required staffing positions been identified?
	Charter Section 5.0; PMP 1.2; 5.3; 6.4; Request: Budget; IV&V Project Estimating and Scheduling PM-25 to PM-27

	Has a qualified project manager been assigned to the project
	Initially a project might not have a qualified project manager because the project needs to have its planning funds released through certification process. A valid response would be that a project manager has been lined up pending that certification!
	Oversight; Charter 6.3

	Does the qualified project manager have sufficient time to manage the project?
	Whether internal or contractual, it is vital to the project success that the project manager has the time to manage the project. The Project sponsor and business owner team will need to determine what “sufficient time” means for the project.
	PMP: 5.0

	Has the project identified All relevant stakeholders?
	To avoid surprises, stake holders need to be involved someway from the outset of the project.

The PMBOK© of the Project Management Institute defines project stakeholders:

Project stakeholders are individuals and organizations that are actively involved in the project, or whose interests may be affected as a result of project execution or project completion. They also exert influence over the project’s objectives and outcomes.

This all encompassing definition would have us think about such stakeholders as:

· Cabinet Secretaries

· Agency Division directors 

· CIO-IT Leads

· Project Manager

· IT operations staff

· Business process owners

· System user representatives

· Key project team members

· Training staff

In Short anyone who make be at all impacted. 
	Charter 6.1; PMP 2.1; IV&V Project Sponsorship PM-1 to PM-2

	Is the scope of the project within the agency mission
	This goes to the heart of why the agency is doing the project, spending State resources. Should this project be multi-agency or done by the DoIT organization?
	Charter 2.1

	Are there business owners assigned to the project who have the time and understand responsibilities for the project?
	If a business owner does not have the time to meet with the project manger and stay abreast of the project, delays could develop and also the business owner could be in an embarrassing position of not knowing what is going on. 
	Charter; PMP choice of business owners and Charter 2.2 Governance Structure; PMP 6.2 Governance Plan

	Has a project steering committee been established within a project governance plan?
	A key element of the project, the steering committee sets the scope of the project and the authority of the project manager. The project will suffer if there is not an immediate answer to “who gave you the authority” to do!
	Charter: 2.2.2; PMP: 6.2

	Is there adequate agency staffing resources made available for the project?
	Planning for a project that involves agency staffing resources means coordinating such resources with agency management. There also may be a need for a special skill set not normally available within the agency and needing to be secured from outside, i.e. from another agency or a vendor, or by hiring.
	Charter 6.4; PMP 5.4; 5.5; IV&V Project Estimating and Scheduling PM-25 to PM-27

	Is there a “change management” process established?
	A formal change management process fills the gap when scope, time, budget areas need to be adjusted. It provides the trail so there can be an answer to” When did this decision get made? “What happened to such and such a feature?
	PMP 6.3.1 ; IV&V Change Management PM-16


Requirement Risks

Requirements justify and drive the project. Requirements also provide measurable means of defining and evaluating project success. While somewhat covered in project scope and product deliverables as well as change management, requirements should be developed as a series of product development steps – Business- System – Design – Operations and Deployment- each having its specific documentation. The last question in this section is especially critical to project and product acceptance success.

There is a whole section within IV&V dedicated to requirements: 2.6 Requirements Management. Each Item RM-1 through RM-19 addresses project and product risks.
	Risk
	Explanation
	Related Documentation

	Has the project team documented the initial business requirements for the project beyond the business objectives listed in the project charter?
	Business requirements simply stated are a high level description of what the system must do.  Business Requirements are listed as major features that are needed to satisfy the stated goals, objectives, and strategies for the project.  The Business Requirements provide the guiding direction for the project, and become the foundation for the User Requirements
	Charter 2.2 and 2.3 Business and Technical Objectives.

	Have the stakeholders approved all documented business requirements?
	Buy-in from all stakeholders is vital to the success of the project. A key project task is to analyze requirements to balance stakeholder needs and constraints.
	Requirements sign off documentation

	Are documented requirements defined in measurable terms?
	Without measurable objectives and requirements success is subjective with huge potential for conflicting views of stakeholders, project teams and vendors.
	Starting with Charter 2.2-2.3, PMP 3.1 and Product requirements documentation

	Are requirements prioritized – i.e. essential, conditional, or optional?
	By prioritizing requirements from the start, there is a basis for decision making when conditional or optional requirements prove costly either in time, dollars or solution complexity. 
	Product requirements documentation

	Has an initial impact analysis been performed on the business requirements – i.e., cost, operations, support
	Another way of asking this is whether the business requirements are in-line with agency financial resources, existing staffing etc.
	Product Documentation; Charter 5.0 Budget estimate; IV&V Project Estimating and Scheduling PM-25 to PM-27

	Is there a well defined and institutionalized change control process for requirements?
	A formal change management process fills the gap when scope, time, budget areas need to be adjusted. It provides the trail so there can be an answer to” When did this decision get made? “What happened to such and such a feature?
	PMP 6.3.1

	Has the project established the ability to verify that business requirements can be traced through technical design, system building or software coding/ configuration and test phases to verify that the system performs as intended and contains no unnecessary elements?  
	This holistic approach to requirements is meant to be protective of the state’s investment in the project.
	IV&V RM 4


Technical Risks

This set of questions relate to the underlying technology for the project and covers aspects that should be spelled out in the PMP Technical Strategy Section. The Business Continuity question is also covered elsewhere. 
The IV&V Exhibit A contains a detailed technical risk section 2.7 Operating Environment; Other sections are worth reviewing with software development or even customization projects: 2.8 Development Environment; 2.9 Software Development; 2.10 System Acceptance Testing; 2.11 Data Management.
	Risk
	Explanation
	Related Documentation

	Is the project planning to use an existing technology?
	There is less risk to work with known technology
	PMP: 4.2.1 Technical Strategy

	Is the project planning to implement a COTS (Commercial Off the Shelf”) solution?
	The build or buy question is a significant one for projects. With specialized agency business requirements a well established COTS package used by other state or government agencies could lessen the risk of the project. 
	PMP: 4.2.1 Technical Strategy

	If COTS solution is anticipated will it require significant customization, other than built in set-up/start up configurations
	Customization of a vendor’s COTS package greatly adds to the complexity and risk of a project.
	PMP: 4.2.1 Technical Strategy

	Does the agency or State (DoIT) have experience with the underlying technology or hardware/operating system environment?
	Embarking on a project when an agency’s staff is not experienced in the technology provides risk. 
	PMP: 4.2.1 Technical Strategy

	Is a test environment part of the project or is there an existing test environment that mirrors the production environment?
	Critical systems should have three environments, a development environment, a test environment and a production environment. Untested changes should never be applied to a production environment.
	PMP: 4.2.1 Technical Strategy

	Is there at least a tentative plan for Business Continuity?
	Once established a solution should have a back-up and business continuity plan, and this planning should start from day one of the project.
	Request: Security Strategy(Summarize Plan for Security, Backup and Disaster Recovery); Charter: 2.5 Transition to Operations


Planning Risks

Responsible project planning includes building risk management in the process and also includes an estimation process, contingency planning, product planning methodology, and adequate identification of assumptions, constraints, dependencies and other such risk factors. 
	Risk
	Explanation
	Related Documentation

	Does the plan include the appropriate time and cost contingency?
	The lack of schedule flexibility or contingency funds can add risk to the project.
	Charter: 4.0; 5.0; PMP 5.1, 5.2, 5.3; IV&V Project Estimating and Scheduling PM-25 to PM-27

	Does the plan include the appropriate time and cost estimates?
	A well defined work breakdown schedule facilitates estimation of time and costs of a project. The project that works backward from a budget or appropriation is at some risk.
	Charter: 4.0; 5.0; PMP 5.1, 5.2, 5.3; IV&V Project Estimating and Scheduling PM-25 to PM-27

	Has a product planning methodology been chosen appropriate for the complexity of the solution and the knowledge of the project team?
	Required: “During the project management lifecycle, agencies shall select and implement a phase product development lifecycle methodology approved by the Department.” PROJECT OVERSIGHT PROCESS Memorandum 
	PMP: 4.2

	Has the project adequately identified the constraints and assumptions of the project?
	Constraints and Assumptions are risk factors. The more these are made explicit the more the project is able to deal with and around them.
	Charter 7.0;9.0 PMP 1.3; 1.5

	Has the project adequately identified the project risks, with probability, impact, mitigation and or contingencies?
	This is an on-going process, but especially critical at the outset of the project. This document is part of that process.
	Request: Significant Risks and Migration Strategy; Charter 10.0; PMP 1.6 and Section 6.1

	Are there significant dependencies on other projects or staff resources?
	Dependencies can impact schedule and cost of projects, and need to be spelled out from the outset. These are especially important to raise with Sponsors, Business Owners and Steering Committees
	Charter 8.0; PMP 1.4


Initial Risks Identified In Project Charter and/Or Project Management Plan
Instructions for completing the risk identification table

Risk Name – should easy reflect the challenge without detail 

Description - Describe the risk’s characteristics and explain why this risk is perceived to have the potential to affect the outcome of the project.
Probability and Impact 
 - Probability should be measured as the likelihood of that the risk will occur.  Impact should be measured in terms of deviations from the schedule, effort, or costs from the schedule if risks occur.
· Probability Levels: Certain, Expected, Likely, Possible, Unlikely

· Impact Levels: Very High, High, Medium, Low, Very Low

Mitigation Strategy - Identify what actions can be taken in order to reduce the probability of the risk, or to reduce its impact on the project.

Contingency Plan 
Identify what actions will be taken when the risk materializes and threatens the scope, budget, or the schedule of the project.


 [Risk 1 Name]

	Description - 


	Probability 
	Impact 


	
	Mitigation Strategy 

	
	Contingency Plan 
 


[Risk 2 Name]

	Description - 


	Probability 
	Impact 


	
	Mitigation Strategy 

	
	Contingency Plan 
 


Attached Project Risk Log – After Initial Assessment
After the initial project risk assessment, please attach the project’s Risk Log with the revised reports during the product development phases as per:

“Prepare a written risk assessment report at the inception of a project and at the end of each product development lifecycle phase or more frequently for large and high-risk projects.  Each risk assessment shall be included as a project activity in the project schedule.  “PROJECT OVERSIGHT PROCESS memorandum

The DoIT Risk and Issues Template should be used by projects to track risks and report them to DoIT as required by the Project Oversight Process.
Risk Calculation Example
This is a table from the DoIT Risk and Issues Log Template spreadsheet that calculates Risk
· Probability Levels: Certain, Expected, Likely, Possible, Unlikely

· Impact Levels: Very High, High, Medium, Low, Very Low

The DoIT Risk and Issues Log Template uses these calculations for Probability and Impact which are usually hidden fields.


	Number
	Risk
	Probability
	Impact
	 
	Rating
	 
	Probability
	Impact

	1
	Risk
	Certain
	Very High
	
	0.9025
	
	0.95
	0.95

	2
	Risk
	Expected
	High
	
	0.5625
	
	0.75
	0.75

	3
	Risk
	Likely
	Medium
	
	0.3025
	
	0.55
	0.55

	4
	Risk
	Possible
	Low
	
	0.1225
	
	0.35
	0.35

	5
	Risk
	Certain
	High
	
	0.7125
	
	0.95
	0.75

	6
	Risk
	Expected
	Medium
	
	0.4125
	
	0.75
	0.55

	7
	Risk
	Likely
	Low
	
	0.1925
	
	0.55
	0.35

	8
	Risk
	Unlikely
	Very Low
	
	0.0225
	
	0.15
	0.15

	9
	Risk
	Certain
	Low
	
	0.3325
	
	0.95
	0.35

	10
	Risk
	Certain
	Very Low
	
	0.1425
	
	0.95
	0.15

	11
	Risk
	Expected
	Medium
	
	0.4125
	
	0.75
	0.55

	12
	Risk
	Expected
	Low
	
	0.2625
	
	0.75
	0.35

	13
	Risk
	Possible
	Very High
	
	0.3325
	
	0.35
	0.95

	14
	Risk
	Likely
	High
	
	0.4125
	
	0.55
	0.75

	15
	Risk
	Possible
	Medium
	
	0.1925
	
	0.35
	0.55

	16
	Risk
	Likely
	Medium
	
	0.3025
	
	0.55
	0.55

	Legend:
	
	
	
	
	
	
	
	

	 
	Minimum risk - Acceptable
	
	
	
	
	

	 
	Some risks - Monitor at PM/Team Level
	
	
	
	

	 
	High risks - Active monitoring with ongoing Contingency/Mitigation activity

	 
	Show stoppers - Active participation with steering committee to mitigate


Appendix A: A Framework for Project Risk Management Plan

The DoIT Project Management Plan contains section 6.1 Risk and Issues Management with elements of a Risk management Plan. The following section contains significant elements of a Project Risk Management of which this workbook and the Initial Project Risk assessment is a part.
1. DoIT Project Risk Probability and Impact measurement categories 

· Probability Levels: Certain, Expected, Likely, Possible, Unlikely

· Impact Levels: Very High, High, Medium, Low, Very Low

· Calculated Risk Rating: Risk rating to be used for action-following as shown below:
	Legend:
	
	
	
	
	
	
	
	

	 
	Minimum risk - Acceptable
	
	
	
	
	

	 
	Some risks - Monitor at PM/Team Level
	
	
	
	

	 
	High risks - Active monitoring with ongoing Contingency/Mitigation activity

	 
	Show stoppers - Active participation with steering committee to mitigate


2. Initial Project Risk Assessment Template with Workbook 

Department of information technology requirement

“Prepare a written risk assessment report at the inception of a project and at the end of each product development lifecycle phase or more frequently for large and high-risk projects.  Each risk assessment shall be included as a project activity in the project schedule.  “PROJECT OVERSIGHT PROCESS memorandum

The initial risk assessment is focused on five key areas, Impact, Project Organization, Requirements, Technical Risks and Planning Risks. These areas and their questions explore the kinds of pitfalls that other projects have faced, some successfully others not.
3. DoIT Risk and Issue Log Template

This DoIT Risk and Issue Log Template will be submitted with the periodic written risk assessment report to be submitted at the end of each product development lifecycle phase or more frequently for large and high risk project.

[image: image2.png]K L
Number  Risk Probability Impact Rating Contingency Plan Mitigation Plan

1 Example Certain High





This Risk and Issue Log Template builds on the DoIT probability and Impact categories and calculates the Risk Rating for which the legend in item #1 should be used to determine type of action to be taken.

The DoIT Risk Reporting Long Form Template

This template is intended for projects that would like to collect and manage more risk and risk mitigation information than is supported in the DoIT Risk and Issue Log Template.
4. Periodic Risk Assessment reports during product development life cycle

This requirement of the DoIT Project Oversight Process memorandum is based on the assumption that as a project works through its phases and especially the product development life cycle it will address the identified risks, and most probably become aware of new risks. It is also assumed that the project will develop a risk matrix for the pilot and deployment process. 

These transitions to operations or go-live risks are a subset of the project risks and should be used for the detailed planning for this critical last phase of the project and product solution process.
5. IV&V Initial Risk Assessment and periodic reports

While “Conduct Initial Risk Assessment” is a mandatory IV&V activity, “Risk Management” activity is a desired activity as part of an overall project risk management plan


	Conduct Initial Risk Assessment
	IM-2
	Prepare and deliver an Initial Risk Assessment report on the required activities. Report on status of each activity and on the effectiveness of Project management and whether the Project activities are meeting the objectives set forth by the Project. (see Deliverables for more details)

	Risk Management
	PM-15
	Verify that a Project Risk Management Plan is created and being followed.  Evaluate the Projects risk management plans and procedures to verify that risks are identified and quantified and that mitigation plans are developed, communicated, implemented, monitored, and complete.


6. Risk Management Report Long Form Template

While the DoIT Risk and Issue Log Template combines a risk log with summary treatment of the contingency and mitigation plans, a project might well elect to use the fuller DoIT Risk Report Template shown below
Risk Report (To be used with DoIT Risk and Issues Log Template)

Project: 
	Section I:  Initial Notification

	Reported  By:  
	Reported Date:  

	Description:  

	Probability of Occurrence:  

	Severity of Impact on Project:  

	Mitigation Strategy:  

	Initial Criticality:   (Mark One)

	Low Risk,   Green
	
	Medium Risk,   Yellow
	
	High Risk,   Red
	

	 

	Section II:  Status Tracking Information

	Name of Risk:  
	Tracking ID:   

	Risk Classification:  
	Target Date:   

	Assigned Business Owner:  
	Assignment Date:   

	Current Criticality:   (Mark One)

	Low Risk,   Green
	
	Medium Risk,   Yellow
	
	High Risk,   Red
	


	Section III:  Analysis

	Name of Risk:  
	Tracking ID:  

	Detailed Severity of Impact:  

	Estimated Dollar Value of Impact:  

	Basis for Estimated Probability:  

	Estimated Probability of Occurrence:  

	Mitigation Strategy:  

	Contingency Plan:  

	

	Section IV:  Event Tracking

	Description of Event:  
	Date Taken:  
	Resulting Decision:  

	Initial Analysis Completed:  
	
	

	First Project Status Report Made:  
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Closed:  
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