DATA SECURITY PRIVACY POLICY
General information

HSRI respects the privacy of our clients, study partners, employees and job applicants, and others who may choose to provide personal information.  We recognize the need for appropriate protections and management of personal information that you provide to us.  This Privacy Statement will assist you to understand what types of information we may collect, how that information may be used, and with whom the information may be shared.

What personal information does HSRI process?

Personal Information for purposes of this Privacy Statement is information that identifies or can identify a specific individual.  The Company may collect information about individuals such as their name, address, telephone number or email address. HSRI may collect certain personal information from clients, study partners, employees and candidates for employment. HSRI does not collect personal information when you visit HSRI's web site unless you choose to provide it to HSRI.

Clients and Study Partners
On the HSRI web site you can order products or services, request information, collateral materials, support and training. HSRI will collect personal information from you for these purposes. The types of information you provide to HSRI on these pages may include name, address, phone number, e-mail address, user IDs and passwords, and contact preferences.

Employees and Applicants
HSRI also collects personal information from its employees and applicants (Human Resources data) in connection with its recruiting and hiring activities and administration of its Human Resources programs and functions. 

How does HSRI use client and study partner personal information?

HSRI may use personal information to provide clients and study partners with information and services and to help us better understand your needs and interests. Specifically, we use your information to help you complete a transaction or order, to communicate with you, to deliver products/services to you, to bill you for products/services you purchased, and to provide ongoing service and support. Occasionally we may use your information to contact you to complete surveys that we use for project and quality assurance purposes. Personal information collected online may be combined with information you provide to HSRI through other sources. We may also use it to contact you by electronic or other means such as telephone or mail, to discuss project details and services at HSRI.

HSRI may share the personal information that you have submitted to HSRI with third parties in responding to your requests for products or services or product evaluations. Also, we may on occasion share information to allow selected partners to send you project or study related information.  If you request information on any of our products/services, HSRI may provide your information to third parties who may subsequently contact you directly to fulfill your request.  In these instances, you will not have the opportunity to opt out of having your information shared with these third parties, as the transfer of data is necessary to provide the products or services you requested.

We may need to provide your information to law enforcement agencies if they request it or if we feel this is necessary to protect our business, employers, suppliers or clients. We will only do this once we are satisfied it is appropriate to do so.

How does HSRI use employee, contractor and job applicant personal information?

HSRI uses personal information of its employees, contractors and job applicants for a variety of Human Resources and similar functions, including job applications and hiring programs, compensation and benefit programs, performance appraisals, training, business travel, expense reimbursement, identification cards, access to HSRI facilities and computer networks, employee profiles, internal employee directories, Human Resources recordkeeping, compliance with legal requirements and other employment related purposes.

Unless permitted by relevant laws, or you have agreed to this, HSRI does not use your personal information for a purpose other than as provided in this Privacy Statement or for the stated purpose identified at the time such information is collected, received or stored. Where appropriate under applicable laws, you will be given a more detailed explanation of these data uses at the relevant time.

Social security numbers are only used when necessary for legitimate business reasons. Truncated social security numbers or other identifiers such as employee ID numbers are used when practicable.

Personal information given to HSRI may be transferred within HSRI or to its appointed partners or service providers across state and country borders for efficient data consolidation, storage and simplified information management in accordance with applicable law. We will place appropriate restrictions on the recipients and require them to adequately protect the information according to relevant laws.

With whom does HSRI share personal information?

HSRI may contract with third party service providers and suppliers to deliver products, services and client solutions. HSRI may share personal information with its service providers and suppliers for the sole purpose and only to the extent needed to support the clients' needs. Service providers and suppliers are required to keep confidential and secure the personal information received from HSRI and may not use it for any purpose other than as originally intended.

Human Resources data may be shared with third party vendors for the exclusive purpose of enabling the vendor to provide service or support to HSRI in connection with these Human Resources programs and functions. Personal data concerning HSRI employees is not shared with third parties for non-employment related purposes, unless disclosure of such information is reasonably necessary to comply with any applicable law, legal process, or enforceable governmental inquiry.

Third party vendors, service providers and suppliers receiving personal information are expected to apply the same level of privacy protection as contained in this Privacy Statement. However, unless otherwise dictated by law or agreement, HSRI is not responsible for any improper use by such parties.

Unless permitted by relevant laws, or you have agreed to this, HSRI will not share personal information you provided to HSRI with any other third parties without your permission.
Choice and Consent

HSRI does not require that clients, partners or non-employee visitors to HSRI website to provide HSRI with personal information. The decision to provide personal information is voluntary. If you do not wish to provide the personal information requested, however, you may not be able to proceed with the activity or receive the benefit for which the personal information is being requested. To exercise any opt out rights under applicable laws, please notify HSRI of your desire to do so at HSRI, 2336 Massachusetts Avenue, Cambridge, MA 02140.  It may take a reasonable period of time to process your request.

HSRI employees and applicants for employment are required to provide HSRI with personal information as a condition of employment, or applying for employment, with HSRI. This information is used by HSRI and may be shared with third party vendors in connection with HSRI's administration of its Human Resources programs and functions consistent with the terms of this Privacy Statement and applicable law.

Sensitive Information

Sensitive information is defined for purposes of this Privacy Statement as personal information specifying medical or health conditions, racial or ethnic origin, political opinions, religious or philosophical beliefs, trade union membership, or information specifying the sex life of the individual.

Except as provided below, HSRI does not request or receive sensitive information from visitors to our web site. HSRI may receive sensitive information such as medical or health conditions, or race and ethnic data regarding its study subjects as part of projects and from employees or their dependents in connection with the administration of its health and welfare benefit plans, or as part of government mandated recordkeeping requirements where required by law. Such information will not be shared with third parties except as permitted by applicable law or as required in connection with running a Study or administration of Human Resources programs. In addition, sensitive information that has not been made public by an affected employee will not be used for a purpose other than its original purpose without the employee's approval unless allowed under applicable law. Where appropriate under applicable laws, you will be given a more detailed explanation of sensitive information uses at the relevant time.

Access to and accuracy of personal information

HSRI strives to keep your personal information accurate. We have implemented technology, management processes and policies to maintain data integrity. HSRI will take reasonable steps to ensure that the data is complete, accurate and reliable for its intended use. We will provide you with access to your information when reasonable, or in accordance with relevant laws, including making reasonable effort to provide you with access and the opportunity to change your information. To protect your privacy and security, we will also take reasonable steps to verify your identity before granting access or making changes to your data. Requests to delete personal data are subject to any applicable legal and ethical reporting or document retention obligations. A request to access, delete or correct your personal information may be made to HSRI, attention: Dave Nethaway, Vice President, HSRI, 2336 Massachusetts Avenue, Cambridge, MA 02140

. 
Security of Personal Information

HSRI is committed to taking reasonable efforts to secure the personal data you choose to provide us. To prevent unauthorized access, maintain data accuracy, and ensure the correct use of information, we have put in place appropriate physical, electronic, and managerial procedures to safeguard and secure the information we collect.  HSRI employs industry-standard physical and logical access controls that change in response to the changing regulatory and threat environments including Internet firewalls, intrusion detection, anti-virus protection, and network monitoring, and, where appropriate, Secure Socket Layer (SSL) or similarly encrypted browsers. In addition, access to sensitive information as defined in this Privacy Statement is limited to those individuals and agents having a need to know.

HSRI protects the confidentiality and security of social security numbers. HSRI prohibits the disclosure of social security numbers for any unlawful purpose. HSRI takes measures to limit access to information and documents that contain social security numbers.

Other Information/Logging and Cookies

HSRI uses a third party vendor to help us measure how visitors use our website.  The information collected may include pages visited, navigation patterns, etc.  Although the vendor logs the information coming from our site on our behalf, HSRI controls how this data may or may not be used.
HSRI also uses cookies on some of its web site. Cookies are identifiers that can be sent from a web site via your browser to be placed on your computer’s hard drive. Thereafter when you visit a web site, a message is sent back to the web server by the browser accessing the web site. You may elect not to accept cookies by changing the designated settings on your web browser. However, not utilizing cookies may prevent you from using certain functions and features of web sites. You can set your browser to notify you when you are sent a cookie, giving you the chance to decide whether or not to accept it. The information we collect and analyze is used to improve our service to you and personalize your web-browsing experience.

Links to Non-HSRI Web Sites and Third Parties

The HSRI web site may provide links to third-party web sites for your convenience and information. If you access those links, you will leave the HSRI web site. HSRI does not control those sites or their privacy practices, which may differ from HSRI’s. We do not endorse or make any representations about third party web sites. The personal data you choose to give to unrelated third parties is not covered by the HSRI Privacy Statement. We encourage you to review the privacy policy of any company before submitting your personal information.

Verification

HSRI will engage in periodic self-assessment of its compliance with this Privacy Statement.

Contact Information

If you have any questions or comments regarding this Privacy Statement or believe that the privacy of your personal information has not been respected, you may make a written submission to the attention of Dave Nethaway, Vice President, HSRI, 2336 Massachusetts Avenue, Cambridge, MA 02140
Dispute Resolution

Dispute resolution for all individuals shall be in accordance with applicable law and Company policy.

Personal information of our clients' clients

When we provide services to our clients, in some instances we process personal information about their clients ("Client Information") on their behalf. In these situations it is our clients rather than we who decide the reasons for which the Client Information will be processed. For details of how the Client Information will be used and protected, and details of how to access or correct the information, please refer to the privacy policy of the HSRI client to whom you submitted your personal information. Relevant laws may oblige clients to require that we comply with the same security rules that they are subject to under such laws.

Changes to this Statement

HSRI will review and update this Statement periodically, and will note the date of its most recent revision below.

Revised: January 2010
