THE INSTITUTE OF COMPANY SECRETARIES OF INDIA

‘ICSI HOUSE’, 22 INSTITUTIONAL AREA, LODI ROAD

NEW DELHI – 110 003


PART ‘A’

Sealed tenders are invited for Program Management Consultancy on Security Audit Services (SAS) for the hosted systems, applications, data centers and Disaster Recovery Centers of ICSI as per the scope of work annexed as Part – ‘C’ to this tender document.   The terms and conditions governing the instant Tender are as under:

1. The sealed tenders are to be submitted in prescribed format on your business letter head duly stamped and signed and dated on each page of Part ‘A’, ‘B’  ‘C’ and ‘D’ as their unconditional acceptance to the terms prescribed by the Institute.  Details/supporting documents wherever applicable, if attached with the tender should be fully authenticated by the tenderer/s.  No over-writings shall be accepted unless authenticated with full signature of the tender/s.

2. The sealed tenders duly superscripting, “Tenders for Security Audit Services due on 17th August 2009“ should be addressed by name to Shri N.K. Jain, Secretary & Chief Executive Officer, The ICSI and sent at the Institute’s address given above either by registered post/speed post/or by hand delivery at the Reception Counter of the Institute on or before  17th August 2009 by 3.00 PM .  The Institute shall not be liable for any postal delay.   Tenders received after the stipulated date and time will not be entertained.  The tender will be opened on 18th August 2009 at 2.00 PM for which no separate communication will be made.

3. Non acceptance of the terms & conditions as stated in Part – ‘A’ and non-submission of the stipulated Earnest Money Deposit (EMD) shall render the Tender invalid.  Only Tenderers whose INFRASTRUCTURE particulars as stated in Part – ‘B’ are determined to be in consonance with Institute’s requirements shall be considered further in the Tender Evaluation Process.

4.   a)
The vendors are required to study the Institute’s complete set-up, services the scope of work while quoting for the charges for the same.

…..2/-
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b) Prices inclusive of all statutory and other components (net to Institute) for SAS should be quoted by the vendors.  Further the selected vendor will be required to depute a team of qualified Security Audit Consultants to carry out the tasks pertaining to SAS till the assignment as per the scope of work is completed to the satisfaction of the Institute as per a planned schedule to be submitted by the vendor as a part of the bid. Resumes of the team of consultants who will carry out the SAS should be enclosed while forwarding the bids. These consultants must be on the pay roll of the vendor for a minimum duration of 6 months (proof on the same must be submitted with this bid). SAS charges will be paid only as per the payment plan annexed as Part - ‘D’ to this document.
c) Payment of any kind what so ever, will not be made for the team of consultants working on this project for travelling to the office on holidays in case of exigencies etc.
d) Escalation matrix up to the level of CEO must be provided with phone number and email address of all personnel in the matrix.

5. Vendors are required to deposit Rs.50,000/- towards earnest money by way of crossed demand draft in favour of  “The Institute of Company Secretaries of India” payable at New Delhi. The earnest money of unsuccessful bidders will be refunded without interest within 90 days of opening the tender. In the case of successful bidders, the earnest money deposited will be treated as security deposit and will be held for the entire period of the project and shall be refunded without interest subject to satisfactory performance. In the case of contravention of the various terms and conditions as stated in the tender documents and Service Level Agreement (to be finalised broadly on the basis of the terms and conditions of the tender document after the vendor is selected) , the security deposit will be liable for forfeiture.
6. Vendors are required to submit with bid a timeline for the project. In case the vendor can not finish the project as per the above defined time line, a daily penalty of Rs.1,000/- or 1% of the bid amount whichever is higher will be enforced.
7. All support as is required for penetration testing and development of reports will have to be arranged by the vendor.
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8. The reports to be submitted by the vendor must be properly structured with full details of the persons preparing the report and quality controls done. These reports will have to be defended in front of the Information Technology (IT) Committee, HOD meeting & other staff meetings.
9. The vendor as a Program Management Consultant for Security Audit Services will be responsible not only for evaluation but for ensuring that the action is taken on the report by various entities in the Institute.  A weekly report on the action taken by the various departments in the Institute will have to be submitted on the fixed day of the week till the time that each and every entity is configured as per the recommendation.
10. It will be the responsibility of the vendor to upgrade all the documentations regarding configuration as is maintained through the offices of the Institute.  
11. The vendor will be a part of the Weekly Review Committee Meeting starting from the initiation of the assignment till the closure which is successful configuration, as per the advice of the vendor by the offices of the Institute and issue a certificate for the same.
12. All disputes, difference, claims and demands arising under or pursuant to or touching the contract shall be referred to the Arbitrator to be appointed by the Secretary & CEO.  The Institute of Company Secretaries of India, New Delhi.  The decision of the sole Arbitrator shall be final and binding on both the parties under provisions of the Arbitration and Conciliation Act, 1996 for the time being in force.  Such Arbitration shall be held at Delhi.

13. Secretary & CEO of the ICSI reserves the right to accept or reject any or all tender/s bid received and such decision shall be final.
14. For any details / clarifications, Shri Ankur Yadav Senior Director (IT) (0120-4264445) may be contacted.

Date:21st July 2009





                    ( P K Grover )

                                                                                                                   Director 

THE INSTITUTE OF COMPANY SECRETARIES OF INDIA
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PART ‘B’ INFRASTRUCTURAL BID

	Sl.No.
	Particulars.
	Response

	1
	Name and complete address of the Tendered/Company
	

	1a.
	Address of sub-offices at 4 metros of the Company.
	

	2
	Tele/Fax/E-mail/Cell No. Of the Company
	

	3
	Contact person’s name & residence telephone No.
	

	4
	Details of registered office, if any along with contact person’s name and telephone Nos.
	

	5
	Legal status i.e. public / private limited / any other along with documentary evidence
	

	6
	Composition of Directors/ Partners etc
	

	7
	Income-tax registration number along with documentary evidence
	

	8
	A) Sales tax registration number along with documentary evidence

B) Please also specify, if you are registered with appropriate Authority    under Works Contract Act, 1999. (Please provide details)
	


	9
	List of clients to whom Security Audit Services provided in last 1 year provided with details of company, brief summary of  the project, value of business, concerned person name & his telephone no. (Please attach full details)
	

	10
	List of similar projects currently on hand and under execution with details of Company, Value of business, brief summary of the projects and concerned person name & his telephone no. (Please attach full details).
A) Please indicate the system software  you generally utilise for various activities to be performed under SAS and your level of association.
	

	11
	Please indicate in full the following details:

A) Manpower available – Technical & Non-technical  Number and name of the personnel who can provide SAS support and do trouble shooting.

B) Turnover of the company as a whole and pertaining to SAS for last 3 financial years 
(Please attach supporting documents)
	

	12
	Name, Qualification &  exposure of the person./ persons who will be deputed at the site (Resume should be attached)
	

	13
	Paid up capital of the firm.
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Part – ‘C’   SCOPE OF WORK
The Institute of Company Secretaries of India is a statutory body under the act of parliament. It has its head office at 22, Institutional Area, Lodi Road, New Delhi. The Institute has also other two offices  i.e. one at C-37, Sector – 62, Noida and another at 4, Institutional Area, Prasad Nagar in New Delhi, NCR are connected on VPN. The Institute has its web server currently collocated at M/s Spectranet. Seven offices of the Institute are also integrated through VPN with the primary data center at Noida Office. DR data center is located at its Lodi Road, New Delhi Office. The Institute has also around 65 chapter offices that are accessing the applications through internet.
As a part of its ongoing processes, the Institute has implemented Oracle based Enterprise Resource Planning (ERP) system, Microsoft Share-point workflow based Document Management System, Microsoft Office Communication Server and Exchange Server based Office Automation system. In addition to this, Linux Server has also been implemented. The complete project under the name COSMIC is under launching by the Institute in the public domain.
Scope of Work for the Security Audit at ICSI 
The security audit exercise to be undertaken at ICSI should primarily aim at identifying major vulnerabilities of the hosted system from internal and external threats. Once the threats are identified the auditors should also suggest possible remedies from hardware ( Data Centre), system software ( OS, servers etc), applications ( ERP, DMS, OA) and practices followed ( Log in process, password allocation and change, process for adding & modifying users, process for online user log in id & password allocation and authentication). The exercise should also undertake a review of the Information security policy document and suggest additions and deletions in light of the implementation of COSMIC project. 
The  audit should cover the portal http://www.icsi.edu which is co-located in addition to all the servers  at the Data Centre & DR site. The audit at DR site must include physical testing by simulation of disaster.

 Web Security Audit/ Assessment 

The standard used for Website Testing is OWASP (Open Web Application Security Project). The OWASP 2007 Top Ten represents a broad consensus about what are the most critical application security flaws. The following table summarizes the OWASP 2007 Top Ten Most Critical Application Security Vulnerabilities:

	Top Ten Most Critical  Application Security Vulnerabilities

	1. 
	Cross Site Scripting (XSS)
	XSS flaws occur whenever an application takes user supplied data and sends it to a web browser without first validating or encoding that content. XSS allows attackers to execute script in the victim's browser which can hijack user sessions, deface web sites, possibly introduce worms, etc.

	2. 
	Injection Flaws
	Injection flaws, particularly SQL injection, are common in web applications. Injection occurs when user-supplied data is sent to an interpreter as part of a command or query. The attacker's hostile data tricks the interpreter into executing unintended commands or changing data.

	3. 
	Malicious File Execution
	Code vulnerable to remote file inclusion (RFI) allows attackers to include hostile code and data, resulting in devastating attacks, such as total server compromise. Malicious file execution attacks affect PHP, XML and any framework which accepts filenames or files from users.

	4. 
	Insecure Direct Object Reference
	A direct object reference occurs when a developer exposes a reference to an internal implementation object, such as a file, directory, database record, or key, as a URL or form parameter. Attackers can manipulate those references to access other objects without authorization.

	5. 
	Cross Site Request Forgery
	A CSRF attack forces a logged-on victim's browser to send a pre-authenticated request to a vulnerable web application, which then forces the victim's browser to perform a hostile action to the benefit of the attacker. CSRF can be as powerful as the web application that it attacks.

	6. 
	Information Leakage and Improper Error Handling
	Applications can unintentionally leak information about their configuration, internal workings, or violate privacy through a variety of application problems. Attackers use this weakness to steal sensitive data, or conduct more serious attacks.



	7. 
	 Broken Authentication and Session Management
	Account credentials and session tokens are often not properly protected. Attackers compromise passwords, keys, or authentication tokens to assume other users' identities.



	8. 
	Insecure Cryptographic Storage
	Web applications rarely use cryptographic functions properly to protect data and credentials. Attackers use weakly protected data to conduct identity theft and other crimes, such as credit card fraud.

	9. 
	Insecure Communications
	Applications frequently fail to encrypt network traffic when it is necessary to protect sensitive communications.

	10. 
	Failure to Restrict URL Access
	Frequently, an application only protects sensitive functionality by preventing the display of links or URLs to unauthorized users. Attackers can use this weakness to access and perform unauthorized operations by accessing those URLs directly.


To ensure that the implemented COSMIC system at ICSI is free from the above vulnerabilities the audit exercise will need to undertake the following activities:
1. Undertake comprehensive audit of the ICSI security policy document. Such an audit must be all inclusive and must bring out policy issues pertaining to all systems under operation at ICSI. Suggest inclusions of policies in light of the COSMIC project.

2. Identify the security vulnerabilities, which may be discovered during the COSMIC  website security audit including cross-site scripting, Broken  links /Weak session management, Buffer Overflows, Forceful browsing, CGI-BIN manipulation, Form/ hidden field manipulation, Command injection, Insecure use of cryptography, Cookie posing, SQL injection, Server miss-configuration, Well known platform vulnerabilities, Errors triggering sensitive information, leak etc. 
3. Requirements and analysis performed to increase overall security posture;

4. Identification and prioritization of various risks to the web applteication in COSMIC solution;

5. Identify remedial solutions and recommendations for making the web application secure.

6. Undertake comprehensive audit of the failover process, disaster management and business continuity features of the COSMIC project. Suggest remedial measures for any inconsistencies found in exact replication of the data from the main server to the DR server.
7. Simulation of Disaster situation and evaluation of all recovery processes and related time study to recover the system.
8. Undertake user profiling and suggest specific access methodologies and privileges for each category of the users identified. 
9. Undertake special audit of the web based processes participating in financial transactions. Bring out any vulnerability as faced by such transactions. Suggest remedial measures so as to make these transactions over the web absolutely secured. 

10. Undertake special audit of the SSL authenticated transactions undertaken by ICSI. Bring out any identified vulnerabilities of such transactions. Suggest remedial measures for any risks to SSL based transactions on the system.

11.  Undertake audit of the digital signatures used for signing financial as well as non financial transactions on the system. Bring out strength of the digital signatures, its legal admissibility and appropriateness for use with in the organization.

The auditors will have to carry out an assessment of the vulnerabilities, threats and risks that exist in COSMIC system through Internet Vulnerability Assessment and Penetration Testing. This will include identifying remedial solutions and recommendations for implementations of the same to mitigate all identified risks, with the objective of enhancing the security of the system. The bidder will also be expected to propose a risk mitigation strategy as well as give specific recommendations to tackle the residual risks emerging out of identified vulnerabilities assessment. The COSMIC system should be audited as per the Industry Standards and also as per the OWASP (Open Web Application Security Project) model. The auditor is expected to submit the final audit report after the remedies/recommendations are implemented and confirmed with retest. The Final Report will certify the COSMIC system is “Certified for Security”. 

After the report is submitted by the auditors ICSI will be expected to remove all the vulnerabilities. The Audit Firm/company has to submit a summary compliance report at the end of the assessment phase and the  final report should certify that the COSMIC system  is “Certified fit for hosting”.

  Deliverables and Audit Reports

The successful bidder will be required to submit the following documents  in printed format (2 copies each) after the audit of the COSMIC system at ICSI. 

(i) A detailed report with security status and discovered vulnerabilities weakness and mis-configurations with associated risk levels and recommended actions for risk mitigations.

(ii) Summary and detailed reports on security risk, vulnerabilities and audit with the necessary counter measures and recommended corrective actions to be undertaken by ICSI.
(iii) Certificate with details that the necessary remedial action has been taken by the ICSI as per the vulnerabilities discovered.
(iv) All deliverables shall be in English language and in A4 size format.

(v) The vendor will be required to submit the deliverables as per agreed implementation plan.

The technical proposal of the firm must clearly bring out the methodology proposed to be used by the auditor for undertaking the proposed audit, the specific tools proposed to be used for the audit purpose, audit standards to be utilized for undertaking the proposed audit, similar works undertaken elsewhere and credentials received from these clients and profile of the staff proposed to be deployed for the assignment with their detailed CVs.  Due weightage will be given to the technical proposal which must be supported by dummy TOC(Table of Contents) and Timelines of each activity.
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Part – ‘D’   PAYMENT PLAN

1. Completion of First Audit and submission of complete Security Audit Reports as per the Scope of work specified in Part – ‘C’
=
40% of the quoted amount.
2. Completion of Second Audit and submission of complete Security Audit Reports as per the Scope of work specified in Part – ‘C’
=
20% of the quoted amount.

3. Completion of Third Audit and submission of complete Security Audit Reports as per the Scope of work specified in Part – ‘C’
=
10% of the quoted amount.
4. Certificate on compliance
=
30% of the quoted amount.
