Toolkit To Develop 

A School Data Protection / Information Security Policy 

School Data Protection and Security Policy
Introduction

This document sets out Woodchurch Road Primary School policy and procedures regarding Data Protection; it is based on the 1998 Data Protection Act which came into force on 1st March 2000.

The purpose of the data protection legislation is to regulate the way that personal information about individuals, whether held on computer or in a manual filing system, is obtained, stored, used and disclosed. The legislation grants rights to individuals, to see data stored about them and to require modification if the data are incorrect, and, in certain cases, to compensation. These provisions amount to a right of privacy for the individual.

The Data Protection Act 1998 (the Act) requires that all processing of personal data must be notified to the Information Commissioner, and that personal data must be kept and used in accordance with the provisions of the Act. See www.ico.gov.uk
Definitions

To aid the understanding of this document and the provisions of Act, the following definitions may be of use:

Data is information which is:

· Being processed by means of equipment operating automatically in response to instructions given for that purpose, or

· Recorded with the intention that it should be processed by means of such equipment, or

· Recorded as part of a manual filing system or with the intention that it should form part of a relevant filing system, i.e. a structured filing system, or

· Held as part of a record to which public access is allowed.

Data Controller (for the purpose of this document) means the school, as the organisation which determines how data are processed.
Data Processor means any person, who processes data on behalf of the data controller, e.g. someone contracted to the school to produce documents containing personal data.

Data Subject is the individual about whom personal data are held.

Personal Data means data about a living individual who can be identified from that information (or from that and other information in the possession of the data controller). This includes an expression of opinion about the individual, but not any indication of the intentions of the data controller or any other in respect of that individual.

Sensitive Personal Data means personal data consisting of information in any of the following categories:

· Racial or ethnic origin of the data subject

· His/Her political opinions

· His/Her religious beliefs or other beliefs of a similar nature

· Whether he/she is a member of a trade union

· His/Her physical or mental health or condition

· His/Her sexual life

· The commission or alleged commission by him/her of an offence

· Any proceedings for any offence committed or alleged to have been committed by him/her, the disposal of such proceedings, or the sentence of any court in such proceedings.

Processing is very widely drawn and means obtaining, recording or holding the information or data, or carrying out any operation or set of operations on the information or data, including organisation, adaptation or alteration, disclosure and destruction of the information or data.

Relevant Filing System means any manual filing system which is structured and refers to identifiable individuals, the information relating to those individuals being readily accessible.

Special Purposes means any one or more of journalistic, artistic or literary purposes.
The Principles of The Data Protection Act 1998 

The eight principles which form the basis of the Act state that data must be:

· Fairly and lawfully processed


Data must be processed fairly and lawfully. Nobody should be deceived or misled about the purpose for 
which their data is to be processed. 

· Processed for limited purposes


Personal data can only be obtained for specified and lawful purposes.
· Adequate, relevant and not excessive


The data must be sufficient to meet the purpose but not provide more information than the purpose 
requires, or provide information outside the scope of the purpose.

· Accurate


The personal data must be accurate when recorded, and accuracy must be maintained throughout the 
lifecycle of the data.

· Not kept for longer than is necessary.


Personal data must not be kept for any longer than is necessary for the purpose for which it was obtained. 

· Processed in line with the rights of the subject of the data


Data subjects have the right to access their personal data and can request that inaccurate data is 
amended.

· Stored and processed securely


All necessary measures must be taken to prevent unauthorised or unlawful processing of personal data 
and to protect personal data against loss, damage or destruction.

· Not transferred to countries without adequate protection


Personal data must not be transferred to a country outside the European Economic Area unless that 
country has in place a level of data protection comparable to that in the EU.  

Responsibilities

The school’s Senior Information Risk Officer (SIRO) is (insert name or title). and has the following responsibilities::

· They own the information risk policy and risk assessment

· They appoint the Information Asset Owners (IAOs) 

· They act as an advocate for information risk management 
The Senior Information Risk Owner (SIRO) is a senior member of staff who is familiar with information risks and the organisation’s response. Typically, the SIRO should be a member of the senior leadership team.
The Office of Public Sector Information has produced Managing Information Risk (http://www.nationalarchives.gov.uk/services/publications/information-risk.pdf) to support SIROs in their role.
The Information Asset Owners (IAOs) are;

Schools should identify their information assets. These will include the personal data of learners and staff; such as assessment records, medical information and special educational needs data. Information assets also include non-personal data that could be considered sensitive if lost or corrupted, such as financial data, commercial data, research data, organisational and operational data, and correspondence. Schools should then identify an Information Asset Owner (IAO) for each asset or group of assets as appropriate. For example, the organisation’s management information system should be identified as an asset and should have an IAO.
See Appendix 1 for example asset register
The IAOs will know: 

· What information is held, and for what purposes

· How information will be amended or added to over time

· Who has access to the data and why

· How information is retained and disposed off
As a result, the IAO is able to manage and address risks to the information and make sure that information handling complies with legal requirements. 
Typically, there may be several IAOs within an institution, whose roles may currently be those of e-safety co-ordinator, ICT manager or information management systems manager.

All staff and Governors
In addition to the formal responsibilities outlined above, all staff and governors (where they have access to personal data) have a duty to observe the Data Protection Principles and the procedures referred to in this document.

(Good practice guidance for all staff is available from the Becta “Dos and don’ts” document: 

http://10.107.1.50/departments/cypd/DataSecurity/DataSecurity.shtml )
Notification

The School will notify the Office of the Information Commissioner that it processes personal information and acknowledges that failure to notify is a criminal offence. The notification to the Information Commissioner is comprehensive, and sets out all the categories of personal data obtained, from whom it is obtained and to whom it is disclosed.  This process also includes a general description of the security measures taken to guard against unauthorised or unlawful processing of personal data and against accidental loss, destruction or damage. This is a requirement of the DPA but does not form part of the public register. 

More information can be obtained from the Information Commissioner’s website
http://www.ico.gov.uk/what_we_cover/data_protection/notification.aspx
The “Privacy Notice” Formerly The “Fair Processing Notice”

The Information Commissioner has recommended that the term 'Fair Processing Notice' be replaced by 'Privacy Notice'. The privacy notice details the ways in which the school gathers, uses, discloses and manages personal data.

A single, short and easily understandable Privacy Notice will be provided to learners and staff by the school, this maybe done at the same time as other communications. For example:

· A pupil / student / parent / carer might receive the Privacy Notice as part of a school brochure or induction pack, or in a school diary, and it could be posted on the school notice board. 

· For staff, the Privacy Notice will be included as part of a contract, induction pack, and posted on the staff notice board, etc. 

· A child receiving Social Care Services or a child looked after might receive their Privacy Notice as part of other information about the services that they are being offered.
(The school will need to amend the text above to suit their preferred approach) 

A copy of a specimen fair processing notice can be found at: 

http://www.teachernet.gov.uk/management/ims/datamanagement/data_protection. It contains a relevant wording for the regulations pertaining to the transfer of information to Connexions, in secondary schools. Schools are advised to contact their Local Authority for local versions of the Fair Processing Notice and to check for annual updates.

Disclosure and Processing of Data
The disclosure / processing of information must be in accordance with the provisions of the Act and the Schools’ notification. 
Woodchurch Road Primary School will, in general, only disclose / process data about individuals with their consent. However the School has a duty to disclose certain data to public bodies such as the Local Authority and the Department for Education, and there are individual circumstances under which the School may need to disclose data without explicit consent.
Whilst it is important to note that it is not always necessary to gain consent from individuals before disclosing / processing their data, it is usually the best way to ensure that data is collected and processed in an open and transparent manner. Consent is especially important when the school is processing sensitive data (as defined by the Act).

Woodchurch Road Primary understands consent to mean that the individual has been fully informed of the intended processing and has signified their agreement (e.g. via signing a form).   Consent obtained on the basis of misleading information will not be a valid basis for disclosure / processing.   Consent cannot be inferred from the non-response to a communication.

Woodchurch Road Primary will ensure that if the individual does not give his/ her consent for the disclosure / processing, and there is no other lawful basis on which to disclose / process the data, then steps will be taken to ensure that disclosure / processing of that data does not take place.

Subject Access

Woodchurch Road Primary will provide to any individual who makes a written (including email) request for their personal data; A copy of that information, unless specific legal exemptions apply. Woodchurch Road Primary will fulfil a request for access to personal data within 40 calendar days. The data subject has the right to have records amended if they are inaccurate. It is currently the policy of Woodchurch Road Primary not to make a financial charge for this service.
It is anticipated that staff, and young people over the age of 12 with the maturity to make their own decisions, should generally be able to request to see their personal information themselves under the Subject Access Provisions (S.7) of the Data Protection Act. For children under 12, their parents may act on their behalf. In any event, it will be for the school, as data controller, to assess whether the child is capable of understanding the personal information in question, and so decide whether the parent needs to make the request on the child's behalf.

Training
All staff will receive data handling awareness / data protection training and will be made aware of their responsibilities, as described in this policy through: (Schools should amend as necessary) 
· Induction training for new staff

· Staff meetings /  INSET
· Day to day support and guidance from Information Asset Owners 

Impact Levels and Protective Marking

The HMG Security Policy Framework and the Becta ““Good Practice in information handling in schools, Keeping data secure, safe and legal” available fromhttp://10.107.1.50/departments/cypd/DataSecurity/DataSecurity.shtml recommend that the Government Protective Marking Scheme is used to indicate the sensitivity of data. 

The scheme is made up of five markings, which in descending order of sensitivity are: TOP SECRET, SECRET, CONFIDENTIAL, RESTRICTED and PROTECT. Most learner or staff personal data that is used within schools will come under the PROTECT classification. However some, e.g. the home address of a child (or vulnerable adult) at risk may be marked as RESTRICT or CONFIDENTIAL depending on the precise circumstances. 

The LA is continuing to look at the practical issues involved in applying protective markings to electronic and paper records in schools and is looking to find ways of automatically marking reports and printouts. Further guidance will be published when available.

Woodchurch Road Primary will ensure that all paper-based secured data will have a header or footer printed on each page containing the Protective Marking and attribute a Protective Marking to all information assets held by the school.
Organisations may include extra handling instructions to help staff remember to securely delete or destroy data. These could be part of the labelling scheme organisations use, such as including destruction markings in the footer of a document   e.g. Securely Delete or Shred.

Woodchurch Road Primary will ensure that all school staff, contractors, and  commercial partners, comply with restrictions relating to the access to, handling and storage of data classified as Protect, Restricted or higher. 
Unmarked material is considered ‘unclassified’. The term ‘NOT PROTECTIVELY MARKED’ may be used to indicate positively that a protective marking is not required.

Woodchurch Road Primary will ensure that staff are aware that when data is aggregated the subsequent impact level may be higher than the individual impact levels of the original data.

Schools will need to review this section with regard to LA policies, which may be more specific, particularly in the case of HR records.

Becta provides the following table as a guide to Protective Marking:

	
	Typical information
	Technology available
	Notes on Protect Markings

	School life and events
	School term times, holidays, training days, the curriculum, sports events and results, extra-curricular activities, events, displays of pupils’ work, lunchtime menus, extended services, parent consultation, homework resources, school prospectus
	Common practice is to use publicly accessible technology such as school websites or portals, and downloadable or emailed newsletters.

Services such as email and text messaging can also provide updated information where parents opt for this.
	Most of this information will fall into the NOT PROTECTIVELY MARKED category.

	Learning and achievement


	Information on how parents can support their individual child’s learning, individual learners’ academic achievements, assessments, attainment, progress with learning, learning behaviour, personalised curriculum and Individual Education Plans for learners with special educational needs
	Schools will make information available by parents logging on to systems that provide them with appropriately secure access.

Examples include: a secure area of the school’s network, a learning platform, or access through a portal to management information system data. Schools could also send communications to a personal device or email account belonging to the parent/carer.
	Most of this information will fall into the PROTECT category. There may be learners whose personal data requires a RESTRICTED marking or higher (for example, the home address of a child at risk). In this case, the school may decide not to make this learner’s record available in this way.

	Messages and alerts


	Alerts and messages regarding information held by the school, such as individual learners’ attendance, behaviour and special educational needs.
	Email and text messaging are increasingly used by schools to contact and inform parents. Messaging systems integrated with management information systems and learning platforms are able to manage what information is available online or sent to parents using email and text messages. Learning platforms or portals might be used to provide secure access to further detail and context.
	Most of this information will fall into the PROTECT category. Although it may be possible to encrypt email or text messages to parents, schools should not send detailed sensitive information in this way. A telephone call or face-to-face meeting may be more appropriate.


The process chart below can also be used to help determine the impact level / protective marking of a particular information asset.
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Step 1

Imagine a potential security breach, and consider if the breach would:

NOT 

PROTECTIVELY 

MARKED

No to all

·

Affect any individual E.G. embarrassment / discomfort / safety ?

·

Cause someone to lose more than £100?

·

Cause any kind of criminal case to fail?

·

Breach statutory restrictions on disclosure of information?

·

Affect many individuals and need extra resources locally to 

manage it?

·

Put someone’s personal safety at risk?

·

Cause someone to lose his or her reputation?

·

Cause an individual or small trader lose £1,000 to £10,000?

·

Cause a large company or organisation lose £100,000 to 

£1,000,000?

·

Cause a criminal case or prosecution (more serious than a minor 

failure in a local Magistrates Court) to fail ?

·

Cause a breach of an undertaking to maintain a confidence of a 

third party?

Does the potential impact exceed that 

stated in the questions above, for example;

Someone’s personal safety is at high risk

A serious criminal case or 

prosecution may fail

Yes to any

CONFIDENTIAL

Yes to any

RESTRICTED

No to all

Yes to at least one

PROTECT

No to all

A guide to assessing impact levels 

Step 2

Mark the document appropriately and follow the necessary information handling procedures 

detailed in the ICT Security policy


The Government Protective Marking Scheme can also be mapped against Impact Levels for confidentiality as follows;

	Government Protective Marking Scheme label
	Impact Level (IL)

	NOT PROTECTIVELY MARKED
	0

	PROTECT
	1 or 2

	RESTRICTED
	3

	CONFIDENTIAL
	4

	HIGHLY CONFIDENTIAL
	5

	TOP SECRET
	6


Details on both Impact Levels and the Government Protective Marking Scheme have been included in this document as organisations may still come across Impact Levels when dealing with other organisations in the public sector. However, Becta recommends that educational organisations apply protective marking for their data, rather than using Impact Levels.
It is advised that Documents marked as Protect should also carry a descriptive / caveat classification.

For Example;
· PROTECT – PERSONAL e.g. personal information about an individual

· PROTECT – APPOINTMENTS e.g. to be used for information about visits from the Queen or government ministers

· PROTECT – LOCSEN e.g. for local sensitive information

· PROTECT – STAFF e.g. Organisational staff only

· RESTRICTED – STAFF e.g. A large amount of data (information on over 20 persons)

· RESTRICTED – PUPILS e.g. A large amount of data (information  on 20
persons)

N.B.

Applying too high a protective marking can inhibit access, lead to unnecessary and expensive protective controls, and impair the efficiency of an organisation's business

Applying too low a protective marking may lead to damaging consequences and compromise of the asset

The sensitivity of an asset may change over time and it may be necessary to reclassify assets. 
Risk Assessments

Information risk assessments will be carried out by Information Asset Owners to establish the security measures already in place and judge whether they are the most appropriate and cost effective. 
Threats may be deliberate or accidental and can come from many sources, ranging from physical threats such as flooding or fire damage, to human threats such as theft, hackers, criminals or poorly trained staff. BS ISO/IEC 27005 provides a detailed list of possible threats.

Judging the level of a risk involves judging both the likelihood and the consequences of any given risk. This is a difficult task, however, Becta’s table below may help schools to qualify risk levels.

	
	Very unlikely
	Unlikely
	Possible
	Likely
	Frequent

	PROTECT (Impact Level 1)
	Low
	Low
	Low
	Medium
	Medium

	PROTECT (Impact Level 2)
	Low
	Low
	Medium
	Medium
	High

	RESTRICTED (Impact Level 3)
	Low
	Medium
	Medium
	High
	High


Woodchurch Road Primary will use the list of risks and associated levels to identify the risks that will be addressed as a matter of priority. Risk assessments are an ongoing process and the Information Risk Actions Form will be updated accordingly:

	Risk Actions Form

	Information Asset ID
	Information Asset
	Information Asset Owner
	Protective Marking
	Likelihood
	Overall risk level  (low, medium, high)
	Action(s) to minimise risk

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


Keeping Data Secure
It is a legal requirement of the Data Protection Act 1998 to protect and secure personal data. To this end the school will ensure that ICT systems are set up so that users are assigned access rights appropriate for their role and that these determine the information that is available to them.  Staff will not, as a matter of course, be granted full access to the management information system. 

Each user will have a unique user-ID and password. The use of another person's user-ID is not permitted. Users must not disclose their user-ID or password or visibly record them on or near equipment providing access to networks or systems. Users must not use anyone else’s account.

Users will change default passwords, which enable first access, immediately.

Log-on passwords should be a minimum of eight characters in length and must contain three different type of characters from the following sets:
· Upper case


· Lower case


· Numbers

· Punctuation

Passwords must be changed regularly and where they give access to personal information not less than every 42 days. A password should be changed immediately if it is suspected that the password has been disclosed, this should also be reported to the appropriate IAO.
Persons intending to leave the employ of the school, who have access to systems, must immediately have their access capabilities restricted as appropriate, and removed as soon as possible on leaving the school, either by the IAOs and/or local systems administrators whichever is applicable.
When users are away from their desks a password controlled screen lock must be activated as an additional control the PC must be set to auto lock if the machine is not used for five minutes.
The school will ensure that any PCs, or CCTV camera screens etc that show personal data will be positioned so that they are not overlooked by the general public, and / or pupils.
To ensure compliance with the Waste Electrical & Electronic Equipment (WEEE) Directive and ensure that sensitive data is not accidentally released disposal of any ICT and associated equipment must be carried out in consultation with Hi-Impact Consultancy ( Curriculum Server ) & Wirral Borough Council ( Admin Server ).
Woodchurch Road Primary provides a secure environment for its information. The primary security principle is that information should be kept within this environment and be made available for authorised staff to access. Occasionally it may be necessary to use mobile media to temporarily hold school information.
All storage media must be stored in an appropriately secure and safe environment that avoids physical risk, loss or electronic degradation. 

Personal data can only be stored on equipment owned by the school (this includes storage media as well as computers). Private equipment must not be used for the storage of any personal data. 

When personal data is stored on any portable computer device, USB memory stick or any other removable media:

· The data must be encrypted and password protected
· The data must be securely deleted from the device, in line with school policy (below) once it has been transferred or its use is complete

The school will need to set its own policy as to whether data storage on removal media is allowed, even if encrypted – some organisations do not allow storage of any personal data on removable devices. 

The school has policy and procedures in place for the backing up and storage of all school systems and unstructured data.
All paper based Protected and Restricted material must be held in lockable storage cabinet, Confidential information must also be held in a secure room. 
Secure Transfer of Data and Access Out of School 

The school recognises that personal data may be accessed by users out of school, or transferred to the LA or other agencies. In these circumstances: 
· When sensitive or personal data is required by an authorised user from outside the organisation’s premises (for example, by a member of staff working from home), they should preferably have secure remote access to that information / system.
·  If secure remote access is not possible, users must only remove personal or sensitive data from the premises if the storage media, portable or mobile device is encrypted and is transported securely for storage in a secure location. This requires approval from the SIRO.
 (see earlier section –  school policies may forbid such transfer)

· Users must ensure that computers or removable devices which contain personal data are not accessed / used by anyone else (e.g. family members) when out of school.
· Where possible secure email systems will be avoided in favor of other secure transfer mechanisms, SFTP for example.  In many cases additional encryption of the files will also be used. 
· In instances where staff are required to send emails containing information which is of a RESTRICTED classification or above, only approved encrypted / secure email systems will be used and only when approved by the  SIRO.
In addition to the use of an approved system, staff will follow the following checks before releasing the e-mail:

· Verify the details, including accurate e-mail address, of any intended recipient of the information

· Do not send the information to any body/person whose details you have been unable to separately verify (usually by phone)

· Send the information as an encrypted document attached to an e-mail 

· Provide the encryption key or password by a separate contact with the recipient(s)

· Request confirmation of safe receipt

· Particular care should be taken if data is taken or transferred to another country, particularly outside Europe, and advice should be taken from the local authority in this event.  (NB to carry encrypted material is illegal in some countries)
(Schools will find detailed guidance on data encryption in the Becta document “Good practice in information handling in schools – Data Encryption - a guide for staff and contractors tasked with implementing a system of secure data encryption and deletion” available from http://10.107.1.50/departments/cypd/DataSecurity/DataSecurity.shtml ) 
Retention and Destruction of Data

Woodchurch Road Primary undertakes not to retain personal data for longer than is necessary to ensure compliance with legislation, and other statutory requirements. This means Woodchurch Road Primary will undertake a regular review of the information held and implement a safe destruction process in accordance with the Wirral Schools Retention and Destruction Guidance.
The disposal of protected data, in either paper or electronic form, will be conducted in a way that makes reconstruction unfeasible. Electronic files must be securely overwritten, in accordance with government guidance (See http://10.107.1.50/departments/cypd/DataSecurity/DataSecurity.shtml for further information), and other media must be securely disposed of either directly (e.g. shredding) or via a confidential waste service.

All redundant ICT equipment that may have held personal data will have its data deleted in a way that makes reconstruction unfeasible and thereby ensure the data is irretrievably destroyed, or if the storage media has failed it will be physically destroyed. Disposal of any ICT equipment will also conform to the relevant Waste Electrical and Electronic Equipment Regulations. 

The school will only use authorised companies who will supply a written guarantee that this will happen

A Destruction Log should be kept of all data that is disposed of. The log should include the document ID, classification, date of destruction, method and authorisation.  
Audit Logging 
It is good practice, as recommended in the “Data Handling Procedures in Government” document that the activities of data users, will be automatically logged and these logs will be monitored by responsible individuals. (See http://10.107.1.50/departments/cypd/DataSecurity/DataSecurity.shtml for guidance), Schools should collect data in ways that do not overburden systems or make unnecessary work for technicians this will need to be discussed in detail with the school’s ICT suppliers.
The audit logs will be held securely and maybe used as evidence of accidental or deliberate security breaches – including but not limited to the loss of protected data or breaches of an acceptable use policy. 

It is a legal requirement of the Data Protection Act 1998 to have a statement of intent that tells staff what kinds of actions are logged or monitored and the level of detail involved.  The school will ensure that all staff have access to this information by;

Insert details of how the school will do this here e.g. Issued with contract, staff handbook etc.

Incident Handling and Reporting
The school has a policy for reporting, managing and recovering from information risk incidents, which establishes: 
· A “responsible person” for each incident 

· A communications plan, including escalation procedures

· And results in a plan of action for rapid resolution and

· A plan of action of non-recurrence and further awareness raising.

Schools should determine their own reporting policy and add details here but may choose to include some or all of the following; 
All significant data protection incidents must be reported through the SIRO to the Information Commissioner’s Office based upon the school’s incident handling policy.  Such events should also be reported to the LA’s Data Protection Officer.
A breach or suspected breach of policy by a School employee, contractor or pupil may result in the temporary or permanent withdrawal of School ICT hardware, software or services from the offending individual. 
Any policy breach may be grounds for disciplinary action in accordance with the School Disciplinary Procedure and may amount to gross misconduct or lead to criminal or civil proceedings. 

The ICO's new powers to issue monetary penalties came into force on 6 April 2010, allowing the Information Commissioner's office to serve notices requiring organisations to pay up to £500,000 for serious breaches of the Data Protection Act.
The data protection powers of the Information Commissioner's Office are to:
· Conduct assessments to check organisations are complying with the Act; 

· Serve information notices requiring organisations to provide the Information Commissioner's Office with specified information within a certain time period; 

· Serve enforcement notices and 'stop now' orders where there has been a breach of the Act, requiring organisations to take (or refrain from taking) specified steps in order to ensure they comply with the law; 

· Prosecute those who commit criminal offences under the Act; 

· Conduct audits to assess whether organisations processing of personal data follows good practice,

· Report to Parliament on data protection issues of concern

Any security breaches or attempts, loss of equipment and any unauthorised use or suspected misuse of ICT will be immediately reported to the school’s SIRO. 
Additionally, all security breaches, lost/stolen equipment or data (including remote access SecureID tokens and PINs), virus notifications, unsolicited emails, misuse or unauthorised use of ICT and all other policy non-compliance will be reported to the school’s SIRO.  The SIRO will also give due consideration to the School’s eSafety policy and invoke any necessary actions under that policy as required.
Policy Review
This policy will be reviewed on a regular basis and updated as and when necessary.
Appendix 1: 

Protective Marking Scheme: Information Asset Register:

	Senior Information Risk Owner (SIRO):
	 
	(delete and change as appropriate)

	Data and information assets
	Impact Level (IL)
	Data label
	Information Asset Owner
	Who has access to enter information
	Purpose

	Pupil data (MIS)
	 
	 
	 
	 
	 

	Core pupil data
	IL2
	Protect
	(named person)
	HT/DHT/Admin Officers/Teachers
	ECM/statutory returns

	Attendance
	IL2
	Protect
	(named person)
	HT/DHT/Admin Officers/Teachers
	ECM/statutory returns

	SEN
	IL2 / 3
	Protect / Restricted
	(named person)
	HT/DHT/SENCO/Admin Officers/Teachers
	ECM/statutory returns

	EAL
	IL2
	Protect
	(named person)
	HT/DHT/SENCO/Admin Officers/Teachers/EAL
	ECM/statutory returns

	Exclusion, behaviour
	IL2 / 3
	Protect / Restricted
	(named person)
	HT/DHT/SENCO/Admin Officers/Class Teacher
	ECM/statutory returns

	Reports and assessments
	IL2 / 3
	Protect / Restricted
	(named person)
	HT/DHT/SENCO/Admin Officers/Class Teachers
	ECM/statutory returns

	Unique Pupil Number (UPN)
	IL3
	Restricted
	(named person)
	HT/DHT/Admin Officers/Teachers
	ECM/statutory returns

	Child protection data
	IL3 / 4
	Restricted / Confidential
	(named person)
	HT/DHT/SENCO/Admin Officers/Class Teachers
	ECM/statutory returns

	Staff data (MIS)
	
	
	
	
	

	Core staff data sets
	IL2
	Protect
	(named person)
	HT/DHT/Admin Officers
	ECM/statutory returns

	Training and absence data
	IL2
	Protect
	(named person)
	HT/DHT/Admin Officers
	ECM/statutory returns

	Finance system
	
	
	
	
	

	Purchase Orders, Invoices, Payments
	IL2
	Protect
	(named person)
	HT/DHT/Admin Officers
	Sound financial management

	Approvals and budget setting
	IL2
	Protect
	(named person)
	HT/DHT/Admin Officers
	Sound financial management

	Access control / passwords
	
	
	
	
	

	Network password lists
	IL3
	Restricted
	(named person)
	HT/DHT/Network Manager
	Access to system(s)

	Learning Platform password information
	IL3
	Restricted
	(named person)
	HT/DHT/School VLE administrator
	Access to system(s)

	Contact system
	
	
	
	
	

	Parental messaging system information
	IL2
	Protect
	(named person)
	HT/DHT/Admin Officers
	Business continuity/communication

	Emergency mobile phone loaded with data 
	IL2
	Protect
	(named person)
	HT/DHT/Admin Officers
	Business continuity/communication

	Other potentially sensitive material
	
	
	
	
	

	School website (Maximum Level)
	IL2
	Protect
	(named person)
	HT/DHT/Admin Officers/Website Coordinator
	Business continuity/communication

	General Information sent to parents
	IL0
	Not Protectively Marked
	(named person)
	HT/DHT/Admin Officers/Teachers
	Business continuity/communication

	Other Info Assets  specify and add rows as required
	 
	 
	 
	 
	 

	Last updated:
	 
	Updated by:
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The Government Protective Marking Scheme and Impact Levels


Step 1
Imagine a potential security breach, and consider if the breach would:


NOT PROTECTIVELY MARKED


Affect many individuals and need extra resources locally to manage it?
Put someone’s personal safety at risk?
Cause someone to lose his or her reputation?
Cause an individual or small trader lose £1,000 to £10,000?
Cause a large company or organisation lose £100,000 to £1,000,000?
Cause a criminal case or prosecution (more serious than a minor failure in a local Magistrates Court) to fail ?
Cause a breach of an undertaking to maintain a confidence of a third party?


No to all


Affect any individual E.G. embarrassment / discomfort / safety ?
Cause someone to lose more than £100?
Cause any kind of criminal case to fail?
Breach statutory restrictions on disclosure of information?


Does the potential impact exceed that 
stated in the questions above, for example;
Someone’s personal safety is at high risk
A serious criminal case or 
prosecution may fail


Yes to any


CONFIDENTIAL


Yes to any


RESTRICTED


No to all


Yes to at least one


PROTECT


No to all


A guide to assessing impact levels 


Step 2
Mark the document appropriately and follow the necessary information handling procedures detailed in the ICT Security policy



