[image: image1.jpg]CEN’IMPIECES

Mental Health Arts Project

Registered Charity 1160300




Data Protection Policy
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Introduction

Centrepieces (also known as the “data controller”) needs to collect personal information from its artists, trustees and volunteers.
This policy describes how personal information will be collected, handled and stored to meet the charity’s data protection obligation and to comply with the General Data Protection Regulation. 

Why this policy exists

This policy exists to ensure that Centrepieces
· Complies with the General Data Protection Regulation

· Protects the rights of trustees, artists and volunteers

· Is open about how it stores and processes individuals’ data

· Protects itself from the risk of data breach


General data protection regulation
The General Data Protection Regulation 2016 describes how organisations including Centrepieces must collect, handle and store personal information. These rules apply regardless of whether data is stored electronically or on paper.
To comply with the regulation, personal information must be collected and used fairly, stored safely and not disclosed unlawfully.
The regulation is underpinned by six important principles which states that personal data must be:

1. Processed lawfully, fairly and in a transparent manner

2. Collected for specific, explicit and legitimate purposes

3. Adequate, relevant and limited to what is necessary

4. Accurate and kept up to date

5. Retained only for as long as necessary

6. Processed in an appropriate manner to maintain security
People, risks and responsibilities

Policy scope
This policy applies to all data that Centrepieces holds relating to identifiable individuals. This includes names, postal addresses, email addresses, telephone numbers, emergency contacts, date of birth, gender, ethnicity and any other information required Centrepieces to carry out its charitable activities or by the Charity Commission.

Data protection risks

This policy helps to protect Centrepieces from data security risks including breaches of confidentiality.

Responsibilities

Trustees, co-ordinators and nominated administration volunteers of Centrepieces have a responsibility to ensure that personal data is handled and processed in line with this policy and data protection principles. Key areas of responsibilities are:

· The trustees are responsible for reviewing all data protection procedures and related polices, in line with an agreed schedule.

· The Project Co-ordinator is responsible for keeping the trustees updated about data protection responsibilities, risks and issues

· The nominated administration volunteers are responsible for 

· Handling data protection queries from anyone connected with Centrepieces

· Dealing with requests from individuals to see the data that Centrepieces holds about them (also called ‘subject access request’)

General guidelines
Data should not be shared informally. Access to personal data held by Centrepieces is limited to those who need it for the administration of the charity and membership

· Training will be provided to everyone with access to personal data to help them understand their responsibilities when handling data

· Strong passwords and appropriate security codes must be used, kept secure and should never be disclosed

· Data will be regularly reviewed and updated. If it is no longer required, it will be deleted and disposed of

Data storage

· Where data is stored on paper;

· It will be kept in a secure place accessible to authorised persons only

· When the data is not in use, the paper or files will be kept in a locked filing cabinet

· Every effort will be made to ensure that printed papers containing personal data are not kept where unauthorised people can see them

· Printed paper will be shredded and disposed of securely when no longer required

· Where data is stored electronically
· It will be protected by strong passwords that are changed every 6 months or sooner if key volunteers leave Centrepieces or for other security reasons
· When working with personal data, screens of computers will always be locked when unattended

· Personal and sensitive data will not be shared informally. In particular, it will not be sent by email, as this form of communication is not secure

· Data will never be transferred outside Centrepieces unless required by law
· Data will only be stored on designated hard drives and backed up automatically
· Data will never be saved on unauthorised devices such as tablets or smart phones

· All servers and computer data will be protected by appropriate security software

Data accuracy

The GDPR requires Centrepieces to take reasonable steps to ensure that data is kept as accurate and up to date as possible. 

· Data will be held in as few places as possible. The controller will not create any unnecessary additional data sets

· Centrepieces will ensure that data is kept up to date. For instance, at renewal of annual subscription, on artist submission forms etc

· Centrepieces will make it easy for individuals to update the information it holds about them

· Data will be updated as soon as inaccuracies are discovered

Data subject access request

All individuals who are the subject of personal data held by Centrepieces are entitled to:

· Ask what information Centrepieces holds about them 

· Ask how to gain access to it

· Be informed how to keep it up to date

Data subject access requests can be made to the Project Co-ordinator, Assistant Co-ordinator or an administration volunteer by email at info@centrepieces.org.
Centrepieces will always verify the identity of anyone making a subject access request before handing over any information and will aim to provide the relevant information within one month of the receipt of the request.

Disclosing data for other reasons

In certain circumstances, the General Data Protection Regulation allows personal data to be disclosed as required by law.

Data Breach

Centrepieces will report any breach of security leading to the accidental or unlawful loss of personal data to the relevant supervisory authority, Information Commissioner’s Office (ICO).

This will be no later than 72 hours after the breach was discovered. Where it is not feasible to report within the timeframe, a justification for the delay will be provided to the ICO. 

However, it is not necessary to notify the supervisory authority where the breach is unlikely to result in a risk to the rights and freedoms of data subjects.
Providing information

Centrepieces aims to ensure that individuals are aware that their data is being recorded and processed and that they understand:

· How the data is being used

· How to exercise their rights

To this end, Centrepieces has a Privacy Notice (see Appendix 1), setting out how data relating to individuals is used and stored, and how long it is kept for. 

This is available on request or on Centrepieces’ website.
Appendix 1                      DATA PRIVACY NOTICE

This notice describes how Centrepieces Mental Health Arts Project processes personal data in compliance with the General Data Protection Regulation (GDPR).
1.  The legal basis for collecting personal data
Centrepieces collects personal data that is necessary for the purposes of its legitimate interests as a mental health art charity providing services for its members and beneficiaries.
2.  The personal data that Centrepieces collects
·  Artist Members

We collect artist members’ name, postal address, email address, telephone numbers, emergency contacts, date of birth, gender and ethnicity. We ask for details of any disabilities, mental health background and art experience. We collect this data directly from members when they join Centrepieces, on the application form and at the initial interview.
· CIO Members

We collect CIO members’ name, postal address, and email address.
· Volunteers and Trustees

From volunteers and Trustees, we collect name, postal address, email address, telephone numbers, date of birth and any other information required by the Charity Commission for the registration of Trustees. We reserve the right to request references and carry out ID and DBS checks for safeguarding purposes.
3. The collection of ‘special’ data

Centrepieces collects some sensitive personal  data from members and volunteers that is considered as ‘special’ under the GDPR, namely gender, ethnicity, information about medical conditions, disability, mental health and support from care services. We also ask if there is a history of violence or any convictions. We ask for this information in order to ensure that members meet the criteria of our charitable purposes and for the safeguarding of everyone connected with the charity. We monitor diversity and inclusion to enable us to complete fundraising applications and to conform to the good practice recommendations of the Charity Commission.



4.      What is this personal data used for
We use data about members, volunteers and Trustees for the administration of the charity and membership, the communication of information and the organisation of events. We use ‘special’ data to ensure that members’ support needs are adequately met while attending activities and events organised by Centrepieces and for the safeguarding of everyone connected with the charity.

We send emails to members with information about Centrepieces and forthcoming events and activities, unless members have opted not to receive such emails.

We use photographs taken at Centrepieces’ events to publicise our activities on display boards, publicity materials and on our website.
5. Who personal data is shared with

The personal data of Trustees is shared with the Charity Commission, for the purposes of registration as a Trustee. Names of Trustees and details of any other charities they are connected with will be displayed on the Charity Commission website.
We may have to share information with mental health teams in the event of an incident or other need, for the purposes of assisting or safeguarding an individual or members and volunteers of Centrepieces. We would explain why we have to do this before the information is shared.
Our email distribution list is kept on an external server, and the hosting organisation has access to names and email addresses. It is not free to pass on information to other organisations, and must adhere to its own privacy policy.

We may share the personal data of volunteers with organisations offering training courses, where Centrepieces has agreed to pay the cost of the training and is booking places on their behalf.

Centrepieces will not share any other personal data, unless required to do so by law.

6. How data is stored
Paper membership application forms and any associated records are securely stored by Centrepieces in its office.
Other records are stored digitally on Centrepieces’ computers. All personal data on computers is password-protected. Passwords are only made available to authorised users and are changed every 6 months, or sooner if key volunteers leave Centrepieces or for other security reasons.

7. Who has access to data
The Project Co-ordinator, Assistant Co-ordinator and nominated administration volunteers have access to personal data in order to administer membership and activities of the charity.

8. How we keep data up to date
We ask members and volunteers to notify us of any changes to personal information, either by emailing us or talking to the Project Co-Ordinator or a member of the administration team. We may also periodically ask members to check the details of stored personal data and to update data and permissions if appropriate.

9. How members can check what data we have about them

Members can ask the Project Co-ordinator, Assistant Co-ordinator or an administration volunteer for a copy of the basic membership data that we hold.
A Subject Access Request can be made for the provision of any other information we hold about an individual. We are required to provide this within one month. There is not usually a fee for this, although we can charge a reasonable fee based on the administrative cost of providing the information if a request is manifestly unfounded or excessive, or for requests of further copies of the same information

10. How to ask for data to be removed, limited or corrected

Members can ask the Project Co-ordinator, Assistant Co-ordinator or an admin volunteer by email or in person to amend, update or remove the information that we have collected.
Members may choose not to receive emails from Centrepieces about activities and events.
Members may ask Centrepieces not to take any photographs of them, and may ask that any personal photograph that appears on the Centrepieces’ website or in publicity materials is removed.

11. How long we keep data for, and why
We keep application forms and personal data until individuals cease to be a member of Centrepieces and for at least two months after the end of the final membership year. Personal details are then removed from our records, with the exception of names and the start and end dates of membership. If a former member applies to rejoin Centrepieces, they will be asked to complete a new membership application form.
However, we will delete a former member’s details entirely on request to the Project Co-ordinator.

12. What happens if a member dies
When informed of a current or former member’s death, all paper and digital records will be destroyed and deleted.

13. Responsibility for ensuring compliance with the relevant laws and regulations

The Board of Trustees and the Project Co-ordinator are responsible for ensuring that Centrepieces discharges its obligations under the GDPR. 
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