NOT PROTECTIVELY MARKED


[image: image1.jpg]




Author:  Records & Information Security Manager
Date of Document:
27th Nov 2015
Version No:

7.00
Status:


Live

Version Control
	Version
	Status
	Date
	Reason for Change
	Authorised

	1.00
	Live
	1st Sept 2009
	Initial version
	Chief Information Officer

	2.00
	Live
	29th Nov 2010
	- Updated Force Action Plan (2010)

- Updated Lord Chancellors Guidance (2009) under s46 FOI

- HM Govt Guidance re Privacy Impact Assessments (2010)

- MoPI Guidance re-issued (2010)

- Forthcoming change to CSP compliance matrix (2011)

- 4.8.5 Board structure
	Chief Information Officer

	3.00
	Live
	2nd Nov 2012
	Constabulary restructure, revised national guidance around information security and records management
	Chief Information Officer

	4.00
	Live
	16th Nov 2012
	Change from Chief Supts as BCU Commanders to Supts as Area Commanders
	Chief Information Officer

	5.00
	Live
	29th Nov 2013
	Annual revisal, 4.6.4 review of intel records, 
	Chief Information Officer

	6.00
	Live
	14th Nov 2014
	· Annual revisal,

· Updates to supporting references and version numbers

· Cessation of MoPI Guidance 2010


	Director of PSD, endorsed by Information Security Board

	7.00
	Live
	27th Nov 2015
	· ACPO replaced by NPCC

· National Policing Community Security Policy v5.3 (Aug 2015)

· NPIRMT IMBA National Policing Accreditation Policy v3.0 (July 2015)

· Updates to HMG IA Standards
· Appx A updates
	Director of PSD, endorsed by Information Security Board


Contents

1. INTRODUCTION

2. STRATEGIC AIMS

3. STRATEGIC OBJECTIVES

4. RECORDS MANAGEMENT PRINCIPLES

4.1
Data Quality

4.2
Access

4.3
Audit & File Trails

4.4
Indexing & Linking

4.5
Business Continuity

4.6
Intelligence

4.7
Storage

4.8
Roles & Responsibilities

5. SCOPE 

6. COMPATIBILITY and INTERCONNECTIVITY

Appendix A – Regulatory Environment

Appendix B – Glossary of Terms

Appendix C – Summary of MoPI Offender Review Groups
RECORDS MANAGEMENT STRATEGY

1.

Introduction

1.1
Records Management is concerned with control and use of the different physical and electronic formats used to store information. The purpose of this document is to set out the Records Management Strategy (‘RMS’) for how physical records used to hold information will be controlled within Cumbria Constabulary.

1.2
This document is therefore primarily informed by the business decisions set out in (i) Cumbria Constabulary Information Management Strategy, and (ii) the Management of Police Information Code of Practice (2005) referred to in this document as ‘MoPI’, and Cabinet Office ‘Authorised Professional Practice’ (‘APP’) as provided at http://www.app.college.police.uk . 

2.
STRATEGIC AIMS

2.1
The strategic aim of the Records Management Strategy is to support implementation of the Information Management Strategy, by setting out how the management of the records holding the information will support the published aims of the Constabulary.
3.
STRATEGIC OBJECTIVES
3.1
The collected information records held by the Constabulary form the organisational memory, and provide essential materials to inform both immediate decision-making in relation to operational policing, and strategic assessments for future actions. 

Managing police information and records as prescribed in this RMS is therefore crucial to the essential core operational needs of the business. It will also:
· Support statutory compliance 
· Enable information to be retrieved when it is needed, without time being wasted searching for misplaced, un-indexed, or incorrectly stored files or electronic records, or looking for records which don’t actually exist

· Address issues associated with storing and managing obsolete, duplicated, or information which has no usable index or tracing mechanism and so is effectively irretrievable within Constabulary archives.
3.2 It is therefore a strategic objective of the RMS that:

· Records systems will be fit for purpose and suitable for the types of information that they contain.

· Records systems will be configured and implemented so that the information they hold will be accessible quickly and easily to those authorised to have access to it in the course of their duties.

· Records held by different business areas relating to the same individuals will be linked wherever possible, so flagging their existence to users who might otherwise be unaware of their availability, and make them easy to find
· Business continuity systems will be in place such that key information records will remain available to decision makers in the event of a failure of the primary system.
· Where risks or issues are identified in relation to specific information systems, processes, or departments, these will be considered (at the appropriate level) as part of the corporate risk management framework, and as a part of relevant business continuity plans where critical information is involved
. 
· Information records will be protected from both accidental and deliberate compromise.
3.3
In order to inform decision-makers and users of records concerning their role-based responsibilities, this RMS will also provide the mandate for: 

· Cumbria Constabulary Records Management Policy

· Cumbria Constabulary Records Off-Site Storage Policy

· Cumbria Constabulary Retention Schedule

4.
RECORDS MANAGEMENT PRINCIPLES

The following principles will apply to all records systems used by the Constabulary to store or process information. 

4.1
DATA QUALITY
All data entered on to Cumbria Constabulary records systems must be:

4.1.1
Legible – Data must be capable of being read and understood by other authorised users who may need to access it in the course of their duties. Appropriate electronic formats must therefore be used, handwriting must be legible for manuscript records, jargon avoided, and care taken over the use of acronyms and any specialist terminology.

4.1.2
Accurate - It is of paramount importance that data is entered into electronic information record systems accurately, with no misspelling of ‘keywords’, such as names, addresses, or any other word or term which may be used as a ‘search’ parameter by another person needing to retrieve the information at a later date.

To encourage accuracy, wherever possible, information should be entered onto Constabulary systems by the person who first received it. However, where a need to relay information verbally through another person to input the data into the system is unavoidable, for example over a radio or telephone link, potential ‘keywords’ must be spelled out to ensure that the data is being entered correctly, and consequently that the record will be searchable and retrievable later.

Accuracy includes the requirement that information is up to date. If it is of historical value but still relevant, for example a previous address of an offender, then this should be made clear on the record.

Where more than one person is identified in a single record, each individual’s association with the record must be made clear, for example whether they are a ‘victim’, ‘witness’, or ‘suspect’.

4.1.3
Adequate - recorded information must be sufficiently complete (including source details where appropriate) to achieve, or help achieve, the purpose for which it was created, gathered or processed. 


Where information is based on an individual person, ie. a ‘nominal’:

· the information recorded must include, or clearly reflect, the purpose for which it was gathered. Typically, this will be achieved by completing all of the relevant ‘data fields’ for the system concerned. 

· where national standards for recording the information exist, for example National Crime Recording Standards, these must be adhered to. Where defined standards of completeness do not exist, the test for adequacy must include that the completed record, for example the collected ‘data fields’ when considered together as a single ‘record’, must be sufficient to uniquely identify that record apart from any other on the same system. 

· a search must be undertaken on other systems in the same business area before the new record is created to establish that the same record does not already exist either on the same system, or elsewhere. This could prove especially significant where a search reveals that the new record concerns an individual who is already known to the Constabulary, and who has been assessed as being a MoPI Review Group 1 nominal
. 

Where it is found that an identical record does exist, any new record which still requires to be created must be appropriately linked or merged as provided for by the respective system operating procedures concerned. Multiple copies of identical records should either be merged or deleted.

· completeness of a person-based record will include as a minimum a person’s forename and family name, partial name and nickname or alias.

· completeness of all records will include it having provision to either be electronically linked (for example, through the attachment of metadata), or otherwise to have its existence flagged on other systems. In order to support the linking of records for individuals across different systems that can not otherwise be integrated, a unique reference number (‘URN’) should be assigned to each person within all person-based records systems.


Where a number of records about the same individual appear on a system, the same URN for that individual should appear on each record.

· An exception to the requirement to merge or link records may be made, on a case by case basis, where linking might introduce an unacceptable level of risk for some reason, for example if the new and already existing records are on separate systems where the accredited sensitivity as assessed under the Government Protective Marking Scheme of the systems is different. In this instance, the decision as to how and whether the two records should (or should not) be linked will rest with the ‘Information Asset Owner’ (see Section 4.8 below) for the higher sensitivity system.

4.1.4
As explained in the Information Management Strategy Section 4.1 (a), information gathered is required to be evaluated and risk assessed to establish whether the information is of value and qualifies to be retained, prior to it being recorded.  In this connection, there is NO requirement to document the evaluation or risk assessment process itself, for retention as part of the record, except where a formal procedure exists which includes such a requirement, for example the 5x5x5 process.

4.1.5
Relevant, but Not Excessive - The type and amount of information held on an individual must not be excessive and must be proportionate to the risk they pose to the community. The information logged in relation to a given record must therefore be sufficient to reflect the requirements for that record only, with opinions clearly distinguished from fact.

4.1.6
Timely - Where practicable, data or information coming in to the possession of the Constabulary must be recorded:

· as soon as possible

· without the intervention of paperwork, bureaucracy, or the interference of any additional processes that add no value.

4.1.7
Resilient - The integrity of information records requires that the information is maintained in such a way that its evidential weight is not compromised over time. Records must therefore be secure and retrievable throughout their lifecycle, with their content and provenance assured such that their value is not diminished through physical decay, accidental damage, loss or destruction, or through insufficient care having been taken to preserve them.


In order that their integrity and value can be protected over time, all new or retrieved records must have a review date assigned to them, whereby their value can be re-assessed and re-established at (or before) a fixed point of time in the future. 

4.1.8
All records created after 31st March 2006 must have the relevant metadata attached including, where applicable:

· who collected the record

· who created the record

· the date of creation


It is NOT required that such metadata be visible to all users of the record.

4.1.9
Information systems will be subject to quality assurance checks by nominated supervisors, authorised by and on behalf of Information Asset Owners (IAO’s). Each check will include that the Data Quality principles outlined in sections 4.1.1 to 4.1.8 above have been met, and that new information is being entered in the correct format for the system being used.

4.2
ACCESS

4.2.1
The confidentiality and integrity of information stored in Constabulary records will be assured through the use of access control measures, so that access to the information is limited to those authorised as appropriate to their roles and responsibilities, and in accordance with the ‘need to know’ principle.

‘Need to know’ is a security principle which states that the dissemination of classified information should be no wider than is required for the efficient conduct of business. A balance must be struck between making information as widely available as necessary to maximise potential benefits, and restricting it to protect the security of sources, techniques, and the confidentiality and integrity of the information itself.

4.3
AUDIT & FILE TRAILS

4.3.1
All information records systems brought into operational use after 31st March 2006 must be capable of audit, so that a full record is kept of who has accessed the system and when.

4.3.2
Records of the movements of paper files to and from off-site archives will be managed in accordance with Cumbria Constabulary Records Off-Site Storage Policy.

4.4
INDEXING & LINKING

4.4.1
In order that information can be retrieved quickly and efficiently, archives of physical records, especially paper records, MUST be indexed:

· based on a single, centrally managed, index for the type of information involved

· such that the index is accessible to all those who may need to ascertain whether a record exists within the archive

· so that the existence or absence of an individual record can be identified within the archive, 
· such that the index identifies the physical location of the record within the archive

4.4.2
Records of any type relating to MoPI Review Group 1 and Group 2 offenders
 must be electronically indexed so as to support all of the functions in 4.4.1 above.

4.4.3
Where existing manual (paper) indexes concerning MoPI Review Group 3 offenders3 are in use, such that they offer limited search functionality to the people that want to use them, these indexes should be migrated onto a suitable electronic format as and when the opportunity arises. 

4.4.4
Records held by different IAO’s which relate to the same individual must either

· (preferably and wherever possible) be linked by technology, or 
· otherwise have suitable metadata attached to support the capability of having their existence ‘flagged’. 

The option used to link these records will depend to some extent upon the design of the system(s) involved. Where a technological link is not possible (for example where the systems operate on different ICT platforms), separate URN’s should be assigned for the individual on each system, and each URN flagged as a link on the ‘other’ system index / home page / primary record for the person. 

4.4.5
Records requiring to be linked to the intelligence system should be linked through the 5x5x5 process, which will additionally allow the quality and reliability of the information in the record to be assessed and evaluated.

4.5
BUSINESS CONTINUITY

4.5.1
Cumbria Constabulary has a corporate responsibility to ensure it has business continuity plans in place to safeguard its essential information assets against major interruption or irretrievable loss.

4.5.2 These plans must ensure that all such essential records will remain available to decision makers in the event of a failure of any primary system affected.

4.5.3 Where records are held which are regarded as essential, as determined by the CIO, but which are solely paper-based, these should be copied to an electronic archive by scanning in order to preserve availability of the information if the originals are irretrievably lost, for example through fire or flood. Access permissions to scanned records should mirror the access to the paper records upon which they are founded.

4.6
INTELLIGENCE

4.6.1
Records management in relation to intelligence information will be based upon the ACPO National Intelligence Model (2005), (‘NIM’), and the processes and requirements contained therein. 


In the event of any conflict arising between NIM requirements (for example in the event of the NIM process being revised or updated) and this document, the NIM requirements will take precedence.

4.6.2
For the purpose of this Records Management Strategy, ‘intelligence’ is defined as: “information that has been subject to a defined evaluation and risk assessment process in order to assist with police decision making” (Source NIM)

4.6.3
The Constabulary recognises that links between apparently unrelated records in intelligence systems will sometimes only be identified following subsequent manual intervention, such as intelligence assessments, so that the possible need to create links between them may arise some time after the records were first created.


The Information Management Strategy (‘IMS’) requires (in Section 4.1 (m)) that records “must be appropriately linked to any other information about the same individual recorded elsewhere in the organisation”. However, with regard to ‘linking’ of intelligence information, consideration must also be given to any potential impact that linking might have on the respective sources of the information, including

· the need to ensure that the information in each record is attached to the correct source, 

· whether linking introduces any risk element concerning the protection of the source(s) involved, 


Where intelligence information is being considered to be linked, these factors must be appropriately risk assessed and authorised before the decision is made as to whether to proceed to link or merge the records.

4.6.4
Subject to NIM requirements, intelligence held within the Constabulary intelligence systems will be reviewed at the discretion of the IAO to ensure that it remains relevant and accurate, and fulfils the original, legitimate purposes for which it was originally gathered or recorded. This includes managing any data conflict issues such as linking records as noted above.
4.7
STORAGE

4.7.1
Information assets may be stored in different formats depending on the type of information involved. Permissible formats which can be used include electronic, digital, archives of paper based files, scanned or photographic records, and collections of artefacts of like type, such as found property, or evidence items. 

4.7.2
The decision as to what format is used to store records will be risk-based at the discretion of the Information Asset Owner
, taking into account;

· any relevant or minimum requirements for the information type concerned as mandated by legislation, national guidelines, or recommendations by the Chief Information Officer (see Section 4.8.6 below).

· which format best supports operational user requirements

· any minimum standards in relation to ‘evidential quality’ 

· the security offered by the system to protect the records from compromise

· cost effectiveness, and ease of future management of the record
4.7.3
In most cases it is expected that a single copy of an individual record should suffice to meet all operational, business, or administrative needs, whether it is held in electronic format, or as physical or hard copy.

4.7.4
There is no requirement for records to be retained in the format in which they were first received or created. For example, verbal information stored on interview tapes may be stored by transcribing, or paper records scanned and retained as an archived electronic image.

4.7.5
Information required to be retrieved by a number of users at the same time should be stored electronically wherever possible, and at as low a level as possible in a single archive. This will then enable the information itself to be drawn from this archive by multiple users across different locations as required, with all having access to the single ‘original’ record instead of copies, including at the same time. (This is opposed, for example, to having multiple copies of the same record being lodged in separate systems, so resulting in duplication, additional work and cost to maintain two sets of records instead of one, as well as the avoidable additional risk of data conflict arising out of a record being amended, or updated, on one copy, or system, and not the other.)

4.7.6
Storage of all information assets will be in accordance with:

· Cumbria Constabulary Information Security, Accreditation and Risk Management Policy, 

· Cumbria Constabulary Records Management Policy, 

· Cumbria Constabulary Records Off-Site Storage Policy 

· Cumbria Constabulary Retention Schedule. 

4.7.7
Where it is expedient and cost-effective to do so, paper records may be considered for storage ‘off-site’ under the managed supervision of an approved contractor engaged for this purpose. The requirements under which such ‘off-site’ storage facilities may be used for police information records are set out in the Cumbria Constabulary Records Off-Site Storage Policy.
4.8
ROLES AND RESPONSIBILITIES

4.8.1
The roles and responsibilities below are concerned with the management and control of the records systems used to store Constabulary information. 

[Note: A summary of the collected roles and responsibilities within the Information Management Strategy, Records Management Strategy, and the Records Management Policy, is also available as a separate document, for ease of reference.]

Chief Constable / MoPI Chief Officer

4.8.2
The Chief Constable will be the designated MoPI Chief Officer, with ultimate responsibility for the Constabulary’s compliance with all legislation concerning the management of information held by the Constabulary, and will own the Records Management Strategy. 

4.8.2.1
The assignment of responsibilities for the management and use of information gathered or held other than in support of the policing purposes set out in the IMS Section 4 (a) (i), for example to support administrative, personnel or financial functions, will be delegated by the Chief Constable on a case by case basis. This includes joint or collaborative ventures with other police forces or non-police organisations.

Deputy Chief Constable / MoPI Senior Manager / SIRO

4.8.3
The Deputy Chief Constable (DCC) will have responsibility as the MoPI Senior Manager and as the Senior Information Risk Owner (‘SIRO’) on behalf of Cumbria Constabulary, and be accountable to the MoPI Chief Officer for Cumbria Constabulary’s compliance with MoPI Code of Practice.


The DCC will also receive reports from:

· the Chief Information Officer (see below) in relation to any issues relating to the Constabulary’s fulfilment of national or legislative requirements concerning the management of police information.

· Information Asset Owners in relation to risks concerning the systems or processes for which they are responsible

4.8.3.1
NPIRMT National Policing Community Security Policy mandates that an Information Asset Owner (IAO) is nominated for all systems and processes used to process or store police information
.

IAO’s for Cumbria Constabulary will be nominated by the DCC.
Chief Officer Group (COG)

4.8.4 The COG will have responsibility for all strategic decisions relating to information records systems or processes.

4.8.5
This will include delegating further Boards, at different times and for different purposes, to have responsibility for supervising the implementation of Information Management Strategy, Records Management Strategy, and all other Constabulary policies relating to information and records management, across their respective areas of function or command.

Chief Information Officer (CIO) / Director of PSD
4.8.6 The Director of PSD, as CIO, will oversee, on behalf of the Chief Constable, all core functions concerning the general management of ‘police information’ (information gathered or held in support of the MoPI policing purposes, as defined in the IMS Section 4 (a) (i)), including data protection, information assurance, records management, and freedom of information.

4.8.7 The CIO will therefore have responsibility for:

· authorising and approving this Records Management Strategy (in advance of any further endorsement that may be required from other Boards)
· ensuring that reporting lines are in place to allow Area Commanders, Department Heads, or others to raise issues relating to records management as appropriate, and that there is a defined escalation process for issues to be reported direct to the DCC / SIRO, or COG where necessary.

Information Asset Owners

4.8.8 IAO’s will be nominated by the DCC, and should be at a level as to have full operational understanding of the core purposes of the system, and with sufficient authority to effectively delegate day to day supervision, and thereby superintend the overall performance of system users.
4.8.9 The primary function of the IAO is to ensure that the systems/processes for which they are responsible remain fit for purpose as necessary to meet the needs of the Constabulary.
4.8.10 In support of this, core responsibilities of IAO’s concerning information management are set out in :

· IMS

· IAO Handbook

4.8.11 With regard to records management, Information Asset Owners are responsible for ensuring the continued resilience, integrity and availability of the records holding the information including: 
a. The physical security of information records systems and assets, including physical archives of paper records, and the protection of ICT network access points, portals, and terminals within buildings, offices, storage rooms, car parks, garages or other parts of the Constabulary estate. This may require that the IAO liaise with Estates Dept and possibly the Chief Information Officer (head of PSD) or Records & Information Security Manager, as appropriate.
b. Ensuring that all individual instances of information sharing are recorded so as to:

· evidence that any associated risks have been considered, 

· provide evidence of the ownership of the decision to share, and 

· ensure that records of information shared are available for inspection purposes (internal or external) if required.

The need for recording information requests and replies given is crucial to support future intelligence requirements, in case the individual concerned comes to notice again at a later date. Where a request for information is received, the Constabulary must be able to see if a similar request or expression of concern has been noted previously or to identify if a pattern of possible offending or unlawful behaviour is emerging.
c. The adequacy of business continuity and disaster recovery arrangements as they consider to be proportionate to the potential risk of loss of information.

d. They must ensure that information records stored or processed on the system are handled in accordance with all relevant legislation, including the Data Protection Act, Human Rights Act and MoPI.
4.8.12 They are also responsible for ensuring that all Constabulary personnel under their command who are involved in recording or reviewing police information records are trained in accordance with the MoPI National Training and Delivery Strategy.

This includes ensuring that any staff temporarily assigned to their command or department, including contractors and temporary staff, are trained to a sufficient standard to fulfil their roles without causing unauthorised (including accidental) compromise to the information and records that they use.
4.8.13 IAO’s will also nominate supervisors to carry out checks to ensure that:

· where police information is involved, that it is being recorded for a policing purpose

· information is being recorded in the appropriate format for the information type, and business area in which it is held.

· the data quality principles in Section 4.1 above are being met.

· checks are being made to avoid creating duplicate records.

· links are made to existing records where applicable.

· Protective markings are being applied and adhered to

4.8.13.1
Supervisors so nominated should also be charged with providing feedback to users based on results found.

4.8.14
IAO’s are not responsible for the technical availability of the system platforms, power supplies, or information technology defence measures deployed to protect the information from external technical attack

4.8.15 Reviews of system usage, operating procedures, and information will be determined on a case by case basis for the systems concerned, taking into account:
· the priority set by the business for the information system concerned
· requirements set out in RMADS or Codes of Connection

· local accreditation requirements 

· any other relevant legislation, guidelines and Constabulary Policy, including MoPI Code of Practice and APP (see section 1.2 above).
4.8.16 During reviews of information records, the assessed MoPI Review Group7 of the offender will be a key parameter when deciding whether a policing reason exists to retain a given record for a further period. However, a view must also be taken of the circumstances in which some offences or crimes are committed, in case this may give an indication of a propensity to cause harm which may not be obvious from the offence itself.
Review, Retention and Disposal

4.8.17 Records of reviews of information being considered for retention or disposal must, as a minimum, include details of the information reviewed, the date, and the owner of the decision to retain or dispose of the record concerned.
Records To Be Retained

4.8.18 For information records which are to be retained, the review record will also confirm:

· that the information remains required to support a policing purpose and is relevant and proportionate to that purpose

· that it is still accurate and up to date (including if the record is of historic fact or value, eg a nominal’s previous address) 

· where relevant, that the review has included an assessment of the risk of harm posed by an individual, and the risk recorded in an appropriate manner, for example as MoPI Offender Review Group 1, 2, 3 or 4
.

· that the system(s) being used to store the information, including back-up services where applicable, remain fit for purpose and will retain the information satisfactorily so as to preserve its searchability, evidential quality, and its resilience as set out in Section 4.1 above, until the time of the next review.

Records Not To Be Retained
4.8.19 For information records which are not to be retained, the review record will confirm

· that all copies or other formats in which the information was held within the Constabulary have been destroyed, for example, electronic or paper duplicates

· that any copies of the record that have been shared with working partners have been destroyed

County Archives

4.8.20 Records which are identified as being worthy of permanent preservation, for example through having significant historical value, may be designated to be passed to the County Archives as prescribed by Cumbria Constabulary Records Management Policy.
5
SCOPE

5.1
This Records Management Strategy applies to all information records created, owned by, or in the hands of, Cumbria Constabulary, and to all persons authorised to come into contact with them.
5.2
It applies to records in all formats including electronic, digital, voice, paper, images, and hard copy, and applies from the time of creation of the record or its coming in to the hands of the Constabulary, throughout its lifecycle, to the time of its disposal. 

5.3
It applies to all records storage or processing systems, from the time of planning and inception, and throughout the subsequent service life of the system until it is discontinued, switched off or disposed of, and its records removed or destroyed.

5.4
Where information records provided by a partner agency or organisation are subject to any external conditions in relation to their use or handling, these will be adhered to at all times unless the express written consent of the partner provider is obtained beforehand.

6.
COMPATABILITY and INTERCONNECTIVITY

6.1
Information records and data will be stored in a standard format, wherever such standard exists, to support a national information exchange capability.

6.2
Where no standard or national format for the data exists, information on a local system should be held at as low a level as possible, so as to be better capable of being linked or integrated across multiple applications, either within Cumbria, or nationally at a later time.

6.3
Cumbria Constabulary will strive to develop information records systems which will allow future key national police systems and databases to be aligned or linked, so as to facilitate improved information sharing between forces. In support of this aim, procedures will be co-ordinated so as to be able to work both with each other, and with comparable procedures for national systems where these already exist. This will include the design, development, purchase and deployment of compatible IT systems where applicable. 
Appendix A - Regulatory Environment
· Police Act 1997 (Part V)

· Lord Chancellors CoP on Management of Records, issued under s.46 Freedom of Information Act 2000

· Criminal Justice Act 2003

· Crime and Disorder Act 1998

· Serious Organised Crime & Police Act 2005

· Sexual Offences Act 2003

· Limitation Act 1980

· Criminal Procedures & Investigations Act 1996

· Data Protection Act 1998

· Children Act 1989

· Children Act 2004

· Human Rights Act 1998

· Regulation of Investigatory Powers Act 2000

· Domestic Violence, Crime and Victims Act 2004 (plus subsequent amendment 2012)

· Code of Practice on the Management of Police Information (2005)

· Code of Practice on the NIM (2005)

· National Policing Community Security Policy

· Authorised Professional Practice - Data Protection

· Authorised Professional Practice - Data Protection Audit

· ACPO (2005) Investigating Child Abuse and Safeguarding Children

· ACPO (2004) Investigating Domestic Violence

· ACPO (2004) Recording, Management and Investigation of Missing Persons (plus subsequent amendments)

· MAPPA Guidance v4.00 (2012)

· ACPO Freedom of Information Manual Public Facing v.1.2

· ACPO NIM Briefing Model (2003)

· CPS Disclosure Manual

· HM Govt Security Policy Framework

· ACPO Guidance for the investigation of corruption in the police service (2003)

· ACPO Review Retention and Disposal Schedule v2.1 (Dec 2014)

· Home Office Circular 25/2003

· Home Office Circular 45/1986

· Home Office Circular 05/2005

· Home Office Circular 06/2006

· Computer Misuse Act 1990

ACPO / ACPOS

Association of Chief Police Officers / Association of Chief Police Officers of Scotland. This body has now been succeeded by the National Police Chief Council (NPCC).
APP

Authorised Professional Practice is authorised by the College of Policing as the official source of professional practice on policing. Police officers and staff are expected to have regard to APP in discharging their responsibilities. There may, however, be circumstances when it is perfectly legitimate to deviate from APP, provided there is clear rationale for doing so. 

APP is accessible on-line at http://www.app.college.police.uk .

CSP

NPIRMT National Policing Community Security Policy 

Data
The component(s) of information such as numbers, words or pictures which, without context, has little interpretative value.  Data becomes information once it is put into a framework or structure that provides context.

Database
An assembly of multiple items of ‘data’ arranged so as to provide the collected data in an information context. It is usually accessed through an electronic output device, for example a computer screen.

Data Field

A space in a database usually set aside for a specific type of data, such as a name, address line, or URN, supporting consistent data quality across the system, and the standardisation of information of similar type in a more uniform and searchable format.

Data Subject
An individual who is the subject of personal information.

De-personalised Information

Information which has been sanitised or amended such that it is not possible to identify any individuals who may have been connected with it, either as the subject of the information or its source.

Disposal

The removal of information from all police systems, justified through the review process, to the extent that it cannot be restored
HMG / HM Govt

Her Majesty’s Government

Information

Data that has context and meaning and is therefore, able to be understood by people.

For the purposes of the Data Protection Act processing information includes the following: ‘obtaining, recording, holding and carrying out any operation on the information; organising, adapting, altering, retrieving, consulting, using; disclosing by transmitting, disseminating or otherwise making available; aligning, combining, blocking, erasing or destroying.’

Keyword

A word, usually a proper noun, which could be of especial use as a ‘search’ parameter within a searchable system such as an electronic database. 

Metadata

Data which may be appended to an information record, and which usually adds no value to the information itself, but which may form part an administrative tool to support the effective management of the record(s), such as providing a linking facility or otherwise aiding retrievability. Common examples include an arbitrary URN for each entry within a records system, or a barcode on a file or box.
MOPI

Management of Police Information Code of Practice (2005) issued under sections 39 and 39A of the Police Act 1996 and sections 28, 28A, 73 and 73A of the Police Act 1997. The Management of Police Information Guidance was issued (2006 – revised 2010) in support of the MoPI Code of Practice, providing guidance on how it should be applied in practice, but was lapsed in Oct 2013. However, many of the MoPI Guidance principles concerning information management have been adopted and are set out in Authorised Professional Practice (APP – see above).

Need to Know

‘Need to know’ is a security principle which states that the dissemination of classified information should be no wider than is required for the efficient conduct of business. A balance must be struck between making information as widely available as necessary to maximise potential benefits, and restricting it to protect the security of sources, techniques, and the confidentiality and integrity of the information itself.
Nominal Record / Person Record

For the purpose of this document, a Nominal or Person Record refers to a record which is based around an individual person, as opposed, for example, to a record based around an incident or a location. As a minimum, a nominal record must contain the person’s forename, and family name, partial name and any nickname or aliases.
Record
The tangible format in which a structured unit of information may be accessed.  ‘Records’ are defined in the relevant British Standard (BS ISO 15489-1:2001 Information and documentation – records management – Part 1: General’) as:

“information created, received, and maintained as evidence and information by an organisation or person, in pursuance of legal obligations or in the transaction of business”. 

Typically it will have a physical form, such as a piece of paper, or be part of an electronic database.

Sensitive Personal Data

The Data Protection Act 1998 defines sensitive personal data as information that relates to an individual’s: racial or ethnic origin; political opinions; religious or other similar beliefs; membership of a trade union; physical or mental health or condition; sexual life; alleged or committed criminal offences; proceedings for any offence committed or alleged to have been committed; disposal or sentence concerning any alleged or committed offences.

SLEUTH

The primary person-based, searchable and centrally managed database of police information used by Cumbria Constabulary.

URN

A ‘unique reference number’ sometimes assigned to an information record, or an individual person, to aid indexing and retrievability across systems which are not capable of being linked technologically.
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� For definition of ‘critical information’ see Information Management Strategy v7.00 Section 4.1


� MoPI Review Groups derive from the previous MoPI Guidance (2010), now superceded by APP, and refer to the Groupings assigned to the risk posed by individuals in relation to offence types on the Police National Legal Database. See APP ‘Retention, Review & Disposal’ section 2.3 for further information.


� See footnote 2 on page 5.


� For further information around Information Asset Owners, see Information Management Strategy v7.00 Section 4.3.6 to 4.3.10


� As set out in the IMS sections 4.3.6 to 4.3.9


� This requirement was also previously a requirement of Security Policy Framework (v10.00).


� MoPI Review Groups derive from the previous MoPI Guidance (2010), now superceded by APP, and refer to the Groupings assigned to the risk posed by individuals in relation to offence types on the Police National Legal Database. See APP ‘Retention, Review & Disposal’ section 2.3 for further information
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