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1 Scope & Rationale for IT Risk Management Plan

1.1 Purpose of IT risk management plan

The University of Colorado at Boulder (CU-Boulder) recognizes the need for an Information Technology (IT) risk management process to ensure performance and continuity at the University.  This process is based on the fact that the campus relies on the availability and reliability of IT and this reliability will continue to grow as the campus increasingly utilizes IT as a means for supporting educational and administrative processes, dissemination of information, and for general communication.  Because the perception of risk varies among the different constituencies across campus, a need exists for consistent criteria and shared understanding.  

A total failure, partial failure, or security compromise seriously and adversely affects the campus.  The risk management process will identify CU Boulder’s information assets, including both hardware and software that are considered essential to the campus mission.  This process will also identify information assets that are considered to be of secondary and peripheral significance.  

This document defines the risk management process and associated tools and artifacts.  The first step in the process, the definitional phase, is determining the systems scope and broad risks for the risk assessment cycle. The second step in the process is to enumerate and classify information assets.  The third phase of this process is a technical check for vulnerabilities for essential assets.  The fourth phase of this process is the actual risk assessment analysis.  After the completion of the analysis phase a report is provided to the asset owner.  The fifth phase of the process is the creation of a risk mitigation plan by the asset owner.  Because IT technology, staff, and systems change, risk management is a continual process that the campus will continually engage in to ensure high performance of the campus IT infrastructure.  The following flow chart provides an overview of the risk management process.

1.2 Overview of IT Risk Management Process
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Figure 1: UCB IT Risk Management Process
1.3 Scope

Participation Scope

System-wide IT policy (APS 131) requires that all university departments participate in an annual risk assessment process.  The UC Boulder campus has chosen to use the risk management process described in this document as fulfillment of the system policy requirements.  

All UC Boulder academic and administrative departments are included as participating departments in the campus IT risk management process.  Additionally, all independent groups operating on a UC Boulder campus network are also subject to the system policy and are considered participating departments.  Student owned systems operating on a UC Boulder network are exempt from participation.  
Departments using particular types of data or under particular regulations will require third-party risk assessments.  In these cases, these third-party assessments will serve as the analysis and reporting components for specific systems, or for the entire department’s systems.  Examples include: credit card processing, HIPAA compliance and NASA projects.
Content Scope

Information technology risk analysis and management requires a broad range of information on IT assets and potential threats.  The data collection phases of the risk management process include an IT asset inventory, a procedures and policies questionnaire and a vulnerability assessment of essential assets. The details of each of these data sets are covered in supporting documents (inventory template, procedure and policy questionnaire and outline of vulnerability assessments).  The level of information required in each area is generally basic and can often be provided by a questionnaire.  Departments with essential or life/safety functions, systems or data will require more in-depth information and analysis.  
1.4 Definitions

All italicized items in this document are defined in the APS Glossary for Information Technology document.  
1.5 Roles and responsibilities

Executive sponsorship – The office of the Vice Provost for Academic and Campus Technology (VPACT) will provide guidance and representation for the process at the executive campus administration level.
Plan maintenance – Ensuring the plan’s currency is a priority.  General oversight, compliance, and future review and revision of the risk management plan are the responsibility of the campus IT Security Office (ITSO).
Risk management assistance and tools – The UC Chief Security Officer and the IT security office for UC Boulder will provide tools and assistance to ensure that departments are able to complete the risk management on a recurring basis.

Risk analysis and report authoring – The UCB IT Security Office is responsible for performing risk analysis based upon the data collected, potential threats and proven risk assessment models.  The ITSO is also responsible for authoring the risk assessment report and executive summary as well as working with the department to make any appropriate corrections to the documents.
Risk mitigation – The creation of a mitigation plan and implementation of that plan are the responsibility of the department head.  The ITSO will provide recommendations and guidance on making risk mitigation decisions and implementation of risk mitigation plans. 
Report review – It is the responsibility of the ITSO, department head, department IT lead, and Office of the AVPACT to review the risk analysis report and the corresponding mitigation plan.  
2 IT Risk Management Framework

2.1 Definitional Phase

The campus IT Security Office (ITSO), in collaboration with the Office of the Vice Provost for Academic and Campus Technology (OVPACT), is responsible for the formation and maintenance of the campus IT risk management process.  This ITSO will submit the process to campus IT constituencies (ITS Security Working Group, ITIAG Security sub-committee and IT Council) for review when the process is updated or modified.  The document will define the process steps, scope of the process, artifacts of the process, roles and responsibilities.  
The IT risk management process will be reviewed annually by the ITSO and OVPACT and updated to reflect changes to policies and risk management approaches.  

Artifact: Risk Management Process Definition
It is the responsibility of the ITSO to create the risk management process definition and to maintain it as needed.  Changes to the document will be reviewed by campus IT governance and the current final version will be made available to all campus IT constituents.
2.2 Identify and Classify Technology Assets

Identify Information Assets

This inventory will build upon the inventory requirements put forth in system wide security policy 131: Inventory and Classification of Information Assets.  The UCB IT Security Office will provide a list of any asset information required beyond that outlined in ASP 131.  Information assets are defined as information, computer equipment, communications equipment, and magnetic storage media and devices used to create, store, process, and communicate information electronically, as well as IT support equipment.  Only high level information is required in the assessment, for example the system identification, the system owner, and the system role including network, software, and service components.  

Information Asset Classification
The goal for this step is to identify the criticality and sensitivity of information assets.  This classification will determine the depth of information gathered and analysis performed in the remaining phases of the process.  Criteria to be measured include: criticality of data or function to campus mission, failure time to become critical, impact of full or partial failure, likelihood of failure, whether a system contains sensitive or secure data, and existing work-arounds.  Criticality and sensitivity of assets will be based upon APS 131: Inventory and Classification of Information Assets.  
Artifact: Information Asset Inventory
The result of this phase is an information asset inventory that includes asset criticality and sensitivity assessments.  This document will be based on APS 131: “Inventory and Classification of Information Assets” and it will be the responsibility of the department to produce the asset list before the remainder of the process can begin.  The ITSO will provide instructions, an inventory template, and examples of information asset inventories.  Due to the sensitive nature of this document, it will only be viewed by the ITSO and the department itself.  The information asset inventory will be used during the risk analysis phase of the process.  
2.3 Process and Policy Risk Identification

In the process and policy risk identification phase, departments will complete a standard questionnaire provided by the IT Security Office (ITSO), based largely upon the questionnaire developed by the National Institute of Standards and Technology (NIST) for use by federal government agencies (NIST special publication 800-26).  The ITSO will provide instructions and guidance for completing the questionnaire.
Artifact: Completed Process and Policy Risk Questionnaire

It is the responsibility of the department to complete this questionnaire and submit the completed questionnaire to the ITSO.  The process and policy risk questionnaire will be used during the risk analysis phase of the process.
2.4 Vulnerability Assessment for Critical Assets
Assets identified as essential or life/safety will receive a vulnerability assessment by the ITSO using industry standard tools and techniques specific to the asset.  This may include remote vulnerability scans, local vulnerability scans, local patch verification and local verification of technical or physical controls.  If the asset is not one supported by ITS (see ITS Supported Software list), the department will be responsible for contracting a third party qualified to perform a vulnerability assessment of the asset and submitting the report to the ITSO.    
If users in the department are accessing private data from end-user systems, a vulnerability assessment will be performed by the ITSO on a sample end-user system using industry standard tools and techniques specific to the asset.  

If an urgent vulnerability is discovered during the course of the vulnerability assessment, the ITSO will immediately issue a spot report to the department noting the vulnerability and the recommended mitigation steps.  Any contracted third-party should also issue a spot report to the department for urgent vulnerabilities.  
Artifact: Vulnerability Spot Report
The ITSO will issue a vulnerability spot report for any urgent vulnerabilities found during the vulnerability assessment.  It is the responsibly of the department to immediately address these urgent vulnerabilities.  

Artifact: Vulnerability Report

The resulting vulnerability assessment report will be distributed to the department’s IT lead, department head and the UCB ITSO.  This report will be used during the risk analysis phase of the process.  

2.5 Risk Analysis
The UCB IT Security Office will perform a risk analysis based upon the data collected in the prior three phases of the risk management process as well as the department’s business continuity plan and any third-party assessments.  If a third-party assessment is comprehensive, it will serve as the risk analysis for the department.  The analysis will be based upon a combination of industry standard risk assessment techniques as well as a knowledge of the specific threats and risks that are most likely to occur in higher education in general and the UCB campus in specific.  The analysis will include risks incurred or mitigated by business practices, procedures, policies, technical controls, physical controls, staffing levels and the overall campus IT environment.  
The following diagram shows the documents that provide input into the risk analysis process as well as the documents produced during the analysis.  
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Figure 2: IT Risk Analysis Document Diagram

The risk analysis report will be presented to the department prior to the creation of the executive summary to provide an opportunity for review, correction and clarification.  The ITSO will then make any appropriate changes to the report and distribute the report to the department and the executive summary to the Office of the Provost for Academic and Campus Technology (OVPACT).

Artifact: Risk Analysis Executive Summary

An executive summary of the risk analysis will be created by the ITSO and given to the department head, IT Council and the OVPACT.  

Artifact: Risk Analysis Report

The full risk analysis report will be created by the ITSO and given to the department head and the department’s IT lead.  

2.6 Mitigation
Following the creation of the risk analysis report and summary, each department will need to address the risks covered in the report.  There are numerous ways of addressing risk including reduction, avoidance, acceptance and transfer.  The decisions on how to best deal with a particular risk require consideration of the business needs of the organization in addition to an understanding of the risk.  The ITSO will provide the department with recommendations for addressing risk in general and specific risks as appropriate.  The department is responsible for creating a risk mitigation plan that includes a timeline for the implementation of mitigation steps and submitting it to the ITSO and OVPACT.  The ITSO and OVPACT will review the plan and provide feedback to the department.  If necessary, the department will revise the plan and resubmit it to the ITSO and OVPACT.
Depending on the risks and mitigation plan, the ITSO may follow up with the department and request a mitigation status report.  This report will give the status of each of the mitigation steps listed in the department’s mitigation plan.
Artifact: Risk Mitigation Plan
A report detailing the department’s planned risk mitigation steps including a timeline for implementation will be created by the department and given to the ITSO and the OVPACT.

Artifact: Risk Mitigation Status Report
A report providing an update on the status of implementation of the risk mitigation steps covered in the department’s risk mitigation plan will be created by the department at the request of the ITSO or OVPACT and given to the ITSO and the OVPACT.

2.7 Campus-wide Risk Analysis and Report
On an annual basis, the ITSO will perform a risk analysis with a campus-wide scope.  This analysis will build upon the risks uncovered during individual departmental analyses and highlight widespread trends in IT related risk.  The ITSO will also investigate potential campus-wide methods to mitigate these risks.  The output of the analysis will be a campus-wide IT risk report presented to IT Council and the OVPACT with the intent that it will generate discussion and movement toward campus-wide solutions to widespread risk.  

Artifact: Campus-wide Risk Report
A report highlighting widespread trends in IT risk on campus including recommendations for campus-wide risk mitigation created by the ITSO and presented to IT Council and the OVPACT on an annual basis.

3 Additional Documents
APS Glossary for Information Technology
See http://www.cusys.edu/IT-Policy-WG/policies-procedures.html 
APS 131: Inventory and Classification of Information Assets

See http://www.cusys.edu/IT-Policy-WG/policies-procedures.html 
APS 190: Business Continuity Planning

See http://www.cusys.edu/IT-Policy-WG/policies-procedures.html 
Appendix A:  Sample Asset Inventories
Information asset inventory sample:

	Sensitivity
	private
	public
	private

	Criticality
	Non-essential
	Essential
	Essential

	Applicable Regulations
	None
	None
	None

	Responsible Party Contact
	Bob Costas - 555-5555
	Bob Costas - 555-5555
	Bob Costas - 555-5555

	Asset format
	MS SQL 2000 DB
	HTLM, Java and MySQL DB
	MS Exch 2003 DB

	Location (device name)
	dept-sql-1
	webserv-1
	dept-mail-1

	Retention Rules
	Data retained only while subscription is active - backups for DR only
	Each month, a backup is placed in archive for two years
	30 days of daily backups are retained

	Business use of information
	Database of mailing addresses used for mail merge for monthly newsletter
	Department outward-facing website
	Department internal e-mail server

	Description of contents
	Name and mailing address of 800 newsletter recipients
	Content describing departmental services and web applications for requesting services
	End-user and service account e-mail for 65 accounts


IT resource asset inventory sample:

	Asset Name
	dept-sql-1
	webserv-1
	dept-mail-1

	Criticality
	Non-essential
	Essential
	Essential

	Highest Data Sensitivity Level
	private
	public
	private

	Responsible Party Contact
	Bob Costas - 555-5555
	Bob Costas - 555-5555
	Bob Costas - 555-5555

	Make
	Compaq
	Apple
	Dell

	Model
	Proliant 4100
	iMac
	PowerEdge 2200

	Physical Location
	CHEM130
	ECCR252
	HUMN1B45

	MAC address(es)
	1111111111
	121212121212
	212121212121

	IP address(es)
	11.11.11.11
	12.12.12.12
	21.21.21.21

	Description of function
	MS SQL database for monthly newsletter mail merge
	Departmental web server including MySQL DB for service request logging
	Departmental e-mail server running MS Exchange 2003


Appendix B:  Sample Process and Procedure Questionnaire

	
	Levels Summary
	
	
	
	
	

	
	Level 1 -- Do you have a written document requiring action indicated in the question?
	
	
	
	
	

	
	Level 2 -- Do you have a written document providing instructions or documenting how to perform action indicated in the question?
	
	
	
	
	

	
	Level 3 -- Has action indicated in the question been implemented?
	
	
	
	
	

	
	Level 4 -- Is an audit procedure or mechanism in place to ensure that action in the question is completed and maintained?
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	1. Data Integrity
	
	
	
	
	

	
	
	Level 1 Policy
	Level 2 Procedures
	Level 3 Implemented
	Level 4 Review and Test
	Does not apply

	1
	Are virus signature files routinely updated?
	 
	 
	 
	 
	 

	2
	Are virus scans automatic?
	 
	 
	 
	 
	 

	3
	Are reconciliation routines used by applications, i.e., checksums, hash totals, record counts?
	 
	 
	 
	 
	 

	4
	Are inappropriate or unusual activity investigated and appropriate actions taken?
	 
	 
	 
	 
	 

	5
	Are intrusion detection tools installed on the system?
	 
	 
	 
	 
	 

	6
	Are the intrusion detection reports routinely reviewed and suspected incidents handled accordingly?
	 
	 
	 
	 
	 

	7
	Is system performance monitoring used to analyze system performance logs in real time to look for availability problems, including active attacks?
	 
	 
	 
	 
	 

	8
	Is penetration testing performed on the system?
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