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IN-HOUSE COUNSEL 
INTERNAL CORPORATE INVESTIGATION CHECKLIST

1. Is investigation necessary and what is the scope?  

a. How credible is source?  How complete and verifiable are initial facts?    

b. Is there an applicable corporate policy?  For example, must all allegations be investigated or only those that meet a certain level of credibility?   
c. What is the nature of the alleged misconduct?  Which laws are allegedly being violated?  What jurisdictions may be involved?  By whom?  What would case (if facts are proven) eventually look like, e.g., civil or criminal?        

d. Will the scope of the investigation be reasonably calculated to address the alleged misconduct? 

e. Is company public and what is likelihood that investigation outcome and process will be reviewed by government or outside parties?  

f. Are there routine business processes and functional groups set up, e.g., for standard HR or EHS matters, that are capable of proper review of allegations?  

2. Should investigation start immediately?

a. If not, are there sound reasons for delay, e.g., availability of witnesses, counsel or investigators?
b. Are there any preliminary issues that should be investigated first?  

c. If investigation will proceed in steps, should timetable be developed?  

3. Who is client and what are reporting lines?
a. Is this corporate/enterprise issue or only a business unit/division or subsidiary issue?

b. Is it adequate or appropriate to report along normal lines of responsibility to Board, to executive, to officer or other manager?  
c. Are there any factors, such as improved credibility or objectivity, which suggests reporting outside of the ordinary course of business?

d. Consider designating one of the following to supervise investigation: GC, other senior lawyer; audit committee of Board; or other special committee.

e. Consider plan to provide updates and receive feedback during course of investigation.

4. Should investigation be conducted by in-house counsel or outside counsel?

a. How strong is need for privilege or work product protections?

b. Are there any conflicts by use of in-house counsel? 

c. Does in-house counsel have proper expertise and familiarity with applicable law?  Could this be criminal matter?    
d. May use of outside counsel help credibility and objectivity?
e. How important is the need to ensure separation of the investigation from normal business activities?  
5. What internal resources to use? 

a. What areas of expertise (skill sets) are needed?

b. If IT and electronic data issues, can these be handled internally?  

c. Who is needed locally, e.g., at remote manufacturing or sales site?

d. Can other insiders be objective and without conflicts?

e. Ensure non-attorney personnel are properly acting as agents of legal counsel.
6. Should outside resources be involved?

a. Is there need for particular expertise or skill set, e.g., forensic accounting, environmental assessment, or private investigator?

b. What type of need is there for managing documents and/or electronic data?
c. Will investigators or company need access to subject-matter experts.
d. Ensure non-attorney personnel are properly acting as agents of legal counsel.  
7. Establishing and maintaining privilege and work product protections
a. Consider a proactive process to ensure law department members are familiar with principles and rules for privilege and work product protections.  Consider offering periodic training on these topics.
b. Consider a proactive process to ensure managers are familiar with concept of privilege and need for proper procedures.
c. Ensure the investigation and communication process address the following steps:

i. Inform everyone involved in the investigation that this is a confidential process and that they should not discuss case outside the investigation team or with anyone other than client or control group;

ii. Inform everyone that their conversations and correspondence with counsel (or those acting on behalf of counsel) are privileged or work product;

iii. Clearly mark all privileged and work product documents;
iv. Create rules for use of e-mails by investigation team and by client and control group;

v. Carefully handle all documents that are created and collected; and

vi. Restrict anyone outside the attorney-client relationship from access to the privileged or protected documents.

d. If employee interviews will be conducted by or with counsel, provide Upjohn warnings at the start of interview to ensure employees understand: i) counsel represents the company and not the individual; ii) the conversation is protected by attorney-client privilege; iii) the privilege belongs to the company; iv) only the company may waive the privilege; and v) the company may decide to waive the privilege.  
e. Consider how to document that employees were provided with an Upjohn warning.

f. Employees should also be informed that the conversation with them is confidential and that they should not be discuss the interview with anyone else.  
g. Counsel interviewing employees should be careful about providing any legal advice to employees, especially if employee could become adverse to the company.  

h. If any multi-jurisdictional issues involved, e.g., U.S., Canada, or E.U, consider use of appropriate experts.  
8. Document preservation and review process
a. Consider need to image or copy electronic data before announcing start of investigation (to avoid any opportunities for employees to delete or compromise data).  Engage IT resources as needed.
b. Suspend normal implementation of document retention policies by sending “Litigation Hold” memo.
c. Coordinate with IT Department to secure potentially relevant documents (retain e-discovery consultant if needed).
d. Consider need to establish document processing system.
e. Consider process to coordinate employee interviews and records review to provide cross-support for each effort and to aid in fact and issue identification.
9. Accessing employee information

a. Clarify whether information sought is company or employee information.

b. Under current corporate policy, is company allowed to inform all employees that company IT systems and stored data are the property of the company and that employees should expect no privacy in use of company IT systems?  If not, consider changes to policy.
c. Have good cause to conduct searches and conduct in a reasonable manner.
d. If any issues of employee privacy, especially if multiple jurisdictions involved, check with local counsel. 
10. Conducting Employee Interviews
a. Under current company policy, is company allowed to inform employees of their duty to assist in investigation?  If not, consider changes to policy.    

b. Develop strategic plan for interviews, e.g., who conducts interview, number of personnel present, the order of interviews, and locations.  Consider categorizing employees as fact witnesses or targets or the interview as fact finding or confrontational – plan for interviews accordingly.   

c. Have two people attend each interview: if counsel is one the other is potential fact witness.  Ensure no conflicts of interest with interviewee.  

d. Remember to provide Upjohn warnings and document as appropriate.
e. Take accurate notes, however, the more notes look like transcript and less like mental impressions, the more likely a court may find the notes are not protected by attorney work product.
11. Any need for separate counsel for employees/executives?
a. Is employee a target (potential liability) or are or could their interests be adverse to the company?
b. Does the employee/executive have any claim or right to having company provide separate counsel?
i. Although company can recommend counsel, the employee must understand the choice of counsel is entirely their own.
ii. Payment by company for separate counsel may be determined by company policy, any employee agreements, and local laws.
c. If separate counsel engaged, consider need for or benefit of a Joint Defense Agreement (JDA):
i. If JDA is created - and then terminated - ensure all privileged documents are returned, and remind parties that the communication and information shared during the term of the joint defense must continue to be confidential unless all parties agree to a waiver  
d. What if employee asks to have his/her counsel present during an interview?  

i. Usually, investigation interviews are matters of internal company policy and employee does not have right to have counsel present.  Consider developing appropriate company policy.  

e. Is the employee part of a collective bargaining unit?  

i. If so, they may have right to request the presence of a union representative.  

12. Final report
a. Consider steps to protect draft reports, e.g., by demonstrating that changes or edits to drafts reflect legal advice (report not ready for disclosure until lawyer has finished providing their legal advice).

b. Consider need to separate business advice from legal advice (helps support claims that investigation was primarily motivated by company’s need for legal advice or anticipated litigation).

c. Consider whether to provide orally or by written copies.  If written report, consider policy that copies of report be returned after presentation.  Consider likelihood of inadvertent waiver or lack of confidentiality that could lead to loss of protections.

i. Written reports reduce potential debate over what was reported, but can be harmful if waiver occurs;

ii. Oral reports encourage open discussion, but finality of report may be in question; and

iii. Oral reports do not guarantee, if a waiver occurs, that the information will remain confidential (substance could be recreated through interviews or depositions during discovery).
13. Responding to any findings of misconduct
a. Ensure that company takes prompt and effective measures to stop any illegal or harmful activities and to minimize or mitigate any adverse effects.
b. Take any appropriate disciplinary actions against wrongdoers.  Review any applicable corporate policies regarding actions against individuals. 
c. Implement plan to correct behaviors and improve internal policies/controls.
d. Consider follow-up to ensure implementation of plan.

14. Disclosing to Government or Third Party(ies)
a. Is any part of report required to be reported by law, e.g., for environmental or safety reasons? 
b. If the investigation reveals evidence of the commission of illegal acts, consider need to report to law enforcement.   

c. Any applicable government policies that encourage or give credit for self-reporting? Any other strategic reasons to self-report? 
d. If any disclosures are made, are they timely, accurate and consistent?  

e. Has company considered all stakeholders in deciding how to end investigation, e.g., shareholders, lenders, auditors, competitors, insurers, customers, vendors, media, citizen groups, and even potential civil plaintiffs.   
f. May non-privileged facts or other information be reported without need to consider waiver?   
g. If disclosure will be made, any way to limit claims of waiver?  
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