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Incident Reporting

	Toolkit 10 – Incident Reporting

	
	Task
	Templates/Documents Provided
	Completed

(( & Date)
	Comments

	

	10
	Incident Reporting
	
	
	

	
	Ensure all staff are aware of:
	
	
	

	
	· The Practice Security Incident Reporting Procedure and it’s links to the Practice Disciplinary Procedure
	Security Incident Matrix
	
	

	
	· The  key contacts should a Security Incident occur
	
	
	

	
	· What constitutes a Security Incident
	
	
	

	
	Provide evidence that a process is in place to review trends in security incidents
	
	
	

	
	Record the investigation procedure following an Incident
	Security Incident Investigation Log
	
	

	


INCIDENT REPORTING MATRIX
	Nature Of Incident
	Example
	Report Incident To Security Manager
	Complete A+B Of Incident Form
	Resolved Within Practice
	Reported To Health Board
	Informed NWIS Primary Care Support

	Improper disclosure or potential disclosure of confidential information - typically Patient data is being given to third parties/organisations without due process;
	Information has been given to friend/relative over phone
	Yes
	Yes
	If first incident generally should be dealt with within practice
	Only in exceptional circumstances
	Only in exceptional circumstances

	
	Patient information disclosed to third party without consent of patient
	Yes
	Yes
	
	Should be reported to Health Board
	

	
	Member of staff sends a fax/email to wrong recipient with identifiable patient details
	Yes
	Yes
	
	Should be reported to Health Board
	

	Loss of integrity of the system or its data – caused by the introduction of viruses.
	Virus downloaded by member of staff caused data loss
	Yes
	Yes
	
	Should be reported to Health Board
	

	Vital infrastructure damage
	File server down due to inadequate ventilation in server room
	Yes
	Yes
	
	Should be reported to Health Board
	Yes


If a complaint is made by a patient about improper disclosure this will have to be dealt with by NHS complaints procedure (local resolution) 
Incident Investigation Procedure Log
	
	
	
	
	
	
	Does the Incident Need to be Reported to…

(please tick appropriate box)


	Will You be Breaching Any 

Person’s Rights under…

(please tick appropriate box)

	Incident Number
	Date Incident Reported

	How did the Incident come to light?
	Who was it reported by?
	Brief Description of Incident
	Cause of Incident
	NHS
	Police
	Information Commissioner
	Human 
Rights Act
	Data
Protection Act
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