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	Consultant Ethics and
Confidentiality Agreement

	In an effort to comply with ethics and confidentiality guidelines put forth by the department, all consultants are subject to all department-issued policies and orders including, but not limited to, those listed below.

	Ethics

Consultants shall comply with all provisions set forth in the State Officials and Employees Ethics Act (5 ILCS 430). Consultants of the department are subject to a higher standard of conduct and scrutiny than most citizens. The efficient operation of the department requires public trust and confidence in its Consultants. Consultants shall conduct themselves and their business to the highest possible ethical standards that reflect professional management and/or engineering practices.

Consultants shall not use their official position for personal gain or influence.

Confidential Information

An IDOT consultant shall keep confidential all information acquired through his/her employment with the department unless and until such information becomes available to the general public or is required to be released pursuant to the Illinois Freedom of Information Act, or other lawful authority, or is requested by the person(s) to whom the information relates pursuant to a valid written release. In accordance with the State Records Act (5 ILCS 160/) and Departmental Order 6-10: Order on Personal Employee & Private Entity Confidential Information, all documents containing sensitive personal information such as social security numbers, FEIN or TIN numbers, medical information, financial information, IDOT project information (including but not limited to Engineer’s estimates, etc.) or any other personal/confidential information must be properly shredded prior to disposal with the exception that such documents may be deposited into secure department-approved receptacles specifically designated for confidential disposal.

Ownership

As an IDOT consultant you acknowledge and agree that all confidential or proprietary information is the exclusive property of the department or entities providing information to the department. You agree to disclose fully the use and purpose of the use of any confidential or propriety information to the department and will return all confidential or proprietary information in your possession, custody or control to the department.

Information Technology

Each user is authorized to access information required to do his or her job.  Unauthorized access to any other information is strictly prohibited.  All users must safeguard all department information.  Access to IT resources will be immediately deactivated when employment or contract is terminated or rights are withdrawn for any reason.

	“I have read and understood this document and promise to conduct myself accordingly.”
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