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Section 2.2 Utilize – Effective Use

Routine System Maintenance Checklist
Use this tool to understand the importance of and provide guidance on ongoing system maintenance and to evaluate system administration.

Instructions for Use 
1. Use the checklist to ensure that your information systems are well maintained and you have a contingency plan in the event of any service disruption. 

2. Evaluate the level of system administration support required for your organization.

Routine System Maintenance Checklist

· Back up all files. The importance of performing back up before taking any system maintenance steps cannot be emphasized enough.
· Uninterruptible power supply (UPS)/surge protection. Ensure that every computer, printer, scanner, router, hub, cable/DSL modem, and other computing device is plugged into an uninterruptible power supply that will reduce risk of data loss or file corruption in the event of a power failure. Surge protectors also provide some protection in the event of power surges and lightning strikes. Ensure that UPS and surge protectors are plugged into dedicated outlets, and that refrigerators, microwaves, vacuum cleaners, medical devices, and other equipment are not plugged into the same outlet.

· Ventilation. Overheating due to clogged and/or obstructed vents is a frequent cause of laptop and other computer crashes. Vacuum all openings on all computer equipment, including keyboards, mice, and monitors. If covers or casings are removable, take them off and vacuum inside as well. Handheld vacuum cleaners or cans of pressurized dusters can be very effective. Use anti-static wipes to clean monitors. 
· Check connections. Ensure that all parts of computers are tightly connected, including all cables as well as card connections.

· Scandisk. Microsoft provides a built in utility to scan and attempt to fix the hard drive of computers for errors. Over time, a hard drive with errors will slow the computer down, and in some cases cause files not to be saved or will alter files during the saving process, or may even prevent the computer from booting. 

· Delete temporary Internet files, cookies, and history. Every time a Web site is visited, the computer stores that site temporarily on your system. Use the utility in Microsoft to delete offline content and cookies. 

· Empty recycle bin. Even though you may not be deleting a lot of files, you should be aware that when a user “deletes” a file, it is placed in a recycle bin where it can be later retrieved. The recycle bin must be emptied to permanently delete these files. Periodically empty the recycle bin to improve system performance.

· Remove unused programs. Over time, you may have added programs to try them out, or find you simply do not use some you acquired. Remove these using Microsoft’s add or remove program utility. (Delete the program icon only deletes the shortcut to the program; it does not delete the program itself.)

· Check antivirus status. Make sure whatever virus protection software is being used is updated. Most of these will push updates to the computer automatically whenever it is connected to the Internet, but if a device is removed from your network or your network is removed from the Internet temporarily, a user may deny installation. Because this is software you will purchase, you need to make sure your subscription is up to date. However, before installing any major upgrade (versus update, which simply supplies new virus definitions), be sure you visit the vendor’s Web site to learn about the upgrade, how it runs, and what impact it may have on other software. Apply caution when upgrading.

· Run spyware software. Spyware is akin to viruses in many regards, yet is different enough to require separate tools to manage. See precautions relating to antivirus upgrades.

· Windows update. Microsoft will automatically push its most critical updates in the form of an alert that you manually activate. Be sure all of these have been accepted; but also visit Microsoft’s Web site periodically to determine if there are other updates that may be advantageous. Check also with your electronic health record (EHR) vendor.

· Defragmentation. Microsoft also provides a built in utility to better organize data on your hard drive. When data are saved on a hard drive, the data are automatically placed anywhere the operating system thinks they will fit. Over time, the result is that data are strewn everywhere ultimately requiring a longer time for the system to retrieve data. Defragmentation should be performed at the end of all other routine maintenance. Since the process can take several hours, plan to do it at the end of the day.
· Turn off the computer. After the computer has been defragged, turn it off and then turn it back on. In fact, making it a practice to turn the computer off at least once a day helps clean out temporary files that are created by general use. 
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For support using the toolkit

Stratis Health ( Health Information Technology Services

952-854-3306 ( info@stratishealth.org

www.stratishealth.org
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