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GENERALLY:
The City’s financial policies contribute to increased public trust and also provide clear direction to City staff about the diligence and stewardship with which public monies are to be managed.  City employees are expected to follow all policies and procedures, be honest and have integrity.  These cash handling policies and procedures serve to ensure that proper controls are maintained.  Proper controls will safeguard both City assets and staff against potential misuse or loss.  Department management is encouraged to document specific additional procedures to address local staffing and cash handling circumstances.
PURPOSE:
· Safeguard City monies from mismanagement or misappropriation

· Safeguard City staff personal safety

· Properly record cash and related revenues into the General Ledger

· Strengthen internal controls 

· Limit staff liability in the event of a loss

DEFINITIONS:
Cash – currency and coins; bank check, cashier’s check, certified check, debit and credit card payment, money order, electronic funds transfer, wire transfer, interactive voice response telephone payment, or on-line payment.
Cash Equivalents—gift cards, gift certificates, postage stamps, tickets, pre-paid debit cards; also termed stored-value  items.
Cash Drawer – a fixed amount of currency and coins maintained for processing daily transactions (also termed “daily beginning balance”) which is authorized by the Finance Department.
Cash Receipting – payment acceptance and recordation; balancing cash drawers at the end of the day to verify cash matches records.
CLASS System – the automated system supporting the Community and Recreation Services’ receipting functions.
Sensitive Authentication Data – credit/debit card magnetic strip or chip information, the card validation code, and personal identification number; prohibited by security standards from being stored by the City under any circumstances.
PCI-DSS—Payment Card Industry Data Security Standards; umbrella term used for a comprehensive security program to protect credit card information from accidental disclosure which provides protection for all participants in a credit card transaction.
Quadrant – the automated system supporting the Revenue receipting functions.
PROCEDURE:

Training
1. All City staff appointed to cash handling functions, whether in the Finance Department or in departments which process receipts and/or administer cash drawers or cash equivalents such as gift cards, must be trained in cash handling best practices prior to assuming their duties.

a. The Finance Department working with Human Resources will provide training to groups and to individuals prior to assumption of duties.

2. City staff handling cash must take an annual refresher course on cash handling policies and procedures, including receipt of a guide to identifying counterfeit currency which can be downloaded from the Secret Service at http://www.Secretservice.gov/KnowYourMoneyMay13.pdf.

3. Departments must maintain staff cash handling training records.

Cash Handling
4. Cash and cash equivalents such as gift cards must be immediately stored in a secure location which may be accessed only by a limited number of authorized staff.  
a. Cash handling sites should have a cash register and a safe.  Sites which do not have access to a cash register or a safe should employ locking cash drawers and appropriate key control.

b. Keys and safe combinations must be changed immediately upon termination of employment of authorized staff.  

c. Lost keys should be reported to management and the risk of loss assessed.

d. Keys must be taken from departing staff as a part of the termination procedure.  

e. Safe combinations should be comprised of random numbers and should be changed twice a year and when staff turnover occurs.

5. City staff handling cash should be working within a controlled access area, so that members of the public or other unauthorized personnel may not enter.  Doors must be kept locked at all times and a sign stating that requirement should be mounted on the interior of the door.

a. Effective physical barriers must be provided wherever possible between the cash handling staff and the public.  Examples include high counters, computer work stations facing away from the public area, locking access doors and security glass enclosures.

6. Currency must be United States currency.  International currency will not be accepted.  Twenty dollar bills or higher value bills must be visually inspected.  The Secret Service guide will aid in counterfeit identification.

a. If a counterfeit bill is detected, the employee should accept the bill and write his or her initials and the date in the white border areas of the suspect note.

b. Under no circumstances will the suspected bill be returned to the customer.

c. The employee should carefully place the note in a protective covering such as an envelope.

d. The City Police Department should be contacted and informed of the issue.

e. The face value of the counterfeit bill will be lost to the City and the receivable will remain unpaid.

7. Items which function like cash, such as pre-paid debit cards, gift cards, tickets or stamps, must be secured in a safe, inventoried, and issued by authorized staff that records the transaction.  

a. The responsible employee must verify that the “stored-value” item is not set to expire.

b. The responsible employee must require appropriate identification to issue the item to the recipient.

c. The recipient must sign for the item.  

d. Weekly inventory counts of cash equivalents such as gift cards must be performed and variances compared to the inventory log must be researched and explained.  The responsible employee may not perform the inventory count but should be present.

e. Variances must be reviewed by department management and any needed corrective action taken.

The Internal Revenue Service requires that any gift cards or similar stored-value items provided to individuals who do not work for the City must be reported as income if the aggregate value is $600 or more.  Because of this, departments must maintain records of recipients and amounts.  Recipients who receive $600 or more during a calendar year must be reported to Finance so that they can be contacted and their taxpayer identification information obtained on a completed Form W-9.  The income will be reported on Form 1099-MISC.

8. No employee may take City cash or cash equivalents out of City secure sites for any reason except for off-site deposit drops to the City Cashier, unless the cash is a change fund for a City-sponsored event that has been pre-authorized by the Revenue Manager.  

9. Management or employees who are found to have failed to follow this policy, especially where a situation arises with mismanagement of funds, are subject to disciplinary action as outlined in Employee Policy Manual Chapter 9, up to and including termination.

10. Departments must request cash drawer establishment to the Revenue Manager in the Finance Department by means of a memorandum which sets out the amount requested, the purpose of the cash drawer, the account string to charge the transaction to, and the timing needed.

11. Finance must set cash drawer amounts based upon business need.  The cash drawer amounts will be reviewed at least annually for continued need.
a. Cash drawers should not exceed $1,500 currency at any time.  If the drawer exceeds $1,500, the cashier must count and bundle a portion of the currency and secure it in the safe or a locking drawer until the drawer is balanced at the end of shift.

b. Changes in the amount or location of cash drawers in the departments must be approved by the Revenue Manager.

12. A record of all transactions must be created immediately upon receipt.

13. Payments received by mail must be opened and logged in ink or electronically in the daily mail log.  The individual opening and logging the mail receipts should not participate in any other aspect of the revenue receipt process for these payments, unless the area is covered by video surveillance.

14. The public should be advised that the City will not accept cash through the mail.

15. Checks must be stamped immediately with a restrictive endorsement stating “For Deposit Only City of Surprise” before placement in the cash drawer. 

a. The cashier in receipt of the check should verify that the check is imprinted with an individual or business name, banking institution and account codes, is dated, shows the City of Surprise as payee, has matching written and numeric amounts, and is signed. 

b. Mailed-in payments will additionally be entered into the Quadrant system and will be endorsed.

c. Checks received with a City Business License Application may be logged on the daily mail log in lieu of being restrictively endorsed.  The log tracks date received, business license applicant name, payer name, check number, amount, and any other needed information.

d. The Business License Application checks received log is reviewed periodically to ensure that the check is either processed for deposit or returned to the applicant if the application is deemed incomplete or unnecessary.  

e. The mail log is validated against the deposited payments in the Daily Deposit Count process at the time it is entered into FMS II to ensure that all business license checks are either deposited or returned to the applicant.  

16. Credit cards presented on-site for payment must be inspected for agreement with government-issued photo identification including matching the signatures.  If the card is unsigned and the cardholder refuses the City’s request that the card be signed then the transaction will be refused.

17. All City cash receipts must be documented by some form of a record, either by a cash register tape from Quadrant or a CLASS document, a manual, pre-numbered, three-part cash receipt form, or in the case of gift cards and other cash equivalents, with an inventory log.

a. The Finance Department will provide manual pre-numbered three-part cash receipt books to City cash handling locations which do not have access to a cash register. 

b. Finance Revenue staff will log which City department receives the pre-numbered receipts, including name of the staff receiving the books, office location, and receipt book numbers issued to each department.  

c. Manual receipts in a pre-numbered receipt book must be used in numerical order and duplicates maintained intact in the book.  Void or missing receipt numbers should be researched periodically by the supervisor.

i. Manual pre-numbered receipt books must be secured in a locked area with access limited to authorized staff.

18. A clear and unbroken chain of custody over cash must be maintained.
a. Cash drawers for a cash register should be counted and verified to authorized beginning balance at the start of each shift.

b. Each cashier must have a unique identifying code with which to log into the cash register or a unique cash drawer for his or her sole use.  When not working the counter, the cashier must secure his or her cash drawer in the location’s safe or a locked drawer with access limited to authorized staff.  

i. If the cash handling location does not have a safe, the supervisor should contact the Revenue Manager to obtain one.

19. At a shift change or for coverage during short absences, cashiers must log in using their unique identifier or insert their own cash drawer.

20. At the close of business or the end of a shift, the cashier will close out the cash register and balance daily activity starting with beginning balance plus receipts, and compare to ending balance, prior to relinquishing control to another cashier or to leaving for the day.  

a. After cash balancing, the cash drawer must be returned to its original beginning balance for the next day’s business.

b. Over/shorts must be documented.  Staff must use the Over/Short Reporting Form at sites with no access to the Quadrant system.  

c. Management must maintain a log of overages and shortages for identifying trends and evaluating staff performance unless supported by an automated system which provides that data.

d. All voids must be processed by written documentation which a supervisor must sign to approve or which bear an electronic signature.  The supervisor must delegate this responsibility in writing in his or her absence, whenever possible.  Alternatively, the next higher-level manager may sign.  The supervisor who delegated authority must review and verify the voids after return to duty.

e. Deposits must be prepared and deposited daily.  Cash must be placed immediately in a bank bag and secured in the safe until the armored car service pick up.  

i. The armored car service picks up at three City locations:  City Cashier, City Court, and Community and Recreation Services on a regular daily schedule.

f. An individual staff member independent of cash receipting processes must reconcile receipt records (receipts, mail log, and cash register) to cash collected to create the Daily Deposit Count and the bank deposit slip.  

i. The Daily Deposit Count and the deposit slip must be verified by a second person if the secured room is not covered by video surveillance.  Each reconciler/preparer should sign and date to evidence that they performed the process and verification.

ii. Once receipts are reconciled to records, and the deposit slip and the Daily Deposit Count are prepared, the deposit must be placed in a secure bank bag and placed in the safe until armored car service pick up.  The bag may not be opened under any circumstances.

iii. Staff entering the daily deposit information into the City’s financial system may not participate in any cash receipting.

g. Staff may not hand-carry cash in bank bags off site.

i. If taking the locked bank bag to another site such as the City Cashier for deposit is unavoidable, the bank bag key must be left at the secure site and the bank bag transported by two staff.  

21. Staff responsible for cash deposits may not reconcile cash receipts to the General Ledger or to Quadrant or to any other subsidiary ledger.
Payment Card Handling
22. In areas where debit/credit card transactions may be done by phone, transactions must be documented with the primary account number, the card validation code, and the name and contact phone number of the person requesting the charge.  A card authorization must be obtained from the payment card issuer while the customer is on the phone, if possible. 

a. Information taken over the phone about the primary account number and the card validation code must be immediately destroyed by marking through with a black permanent marker and shredding the document.  

b. Payments taken over the Internet must comply with Payment Card Industry Data Security Standards.

23. Computer-stored credit/debit card data must be securely deleted such that data cannot be retrieved.  Sensitive authentication data obtained by swiping the card may not be retained under any circumstances.

a. Written or computer-stored customer debit/credit card data other than sensitive authentication data may not be retained after the transaction is complete unless for an official business purpose approved by the Revenue Manager, for example, where the payee has a standing automatic payment order.

b. Credit/debit card data other than sensitive authentication data must be secured at all times in a locked drawer or safe within a controlled access area or if stored on a computer, must be encrypted. 

c. Information Technology staff is available to provide assistance in meeting these requirements.

24. Debit/credit card numbers must never be sent through email or faxed.  The City complies with Payment Card Industry Data Security Standards and noncompliance could lead to financial penalties.
Refunds
25. City customers may be given a refund provided the reason for the refund is documented, dated and signed by the patron requesting the refund and the approving department manager or supervisor.

a. Customer overpayments may be refunded without a customer signature, but must still be documented and approved by the department manager or supervisor.

26. Other than same-day transactions, refunds must be submitted to Accounts Payable by means of a check request (Direct Pay) using the City’s Check Request Form or the appropriate department form, with the appropriate signature authorities and support.

27. Same-day refunds can only be refunded using the same tender type as the original transaction and processed by the same cashier.

a. Original transactions processed by debit/credit card must be refunded on the same debit/credit card as determined by matching the last four numbers of the account code.  Government-issued identification cards will be necessary for completion of this transaction.  Payment card information is not retained beyond the business day.  

b. Same-day refunds on transactions processed by check will result in the check being returned to the customer.  

c. The cashier must require the returned check recipient to sign a returned check log to evidence return and receipt of the check.  The log will be created with a photocopy of the check to be returned.

Management Oversight Requirements
28. City management must ensure that all staff assigned cash handling duties have completed required training prior to undertaking their duties.

29. City management must assign cash handling duties to segregate cash receipting and cash recording functions.  No individual should have control of both the assets and the records of the assets.

30. Supervisors of areas using manual receipting must review and research discrepancies for the Over/Short Reporting Forms and voids, initialing and dating to evidence their timely review.

31. Supervisors must inspect manual pre-numbered receipt books to verify that receipts were used in numerical order.

32. In areas with video surveillance over the cash handling desk, management must review a sample of operational video tapes every two weeks and create a memorandum to the file to document the review, or management must watch the feed live monthly and maintain a viewing log to ensure adherence to policy.   Videotapes are retained in Information Technology for 30 days.

33. Supervisors must ensure that staff who handle cash take at least one continuous work week (Monday through Friday) off of cash handling duty every year and where possible, should rotate duties among staffs.

34. Supervisors and managers must log and monitor over/shorts and voids for trends and for evaluating staff performance.

35. Supervisors and managers must periodically do unannounced inventory counts of cash equivalent items such as gift cards, gift certificates, stamps, and tickets.

36. Supervisors must be alert to unexpected changes in cash receipts, such as no sales, no currency, or revenue shifts.

37. City department management must periodically make unannounced inspections of cash handling operations to count cash and to verify that policies and procedures are being followed.  Internal Audit and Finance may also perform surprise cash counts.
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