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Introduction 

The Internet enables us to improve communication, erase physical barriers, and expand our 
education. Its absorption into our society has been extraordinary.  It touches nearly every part of our 
lives from how we apply for jobs and where we get our news, to how we find friends.  A few Web sites 
have virtually replaced some things, like the encyclopedia and the phone book.  

But with acceptance comes a decrease in skepticism.  You may assume that the same laws or 
societal rules that protect your privacy in the physical world apply to the digital world as well.  But the 
Internet remains largely unregulated and the policies governing it underdeveloped.  Laws concerning 
online privacy are still being developed.  

To date, the U.S. Supreme Court largely has taken a hands-off approach to regulating the Internet 
and online privacy in favor of free speech.  However, the federal government is increasingly 
interested in regulating the Internet, for example through child pornography and gambling laws.  One 
important thing to keep in mind when relying on the law to protect you is that if U.S. law is broken in 
another country, prosecuting the criminal may prove difficult or impossible.  
 
Knowing how to navigate the Internet safely is essential to maintaining your privacy online.  

1: What Internet Activities Reveal My Personal Information? 

When you are online, you provide information to others at almost every step of the way.  Often this 
information is like a puzzle that needs to be connected before your picture is revealed.  Information 
you provide to one person or company may not make sense unless it is combined with information 
you provide to another person or company.  Below is a summary of the more common ways you give 
information to others when using the Internet. 

Signing up for Internet service 

If you pay for the Internet yourself, you signed up with an Internet Service Provider (ISP). Your ISP 
provides the mechanism for connecting your computer to the Internet. There are thousands of ISPs 
around the world offering a variety of services.  

Each computer connected to the Internet, including yours, has a unique address, known as an IP 
address (Internet Protocol address). It takes the form of four sets of numbers separated by dots, for 
example: 123.45.67.890. It‘s that number that actually allows you to send and receive information 
over the Internet.  Depending upon your type of service, your IP address may be "dynamic", that is, 
one that changes periodically, or "static", one that is permanently assigned to you for as long as you 
maintain your service. 

Your IP address by itself doesn‘t provide personally identifiable information. However, because your 
ISP knows your address, it is a possible weak link when it comes to protecting your privacy.  Most 
ISPs work to protect your privacy, but each has its own privacy policy. It‘s up to you to read the 
privacy policy and understand it. 

E-mail and list-serves 

E-mail. When you correspond through e-mail you are no doubt aware that you are giving information 
to the recipient. You might also be giving information to any number of people, including your 
employer, the government, your e-mail provider, and anybody that the recipient passes your message 
to.  The federal Electronic Communications Privacy Act (ECPA) makes it unlawful under certain 



circumstances for someone to read or disclose the contents of an electronic communication (18 USC 
§ 2511). 

But, the ECPA is a complicated law and contains many exceptions. As of 2010, many are seeking 
reform and clarification of ECPA to make it more comprehensive.  ECPA currently makes a distinction 
between messages in transit and those stored on computers. Stored messages are generally given 
less protection than those intercepted during transmission. Here are some exceptions to the ECPA: 

 The ISP may view private e-mail if it suspects the sender is attempting to damage the system 
or harm another user. However, random monitoring of e-mail is generally prohibited. 

 The ISP may legally view and disclose private e-mail if either the sender or the recipient of the 
message consents to the inspection or disclosure. Many ISPs require a consent agreement 
from new members when signing up for the service. 

 If the e-mail system is owned by an employer, the employer may inspect the contents of 
employee e-mail on the system. Therefore, any e-mail sent from a business location is 
probably not private. Several court cases have determined that employers have a right to 
monitor e-mail messages of their employees. (See PRC Fact Sheet 7 on employee monitoring, 
www.privacyrights.org/fs/fs7-work.htm.) 

 Services may be required to disclose personal information in response to a court order or 
subpoena.  A subpoena may be obtained by law enforcement or as part of a civil lawsuit.  The 
government can only get basic subscriber information with a subpoena.  The government 
needs a search warrant to get further records.  A subpoena as part of a private civil lawsuit 
may disclose more personal information.  

 The USA PATRIOT Act, passed by Congress after the terrorist attacks of September 11, 2001, 
and amended in 2006, makes it easier for the government to access records about online 
activity.  In an effort to increase the speed in which records are acquired, the Act eliminates 
much of the oversight provided by other branches of the government.  And it expands the 
types of records that can be sought without a court order.   For additional information about the 
USA PATRIOT Act, visit the Web sites of the American Civil Liberties Union, www.aclu.org, the 
Center for Democracy and Technology, www.cdt.org, the Electronic Frontier Foundation, 
www.eff.org, and the Electronic Privacy Information Center, www.epic.org.  

E-mail discussion lists and list-serves. When participating in online discussion groups, which are 
sometimes called "list-serves," remember that either the sender or the recipient can consent to the 
inspection or disclosure of the e-mail.  Additionally, if you are concerned about junk e-mail, forwarded 
messages, or other unsolicited mail, you should note that you are giving your e-mail address to 
numerous people. 

On many of these discussion lists, the e-mail address of members is readily available, sometimes on 
the e-mails sent and often through the group‘s Web site. Although a subscription and sometimes a 
password is required to use the list, there‘s nothing to prevent another member of the list to collect 
and distribute your e-mail address and any other information you post.  Some message boards and 
list-serves are archived.  For example, Google Groups has saved discussions going back to 1981. 
http://groups.google.com/intl/en/googlegroups/about.html 
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Browsing the Internet 

Browsers.  Although it may not seem like you are giving very much information, when you browse 
the Internet you are relaying personal information to Web sites.  Your browser likely provides your IP 
address and information about which sites you have visited to Web site operators.  To see a 
demonstration of the kind of information that can be captured about your computer via your browser 
when you surf the Web, visit http://network-tools.com/analyze/. 

Almost all browsers give you some control over how much information is kept and stored. Generally, 
you can change the settings to restrict cookies and enhance your privacy. Note that if you choose a 
high privacy setting, you may not be able to use online banking or shopping services.  Most major 
browsers now offer a "Private Browsing" tool to increase your privacy.  However, researchers have 
found that "Private Browsing" may fail to purge all traces of online  activity.  Many popular browser 
extensions and plugins undermine the security of "Private 
Browsing".  http://crypto.stanford.edu/~dabo/pubs/abstracts/privatebrowsing.html. 

Search engines. Most of us navigate the Internet by using search engines. Search engines have and 
use the ability to track each one of your searches. They can record your IP address, the search terms 
you used, the time of your search, and other information.  We encourage you to closely review your 
search engine's privacy policy. 

You may also inadvertently reveal information through your search strings.  For example, you might 
do a search to determine if your Social Security number appears on any Web sites.  You might enter 
the search terms " Jane Doe 123-45-6789."   The Google search string might look like this: 
http://www.google.com/#hl=en&source=hp&q=Jane+Roe+123-45-6789&btnG=Googl... Retention of 
that search string would mean that your search engine has a record of your name and Social Security 
number. 
 
Major search engines have said they need to retain personal data, in part, to provide better services, 
to thwart security threats, to keep people from gaming search ranking results, and to combat click 
fraud scammers. However, major search engines often have retained this data for over a year, 
seemingly well beyond the time frame necessary to address these concerns. Recently, some search 
engines have reduced the time that they retain users' IP addresses. Major search engines delete or 
anonymize IP addresses according to the following schedule: 

 Yahoo-90 days 
 Bing (formerly MSN/Windows Live)-6 months 
 Google-9 months 

Startpage (www.startpage.com), a search engine operated by Ixquick, based in The Netherlands, 
does not record users‘ IP addresses at all.  The privacy policy was created partially in response to 
fears that if the company retained the information, it would eventually be misused. The company 
concluded, ―If the data is not stored, users privacy can't be breached.‖ 

Switching to Startpage does not mean you have to give up the other search engines. Startpage is a 
metasearch engine, which means that it returns the top results from other search engines. It uses a 
unique star system to rank its results -- by awarding one star for every result that has been returned 
from another search engine. Thereby, the top search results are the ones that have been returned 
from the maximum number of search engines. 

Online Privacy Tip:  It's a good idea to avoid using the same web site for both your web-based email 
and as your search engine.  Web email accounts will always require some type of a login, so if you 
use the same site as your search engine, your searches can be connected to your email account.  By 

http://network-tools.com/analyze/
http://crypto.stanford.edu/~dabo/pubs/abstracts/privatebrowsing.html
http://www.google.com/#hl=en&source=hp&q=Jane+Roe+123-45-6789&btnG=Google+Search&aq=f&aqi=&aql=&oq=Jane+Roe+123-45-6789&gs_rfai=&fp=d2eda4910a7445ea. 
http://www.startpage.com/


using different web sites for different needs -- perhaps Yahoo for your email and Google for your 
searches -- you can help limit the total amount of information retained by any one site. 

Online Privacy Tip:  Avoid downloading search engine toolbars (for example, the Google toolbar or 
Yahoo toolbar). Toolbars may permit the collection of information about your web surfing 
habits.  Watch out that you do not inadvertently download a toolbar when downloading software, 
particularly free software. 

You can read more about how Google collects your personal information through its search engine, 
G-mail, and its other services at http://googlemonitor.com/wp-
content/uploads/2010/05/Google%20Privacy%20Fact%20Sheet.pdf. 

For more information on search engines you can read: 

 www.google-watch.org 
 www.searchenginewatch.com 

Cookies. When you visit different Web sites, many of the sites deposit data about your visit, called 
"cookies," on your hard drive. Cookies are pieces of information sent by a Web server to a user's 
browser. Cookies may include information such as login or registration identification, user preferences, 
online "shopping cart" information, and so on. The browser saves the information, and sends it back 
to the Web server whenever the browser returns to the Web site. The Web server may use the cookie 
to customize the display it sends to the user, or it may keep track of the different pages within the site 
that the user accesses. 

For example, if you use the Internet to complete the registration card for a product, such as a 
computer or television, you generally provide your name and address, which then may be stored in a 
cookie.  Legitimate Web sites use cookies to make special offers to returning users and to track the 
results of their advertising. These cookies are called first-party cookies. 

However, there are some cookies, called third-party cookies, that communicate data about you to an 
advertising clearinghouse which in turn shares that data with other online marketers. Your Web 
browser and some software products enable you to detect and delete cookies, including third-party 
cookies. 
 
For instructions on managing cookies by using your web browser, see Section 3.2 in "How to Secure 
Your Windows Computer and Protect Your Privacy-- with Free Software" 
http://www.privacyrights.org/ar/PcPrivacySecurity.pdf. 
 
To opt-out of the sharing of cookie data with members of the Network Advertising Initiative. go to 
www.networkadvertising.org/consumer/opt_out.asp. 

Flash cookies. Many websites have begun to utilize a new type of cookie called a "flash cookie" that 
is more persistent than a regular cookie.  Normal procedures for erasing standard cookies, clearing 
history, erasing the cache, or choosing a delete private data option within the browser will not affect 
flash cookies.  Flash cookies thus may persist despite user efforts to delete all cookies.  They cannot 
be deleted by any commercially available anti-spyware or adware removal program.  However, if you 
use the Firefox browser, there is an add-on called "BetterPrivacy" that can assist in deleting flash 
cookies: https://addons.mozilla.org/en-US/firefox/addon/6623/. 

During July and August 2010, three class action lawsuits were filed against several companies for 
their use of flash cookies.  These companies are alleged to have knowingly tracked users in a way 
that was not adequately disclosed in their privacy policies.  Defendants include major media 
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companies (MySpace, ABC, ESPN, Hulu, MTV, and NBC Universal Disney, and Warner Brothers) 
and online advertising companies (Quantcast, Specificmedia, and 
Clearspring).  http://www.zdnet.com/blog/btl/ad-network-at-center-of-third-flash-cookie-lawsuit/38346. 

For more information about flash cookies you can download UC Berkeley School of Law's paper 
entitled "Flash Cookies and Privacy" at http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1446862. 

Interactive use: Instant messages (IM) and social networks 

Instant messages (IM).  IM conversations have a feel of casualness about them, which can lead 
some to let down their guard.  Although seemingly informal, IM conversations can be archived, stored, 
and recorded on your computer as easily as e-mails. 

The rule that "delete does not mean delete" applies to IM conversations as well as e-mail. Virtually all 
IM programs have the ability to archive and the IM program may automatically turn this feature on. 
Archiving IM conversations simply means saving the conversation in a text file just like you would any 
other file, such as a Word document.  Some of these IM programs automatically save your chats 
unless you select otherwise. 

It is important to realize that your conversation can be saved onto a computer even if only one person 
agrees. When you are talking to a person over IM, they do not need to tell you if they are recording 
and saving your conversation. If you want to make sure that your Google Talk conversation partner is 
not saving your chat on their computer you can select the feature called "off the record." 

Similar to e-mail, workplace IM can be monitored by your employer.  More on workplace monitoring 
can be found in our Fact Sheet 7, www.privacyrights.org/fs/fs7-work.htm. 

IM has become a new target for spammers.  ―Spim,‖ usually involves get-rich-quick scams or 
pornography.  Often the spimmer will include a link in the message, which could cause spyware to be 
installed on your computer if you click on the link.  You can reduce your exposure to spim by 
adjusting your IM account to only allow messages from specified people. 

Social networks.  Online social networks are websites that allow users to build connections and 
relationships to other Internet users. Social networks store information remotely, rather than on a 
user‘s personal computer. Social networking can be used to keep in touch with friends, make new 
contacts and find people with similar interests and ideas. These online services have grown in 
popularity since they were first adopted on a large scale in the late 1990s. 

Many people besides friends and acquaintances are interested in the information people post on 
social networks.  Identity thieves, scam artists, debt collectors, stalkers, and corporations looking for a 
market advantage are using social networks to gather information about consumers.  Companies that 
operate social networks are themselves collecting a variety of data about their users, both to 
personalize the services for the users and to sell to advertisers.  

Our Fact Sheet 35- Social Networking Privacy: How to be Safe, Secure and Social provides 
information about the advantages and disadvantages of using social networks, what kind of 
information may be safe to post and how to protect it, as well as who is able to access different types 
of information posted to these networks.  
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Personal Web sites and blogs 

Domain names. Many individuals obtain their own Web site address or URL (Uniform Resource 
Locator), called domain names. For example, our domain name is www.privacyrights.org. Individuals 
may use their own name or a variant, such as www.johndoe.com.  Domain registrations are public 
information unless you pay an additional fee to make your domain name private. (Search on private 
domain registration to find providers of this service). 

Anyone can look up the owner of a domain name online by using a service such as 
www.domainwhitepages.com or www.internic.net/whois.html.  To see how easy it is to find out who 
owns a Web address, use one of these services to check our domain name, privacyrights.org. 

If you set up your own Web site, you will need to provide an address where the registration service 
can reach you. You may be able to use a P.O. Box which would reduce the amount of information 
someone sees if they look up your domain name.  In addition you may want to choose an e-mail 
account that does not reveal unnecessary information, such as where you attend school. An e-mail 
address from a free Webmail service might be preferable to one with a .edu domain for example.  

Blogs.  Web logs, or ―blogs,‖ are journals (or newsletters) that are frequently updated and intended 
for general public consumption. Depending on the service you use to post your blog, your private 
information may be available. Generally blog services will allow you at least some control over how 
much personal information you make public. Read the service agreement carefully to determine 
exactly what is required and what will be revealed. 

Most blogs also allow comments by readers. Although some allow you to comment anonymously, 
others require registration and at least an e-mail address. Consider carefully how much information 
you‘re willing to give and if you want your personal information linked to your comments or posts 
forever.  Most blogs will record your IP address, which may enable them to determine your 
identity.  In addition, if the blog has placed a cookie on your computer, it may be able to associate 
your post with other comments that you have made. 

In addition to information you may be providing through signing up for the blog, the contents of your 
blog are published for everyone, including employers, to see.  There have been reports of employers 
firing employees for blogging.  The content does not even necessarily have to be about the 
employer.   

Online Privacy Tip:  Determine who you want your audience to be.  If you are writing only for friends 
and family consider making your blog accessible only by password.  Using a pseudonym can help 
hide your identity, but if your blog becomes popular people may try to uncover your true identity.  To 
limit this possibility you can keep Google and other search engines from listing your blog.  To find out 
how and for other tips, read the Electronic Frontier Foundation‘s (EFF) tips on safe blogging, 
available at www.eff.org/Privacy/Anonymity/blog-anonymously.php.  EFF has also written a free legal 
guide for bloggers, at www.eff.org/bloggers/lg. 

Managing your financial accounts and online bill payments 

Online banking.  Being able to check your balances, transfer money between accounts, and track 
your checks online is a great convenience. But online banking requires you to transmit a lot of 
sensitive information over the Internet. While it makes sense for the bank to have that information, 
you don‘t want anyone else to get it. Most banks use a system of passwords and encryption to 
safeguard your login and other information.  
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When managing your financial accounts online be careful that you are giving your information to the 
proper institution.  Many fraudulent Web sites have been set up to look like the real thing.  Beware of 
―phishing‖ e-mails, which typically ask you to update your account information, but are really looking 
to steal your personal information. Never respond to unsolicited requests for passwords or account 
numbers, no matter how realistic they look. 
 
Consumer (but not business) bank accounts generally are protected by the Electronic Funds Transfer 
Act, which limits consumer losses for online theft to $50, as long as the consumer reports the loss 
within 60 days after the fraudulent transfer appears on the statement.  Your rights are explained in 
more detail at http://www.bankrate.com/finance/savings/could-bank-hackers-steal-your-money-1.aspx. 

Each bank has its own privacy policy. It‘s up to you to determine if that policy meets your needs. 
Some banks will share some of your information with others for marketing purposes unless you 
specifically notify them not to. Generally this is referred to as an ―opt out‖ option.  To read more about 
these options and financial privacy, check out Fact Sheet 24: Protecting Financial Privacy in the New 
Millennium: The Burden Is on You, available at www.privacyrights.org/fs/fs24-finpriv.htm. 
 
For additional tips on how to bank online safely, see 
http://www.fdic.gov/bank/individual/online/safe.html and http://www.us-
cert.gov/reading_room/Banking_Securely_Online07102006.pdf. 
 
2: How Do Others Get Information about Me Online? 

Marketing 

The Internet can be useful to businesses for marketing purposes.  Through the Internet, businesses 
can sell and communicate with customers.  The Internet also allows businesses to identify and learn 
about their customer base.  

Additionally, many customers expect that a company they interact with in the physical world will also 
have an online presence.  What consumers may not be aware of is how all of these purposes 
interact.  When a business meets your need of having a Web site with store hours and directions, it 
may also meets its need of determining how many customers may want to go to a particular store 
branch. 

Web bugs. Many Web sites use Web bugs to track who is viewing their pages.  A Web bug (also 
known as a tracking bug, pixel tag, Web beacon, or clear gif) is a graphic in a Web site or a graphic-
enabled e-mail message.  The Web bug can confirm when the message or Web page is viewed and 
record the IP address of the viewer. 

An example you might be familiar with is an electronic greeting card.  Hallmark and other companies 
allow you to request that you be notified when the recipient views your card.  The Web sites likely 
employ Web bugs to tell them when the recipient viewed the card. 

Unfortunately, users have little control over the data collection by Web bugs on most sites. 
Furthermore, Web bugs placed by third-parties are not governed by a web site's privacy policy. For 
more information about Web bugs, see http://knowprivacy.org/web_bugs_recommendations.html and 
http://knowprivacy.org/web_bugs.html. 
 
Online Privacy Tip: You can defeat e-mail Web bugs by reading your e-mail while offline, an option on 
most e-mail programs.  Some e-mail systems avoid Web bugs by blocking images that have URLs 
embedded in them.  You might have seen the message ―To protect your privacy, portions of this e-
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mail have not been downloaded.‖  This message refers to Web bugs.  You can choose to allow these 
images to be downloaded, but they likely contain Web bugs. 

Direct marketing.  Consumers may notice that online newspapers and other businesses have boxes 
asking you if the Web site can save your account information for future transactions.  Whether it asks 
you for permission to save your information or not, you can bet that your information is being stored 
and used by the marketing department.  

Web sites have increased their use of direct marketing.  Direct marketing is a sales pitch targeted to a 
person based on prior consumer choices.   For example, Amazon may recommend books that are 
similar to others you have purchased. 

Another example is Google‘s e-mail service, Gmail.  Gmail scans incoming e-mails and places 
relevant advertisements next to the e-mail.  For example, if your grandmother sends you an e-mail 
with a chicken noodle soup recipe, when you open your inbox you can read your grandmother‘s e-
mail and also see advertisements for www.cooks.com or Chicken Little stuffed animals. If your 
recipient uses Gmail, Google will scan your message and provide advertisements to the recipient 
even if you, the sender, do not use Gmail. 

Use of your information for marketing is not limited to companies you do business with.  Many 
companies sell or share your information to others.  If you sign up for a free magazine subscription, 
the company may share your information with affiliates.  This is similar to what happens with 
traditional junk mail, but since you have entered the information yourself into an electronic system, 
sharing with other businesses can be done rapidly and cheaply.  

To avoid spam laws, most Web sites ask your permission to send you future information and 
offers.  However, this permission is often presumed and the permission box already checked.  To 
avoid the use of your information this way, always uncheck boxes that state that you agree to receive 
periodic offers and information. 

Behavioral marketing or targeting refers to the practice of collecting and compiling a record of 
individuals' online activities, interests, preferences, and/or communications over time. Companies 
engaged in behavioral targeting routinely monitor individuals, the searches they make, the Web 
pages they visit, the content they view, their interactions on social networking sites, the content of 
their emails, and the products and services they purchase.  Further, when consumers are using 
mobile devices, even their physical location may be tracked. This data may be  compiled, analyzed, 
and combined with information from offline sources to create even more detailed profiles. 

Marketers can then use this information to serve advertisements to a consumer based on his or her 
behavioral record. Ads may be displayed based upon an individual's web-browsing behavior, such as 
the pages they have visited or the searches they have made. Advertisers believe that this may help 
them deliver their online advertisements to the users who are most likely to be influenced by them. 
 
Behavioral information can be used on its own or in conjunction with other forms of targeting based 
on factors like geography or demographics. Marketers have developed an array of sophisticated data 
collection and profiling tools which monitor and analyze our online activity. 
 
Typically, behavioral targeting will place a cookie (a file that tracks users as they visit various sites) on 
the user‘s computer. The cookie might link the user to categories based on the content of the pages 
they visit. For example, a user may be pegged as a golfer, a reader of mystery novels, or someone 
interested in taking a vacation in Las Vegas. The cookie can then be used to show people ads that 
are relevant to their interests, regardless of the sites they are visiting. Google, Microsoft, and Yahoo 
all engage in some form of behavioral targeting. 

http://www.cooks.com/


 
For more information about cookies, and how to delete them, read the section entitled "Cookies" at 
www.privacyrights.org/fs/fs18-cyb.htm#Browsing and Section 3.2 of "How to Secure Windows and 
Your Privacy-- with Free Software" at www.privacyrights.org/ar/PcPrivacySecurity.pdf. 

Online Privacy Tip: You can visit www.privacychoice.org to opt out of tracking cookies from dozens of 
behavioral tracking networks. Tracking companies that offer an opt out provide a cookie that tells their 
systems not to record your behavior when your browser communicates with their servers.  Instead of 
visiting each individual network to opt out, the PrivacyChoice site will collect opt out cookies in your 
browser from the participating tracking networks.  If you use the Firefox browser, the Privacychoice 
add-on can tell when cookies are deleted from your browser, and in that event it re-writes all of the 
opt-out cookies. 

Behavioral marketing is much more sophisticated than so-called ―contextual marketing‖ by which 
marketers target users with ads that are served based solely upon on a given Web page's content.  In 
February 2009, Federal Trade Commission (FTC) issued a report, ―Self-Regulatory Principles for 
Online Behavioral Advertising.‖ The report is available at 
www.ftc.gov/os/2009/02/P085400behavadreport.pdf. The report examines behavioral marketing and 
proposes principles to govern industry self-regulatory efforts. The FTC‘s principles generally provide 
for: 

1. transparency and consumer control; 
2. security and limited data retention for consumer data; 
3. affirmative express consent for material changes to existing privacy promises; and 
4. affirmative express consent to (or prohibition against) using sensitive data for behavioral 

advertising. 

Examining these principles, the key issue concerns how online advertisers can best protect 
consumers' privacy while collecting information about their online activities. The report discusses the 
potential benefits of behavioral advertising to consumers, including the free online content that 
advertisers generally supports and personalization that many consumers appear to value. 
 
The FTC report also discusses the privacy concerns that the practice raises, including the invisibility 
of the data collection to consumers and the risk that the information collected - including sensitive 
information regarding health, finances, or children - could fall into the wrong hands or be used for 
unanticipated purposes. 
 
Most privacy advocates believe that self-regulatory principles are weak and are not likely to result in 
meaningful protection for consumers. According to the World Privacy Forum (WPF), self-regulation 
has been a proven failure. www.worldprivacyforum.org/pdf/WPF_FTCcomments04112008fs.pdf. The 
WPF published a report documenting and analyzing various issues regarding the current self-
regulatory regime. www.worldprivacyforum.org/pdf/WPF_NAI_report_Nov2_2007fs.pdf 
 
The Center for Digital Democracy (CDC) asserts that federal laws, not the advertising industry, must 
provide consumers with the ability to control their own information. 
www.democraticmedia.org/files/behavorial-targeting-3pager.pdf.  In April 2010, CDC and two other 
privacy organizations filed a complaint with the Federal Trade Commission, challenged the 
commission to investigate the growing privacy threats to consumers from the practices conducted by 
the real-time data-targeting auction and exchange online marketplace. 
http://democraticmedia.org/files/u1/20100407-FTCfiling.pdf 
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For further discussion of behavioral targeting issues, see: 

 www.democraticmedia.org/current_projects/privacy 
 www.worldprivacyforum.org/behavioral_advertising.html 

Official use: Court records / employers / government (law enforcement and foreign 
intelligence) 

Court records.  When you file a lawsuit for divorce or are a party to a civil lawsuit or criminal case, 
court records are accessible to the public.  As the government increasingly moves to eliminate paper 
records in favor of electronic records, your personal information could end up on the Internet. 

There are two ways public records are accessible electronically. Some jurisdictions post them on their 
government Web sites, thereby providing free or low-cost access to records. Government agencies 
and courts also sell their public files to commercial data compilers and information brokers. They in 
turn make them available either online or through special network hookups. The following are 
examples of public records containing personal information that may be available (availabilty may 
vary from state to state): 

 Property tax assessor files. Typical records contain name of owner, description of property, 
and the assessed value for taxation purposes. Some systems even provide blueprints and 
photographs of the property. 

 Motor vehicle records. Registration, licensing, and driver history information 
 Registered voter files  
 Professional and business licenses 
 Court files 
 Case indexes 
 Tax liens and judgments 
 Bankruptcy files 
 Criminal arrest and conviction records, and warrants 
 Civil court recordings 
 Registered sex offenders 

You should also be aware that old newspaper articles are often available online.  One potential risk is 
that an article containing inaccuracies about you may be found, but a corresponding correction or 
later article will not be readily apparent.  

Employers. Individuals who access the Internet from work should know that employers are 
increasingly monitoring the Internet sites that employees visit.  Be sure to inquire about your 
employer's online privacy policy. If there is none, recommend that such a policy be developed. If you 
are unsure of what the policy is or if there is no policy, assume everything you do on your work 
computer is being monitored.  In most states there is no law requiring your employer to tell you if it 
monitors e-mail or Internet usage.  In Delaware and Connecticut, an employer must advise 
employees in a ―conspicuous manner‖ that monitoring is occurring.  In Connecticut there is a limited 
exception for investigations of illegal activity.  

See these PRC guides for more information: 

 Employee monitoring, www.privacyrights.org/fs/fs7-work.htm. 
 Responsible information-handling practices, www.privacyrights.org/fs/fs12-ih2.htm. 
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Government.  The government may want your personal information for law enforcement purposes as 
well as for foreign intelligence investigations.  Various laws govern these procedures.  Below is an 
overview of some of the ways the government may obtain your personal information.  Many of the 
laws are in flux and are being reinterpreted.  Additionally, news reports have alleged that the National 
Security Agency has been wiretapping phone calls and e-mails without specific statutory 
authority.  The legal implications of this program are unclear at this time.   For more information, see 
www.eff.org/Privacy/Surveillance/NSA. 

Law enforcement access.   Law enforcement generally can access your electronic communications 
and records in two ways: through wiretapping or through subpoena. 

The Electronic Communications Privacy Act of 1986 (ECPA) provides some protection against 
government access to email and other online activities.  ECPA is a difficult law to understand and 
apply, because the law relies upon outdated practices and technology.  ECPA does reflect a 
legislative recognition that some Internet activities deserve protection.  The difficulty is figuring out to 
which Internet activities these protections apply.  Case law continues to address the proper 
application of ECPA. 

Law enforcement can also use a pen/trap tap to get the following information from your ISP: 

 e-mail header information other than the subject line, 
 your IP address, 
 the IP address of computers you communicate with, and 
 possibly a list of all Web sites you visit.  

A pen/trap is defined in the Patriot Act as ―a device or process which records or decodes dialing, 
routing, addressing, or signaling information transmitted by an instrument or facility from which a wire 
or electronic communication is transmitted, provided, however, that such information shall not include 
the contents of any communication.‖ To read more on the definition go to 
www.law.cornell.edu/uscode/html/uscode18/usc_sec_18_00003127----000-.html.  In order to use a 
pen/trap wiretap, law enforcement only needs to establish that such information is relevant to an 
ongoing investigation.  This is a lower standard than the probable cause standard required for a 
search warrant. 

To learn more about how the Patriot Act has expanded the power of the government and law 
enforcement, go to the ACLU‘s Web site at  www.aclu.org/safefree/general/17326res20030403.html. 

Foreign intelligence investigations. Under the Foreign Intelligence Surveillance Act of 1978 (FISA) 
the government is supposed to get a search warrant from a secret court for this type of 
surveillance.  The government is required to show that the target of the surveillance is a foreign 
power or the agent of a foreign power.  For more on FISA visit the Electronic Frontier Foundation‘s 
FAQ at www.eff.org/Censorship/Terrorism_militias/fisa_faq.html. 

Illegal activity and scams 

Criminals can capture your information online in various ways, but one distinguishing factor is that in 
some cases you give them the information yourself. And sometimes criminals use technology to steal 
your personal information without your knowledge.  It is important to recognize that theft occurs both 
ways.   Even if you pride yourself on being wary of scams and never give your personal information to 
strangers, you should not overlook security steps for your computer. 

Increasingly these activities may lead to financial losses.  Losing money from computer crime can be 
especially devastating because often it is very difficult to get the money back.  Because of the remote 

http://www.eff.org/Privacy/Surveillance/NSA
http://www.law.cornell.edu/uscode/html/uscode18/usc_sec_18_00003127----000-.html
http://www.aclu.org/safefree/general/17326res20030403.html
http://w2.eff.org/Censorship/Terrorism_militias/fisa_faq.html


nature of the Internet, computer crime presents at least three challenges: (1) locating the criminal, (2) 
finding a court having jurisdiction, and (3) collecting the money.  In fact many cyber criminals operate 
in other countries.  Although law enforcement is becoming increasingly aware of computer crime, you 
should largely rely on yourself for protection.  

Many of these scams are complicated, and criminals are always likely to come up with new tricks to 
stay ahead of the law.  If you are buying over the Internet or setting up online accounts, be aware that 
these risks are out there.  

Shopping online.  Use a credit card for online financial transactions.  Debit cards do not provide as 
much protection from fraud as credit cards. If a criminal uses your debit card, your entire checking 
account can be wiped out.  With a credit card you are able to see the charges before you pay for 
them, which gives you an opportunity to dispute the charges.   

When you provide your credit card account number to a shopping site, you want to be sure that the 
transmission is secure. Look for the unbroken padlock at the bottom right of the screen.  You can 
right click on the padlock to make sure the security certificate is up-to-date.  If it is not, you should not 
order from that Web site.  Also make sure the Web address has the letter 's' after http in the address 
bar at the top of the page.  The ‗s‘ indicates that your financial information will be encrypted during 
transmission.  For additional online shopping tips, read the PRC's e-commerce guide at 
www.privacyrights.org/fs/fs23-shopping.htm. 

Online auctions.  Online auction fraud takes many forms.  Some forms of fraud are difficult to avoid, 
while others can be avoided by taking smart precautions.  Fraud can occur when the seller doesn‘t 
ship what was bought or the product is not as good as promised.  This type of fraud can be frustrating 
and hard to avoid.  Buyers should pay close attention to fraud alerts posted by the online auction 
companies.  If you pay with a credit card, your credit card company may be able to reimburse you for 
the fraud.  

Never use a wire transfer to pay for something from an online auction site.  The FTC issued an alert 
warning about the dangers of wire transfers.  The full alert is available at 
www.ftc.gov/bcp/edu/pubs/consumer/alerts/alt169.pdf. 

Fraud also occurs when a buyer sends a seller a check for more than the amount of the product and 
asks the seller to wire the buyer the difference.  This fraud can be particularly devastating.  As the 
FTC points out in its alert, once you wire money it is virtually impossible to get the money back – even 
in the event of fraud.  

To protect yourself, never accept a check for more than the cost of the product.  Even if the bank 
―clears‖ your check and deposits the funds in your account, that does not mean the check is 
legitimate.  If it turns out the check is fraudulent, your bank will expect you to cover the funds that 
were put into your account. Consumers who suspect an online auction transaction is fraudulent 
should report it to the FTC at www.ftc.gov and to the auction company.  

Nigerian 419 letters. Nigerian 419 letters, also called advance-fee scams, are sent via e-mail to 
millions of people.  The letters typically relay a story of a foreign person who has inherited a windfall 
of money, but needs help in getting the money out of the country.  The sender offers the recipient a 
share of the money for help in transferring the money.   The assistance required is usually to front 
money to pay for "taxes," "attorneys costs," "bribes," or "advance fees.‖  Although this scam sounds 
far-fetched the FBI reports that the average financial loss from these scams is $3,000.  The FTC has 
an alert warning of these scams at www.ftc.gov/bcp/edu/pubs/consumer/alerts/alt117.shtm.  You can 
also find information at www.lookstoogoodtobetrue.com. 
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3: Tips for Keeping Your Computer Secure  

Introduction.   

Keeping your computer secure is important in order for you to protect your privacy and to reduce the 
possibility of identity theft.  Unfortunately, maintaining the security of a computer can be a challenging 
task.   

How much of your daily life relies on computers?  How much of your personal information is stored 
either on your own computer or on someone else's system?  

Computer security involves protecting that information by preventing, detecting, and responding to a 
wide variety of attacks.  

There are many potential risks to your computer.  Some are more serious than others. Among these 
dangers are viruses corrupting your entire system, someone breaking into your system and altering 
files, someone using your computer to attack others, or someone stealing your credit card information 
and making unauthorized purchases.  There's no guarantee that even with the best precautions some 
of these things won't happen to you.  However, there are steps you can take to minimize the risks.  

This section outlines fundamental steps that you should take to help keep your computer more 
secure.  It focuses on Windows-based PC‘s, simply because Windows operating systems tend to be 
targeted more often than other operating systems.  This may be due to the larger base of Windows 
installations, which makes it a more attractive target. However, many of the tips will be useful for 
users of other operating systems. 

In addition, many security experts now believe that operating systems are no longer the primary 
target of consumer-targeted attacks.  Installed applications such as browsers and readers are 
becoming significant targets.  Ultimately, the security of your computer is dependent upon you.  

Firewalls, Anti-virus programs, and Anti-malware programs.  

Every user of a personal computer should be familiar with firewalls, anti-virus programs, and anti-
malware (anti-spyware) programs. Most security software that comes pre-installed on a computer 
only works for a short time unless you pay a subscription fee to keep it in effect.  In any case, security 
software only protects you against the newest threats if it is kept up-to-date. That's why it is critical to 
set your security software to update automatically.   

Firewalls, anti-virus programs, and anti-malware programs are important elements to protecting your 
information.  However, none of these are guaranteed to protect you from an attack. Combining these 
technologies with good security habits is the best way to reduce your risk. 

According to Consumer Reports (June 2010 issue), free programs should adequately protect all but 
the most at-risk Internet users from malware—viruses, spyware, and other online threats.  Consider 
paying for software mostly for convenience and some extra 
features.  http://www.consumerreports.org/cro/magazine-archive/2010/june/electronics-
computers/security-software/overview/index.htm. 
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Firewalls.  A firewall helps to prevent data from entering or leaving your computer without your 
permission.  A firewall helps make you invisible on the Internet and blocks communications from 
unauthorized sources. Some operating systems have built-in firewalls. 

Every computer that is connected to the Internet should run a firewall at all times.  There are two 
types of firewalls—software and hardware.  You can run both simultaneously.  But never run two 
software firewalls simultaneously.  An example of a software firewall is the one built into most new 
Windows operating systems.  Other software firewalls are supplied by outside vendors, or may be 
part of a commercial security suite. A software firewall must be properly configured in order to be 
effective.   

A hardware firewall typically refers to a router having firewall features.  A router sits between your 
modem and your computer or your network.  It is hard to hack your computer or a network when it is 
hidden behind a hardware firewall box.  However, it is important to properly configure your router, 
particularly by changing the default password to one that is difficult to crack.  For more about firewalls, 
see http://www.us-cert.gov/cas/tips/ST04-004.html. 

You can find a selection of free firewall software at http://download.cnet.com. Software on 
Download.com is tested to ensure that it's free of spyware, viruses, and other malware.  

Anti-virus programs.  Anti-virus software helps to protect your computer from viruses that can 
destroy your data, slow your computer's performance, or cause your computer to crash.  Anti-virus 
software scans your computer for patterns that may indicate an infection.  The patterns it looks for are 
based on the signatures, or definitions, of known viruses. Virus authors are continually releasing new 
and updated viruses, so it is important that you have the latest definitions installed on your computer. 
There are many companies that produce anti-virus software.  Your decision as to which program to 
use may be driven by user recommendations, features, or price (many programs are available at no 
cost).  In a June 2010 study by AV Comparatives, a non-profit independent testing organization, 
Microsoft Security Essentials (http://www.microsoft.com/security_essentials/) was ranked as the 
highest-rated free anti-virus product.  See http://www.av- 
comparatives.org/images/stories/test/ondret/avc_report26.pdf and 
http://lifehacker.com/5559102/microsoft-security-essentials-finds-unknown-malware-but-avoids-false-
positives. 

You should not have two anti-virus programs actively running resident on your computer at the same 
time.  Be sure to fully disable or remove any anti-virus programs that yoare no longer using or which 
are not currently being updated with new definitions.  On the other hand, it is permissable to run a 
periodic scan with a second anti-virus program (such as an online virus scanner) as long as the 
program is not actively running resident on your computer. 

For more about anti-virus programs, see http://www.us-cert.gov/cas/tips/ST04-005.html.  You can find 
a selection of free anti-virus programs at http://download.cnet.com. 

Anti-malware (anti-spyware) programs.  Malware is a broad category of computer threats including 
spyware, adware, Trojan horses, and other unwanted programs that may be installed without your 
knowledge or consent. Spyware can secretly gather your information through your Internet 
connection without your knowledge.  Once spyware is installed. it may deploy numerous files onto 
your system. Some of these files are so well hidden that they are difficult to find and remove. 

Spyware programs may be included with other software you want.  When you consent to download a 
program, such as a music sharing program, may also be consenting to download spyware.  You 
might not be aware that you agreed to the spyware installation because your consent is buried in an 
end-user-license agreement (EULA). 
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Be cautious about clicking on pop-up boxes. Spyware programs may create a pop-up box where you 
can click ―yes‖ or ―no‖ to a particular question.  If you click on either choice your browser may be 
tricked into thinking you initiated a download of spyware. 

Anti-malware and anti-spyware programs can help to eliminate many of these threats. Security 
experts recommend that you use at least two, and preferably three anti-malware/anti-spyware 
programs on your computer, as no one program has been found to be fully effective at detecting and 
removing these threats.  For more about spyware and malware, read http://www.us-
cert.gov/cas/tips/ST04-016.html.   

Spyware-fighting tools can be found on the PRC's links page at 
http://www.privacyrights.org/links.htm#groups. The Electronic Privacy Information Center also has a 
list of computer security resources available at http://epic.org/privacy/tools.html. 

For more information on these topics, please see Section 1.2 of ―How to Secure Your Windows 
Computer and Protect Your Privacy‖ at 
http://www.privacyrights.org/sites/default/files/pdf/PcPrivacySecurity.pdf. 

Choosing Your Software. 

In the past, computer security experts regarded operating systems as the ―Achilles‘ heel‖ of computer 
security.  More recently, many experts have come to regard commonly installed software programs 
as the greater threat to security.  With that in mind, you may wish to reconsider the software that you 
use for browsing the Internet and how you choose to read portable (or .pdf) documents.  

Your browser.  Many people regard the Mozilla Firefox browser as superior to Microsoft‘s Internet 
Explorer.  Mozilla tends to patch Firefox security vulnerabilities more quickly than Microsoft patches 
Explorer.  One great advantage of Firefox is that it is an ―open source‖ program.  This allows security 
professionals to become involved in fixing bugs and building stronger security features.  Another 
great advantage of Firefox is its so-called Add-Ons, which can be used to strengthen Firefox‘s built-in 
security and privacy features.  Two Firefox Add-Ons that we recommend are:  

NoScript.  When you install NoScript, JavaScript, Java, Flash, Silverlight and other executable 
contents are blocked by default.  You can allow these to run on a page that you trust (for example, 
your bank) through a simple mouse click.  NoScript helps protect against so-called ―drive-by 
downloads‖ where simply visiting a particular website can cause malware to be downloaded and 
executed on your computer.  Criminals can use programming flaws in browsers to get malware onto 
your computer via a ―drive-by download‖ without you ever noticing. For example, this can occur when 
visiting a legitimate site that happens to unwittingly host an advertisement containing malware. 
http://blogs.computerworld.com/defending_against_drive_by_downloads. You can get NoScript at 
http://noscript.net/getit.  

Better Privacy.  Many websites have begun to utilize a new type of cookie called a "flash cookie" that 
is more persistent than a regular cookie.  Normal procedures for erasing standard cookies, clearing 
history, erasing the cache, or choosing a delete private data option within the browser will not affect 
flash cookies.  Flash cookies thus may persist despite user efforts to delete all cookies.  The Firefox 
Add-On called "BetterPrivacy" can assist in deleting flash cookies: https://addons.mozilla.org/en-
US/firefox/addon/6623/.  
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You can read about other privacy protecting Firefox add-ons at http://www.networkworld.com/cgi-
bin/mailto/x.cgi?pagetosend=/news/2010/031210-seven-firefox-plug-ins-that-
improve.html&pagename=/news/2010/031210-seven-firefox-plug-ins-that-
improve.html&pageurl=http://www.networkworld.com/news/2010/031210-seven-firefox-plug-ins-that-
improve.html&site=printpage. 

Your portable document reader.   Most people use Adobe Reader to read and print portable 
documents (.pdf files), such as forms and publications.  Like Internet Explorer, the Adobe Reader is 
extremely popular, so it has become a target for the bad guys.  Adobe tends to be slow in patching 
security vulnerabilities.  Many security experts believe that you are safer using alternative document 
readers.  Among alternatives, the Foxit PDF Reader (http://www.foxitsoftware.com/pdf/reader/ ) is 
probably the most popular. 

Using Your Computer Safely. 

Use a limited access or standard account.  Most recent versions of Windows operating systems 
allow you to create a limited or standard account that does not have administrative privileges.  This 
limited account is intended for someone who is prohibited from changing most computer settings and 
deleting important files. A user with a limited account generally cannot install software or hardware, 
but can access programs that have already been installed on the computer.  On the other hand, the 
administrator account is intended for someone who can make changes to the computer and install 
software.   

Security professionals recommend that you create a limited or standard account and use it at all 
times except when you actually need to install software or hardware or change your system‘s 
settings.  Log in to your administrator account only when you need to do so to make system changes. 

Using administrator rights sparingly can help protect your computer from numerous 
vulnerabilities.  Using an account without administrative rights can offer a great deal of 
protection.  For more information on these topics, please see Section 1.7 of ―How to Secure Your 
Windows Computer and Protect Your Privacy‖ at 
http://www.privacyrights.org/sites/default/files/pdf/PcPrivacySecurity.pdf. 

Use strong passwords.  Whenever you have an opportunity to create and use a password to protect 
your information, make sure that you use a strong password.  Passwords are frequently the only thing 
protecting our private information from prying eyes.  Many web sites that store your personal 
information (for example web mail, photo or document storage sites, and money management sites) 
require a password for protection.  However, password-protected web sites are becoming more 
vulnerable because often people use the same passwords on numerous sites. Strong passwords can 
help individuals protect themselves against hackers, identity theft and other privacy invasions.  For 10 
tips on creating a hacker-resistant password, see our Alert 
http://www.privacyrights.org/ar/alertstrongpasswords.htm. 

Be skeptical.  Think before you click.  Don‘t open unexpected email attachments from unknown 
persons.  Just because an email message looks like it came from someone doesn't mean that it 
actually did.  Scammers can "spoof" the return address, making it look like the message came from 
someone else. If you can, check with the person who supposedly sent the message to make sure it's 
legitimate before opening any attachments.  For more information, read http://www.us-
cert.gov/cas/tips/ST04-010.html. 

Don‘t click on links embedded in email messages.  It‘s usually safer to go to the company‘s website 
directly from your browser than by clicking on a link in an email message, unless you are absolutely 
certain that the email was actually sent by the person or company claiming to have sent the 
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message.  This will help you avoid becoming a victim of ―phishing‖. Phishing is the fraudulent process 
of attempting to acquire sensitive information by masquerading as a trustworthy entity.  Phishing is 
typically carried out by e-mail and often directs users to enter details at a fake website whose look 
and feel are almost identical to the legitimate one. For more information, read 
http://www.antiphishing.org/consumer_recs.html. 

Spear phishing is a type of phishing attack that appears to be from a colleague, employer or friend 
and includes a link or something to download.  Often, this may be the result of account 
hijacking.  Account hijacking occurs when a legitimate account is taken over by an identity thief or 
malware.  These links or downloads included in such an email message can be malicious, such as 
viruses or fake websites that solicit personal information.  

No matter how official an email message looks never access a financial account by clicking on 
embedded link.  If the email is fraudulent, a scammer could use the account number and password 
you enter to steal your identity and empty your account.  You should also avoid calling any telephone 
number in an unsolicited email unless you have confirmed that it is a legitimate number. 

You have probably seen emails promising rewards, gifts, or ―too good to be true‖ deals.  However, 
regardless of what the email claims, there are not any wealthy strangers desperate to send you 
money or give something away. Beware of promises, as they are most likely to be spam, hoaxes, or 
phishing schemes. 

Avoid social engineering attacks.  These ploys take advantage of human nature by tricking people 
into installing malware. One common trick includes showing a fake virus scan that indicates that your 
computer is infected and encourages you to download a tool to remove the infection. Another ploy 
offers to display a video, but only after you install a plug-in or codec that is ―required‖ to view the 
content.   

These ploys typically will present themselves a pop-up. To close a pop-up, carefully click on the X on 
the upper right corner, not within the window itself. To avoid pop-ups altogether, enable your 
browser‘s pop-up blocker or use pop-up blocking software. 

Keep your software up-to-date.  Software patches or updates often address a problem or 
vulnerability within a program. Sometimes, vendors will release an upgraded version of their software, 
although they may refer to the upgrade as a patch. It is important to install a patch as soon as 
possible to protect your computer from attackers who would take advantage of the 
vulnerability.  Attackers may target vulnerabilities for months or even years after patches are available.  

Some software will automatically check for updates, and some vendors offer users the option to 
receive automatic notification of updates through a mailing list.  If these automatic options are 
available, take advantage of them.  If they are not available, check your software vendors' websites 
periodically for updates.  Only download software patches from websites that you trust.  Do not trust a 
link in an email message.  Beware of email messages that claim that they have attached the patch to 
the message—these attachments are often viruses. 

Maintain good wireless security.  Wireless networks, also called WiFi, allow you to connect to the 
internet without relying on wires. If your home, office, airport, or even local coffee shop has a wireless 
connection, you can access the network from anywhere that is within that wireless area.  Because 
wireless networks do not require a wire between a computer and the internet connection, it is possible 
for attackers who are within range to hijack or intercept an unprotected connection.  

There are a number of steps that you must take to securely use WiFi.  You can read about them in 
our fact sheet at http://www.privacyrights.org/fs/fs2-wire.htm#6.  Additional information about WiFi is 
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available at http://www.us-cert.gov/cas/tips/ST05-003.html and at http://www.us-
cert.gov/reading_room/Wireless-Security.pdf.  You can read a handy guide to staying safe at public 
WiFi networks at http://lifehacker.com/5576927/how-to-stay-safe-on-public-wi+fi-networks. 

Be cautious when using P2P (peer-to-peer) file sharing.  Peer-to-peer (P2P) file-sharing allows 
users to share files online through an informal network of computers running the same 
software.  Whether it is music, games, or software, file-sharing can give people access to a wealth of 
information. Every day, millions of computer users share files online. To share files through a P2P 
network, you download special software that connects your computer to other computers running the 
same software. Millions of users could be connected to each other through this software at one time. 
The software often is free.  

File-sharing can have a number of risks. For example, when you are connected to file-sharing 
programs, you may unknowingly allow others to copy private files – even giving access to entire 
folders and subfolders – you never intended to share. You may download material that is protected by 
copyright laws and find yourself mired in legal issues. You may download a virus, malware, spyware, 
or facilitate a data security breach. Or you may unwittingly download pornography labeled as 
something else.  For these reasons, we recommend extreme caution when using P2P file 
sharing.  For more information on P2P, see http://www.onguardonline.gov/topics/p2p-security.aspx. 

Turn off or disconnect your computer. Turn off your computer if you will not using it for long 
periods of time.  The development of DSL and cable modems have made it possible for computers to 
be online all the time, but this convenience comes with risks. The likelihood of your computer being 
compromised is much higher if your computer is always connected to the Internet. Depending on 
what method you use to connect to the Internet, disconnecting may mean disabling a wireless 
connection, turning off your computer or modem, or disconnecting cables.  This can reduce the 
chance that a malicious remote computer will penetrate your computer.   

Back up all your data. Whether or not you take steps to protect yourself, there is always the 
possibility that something will happen to destroy your data.  Regularly backing up your data can 
reduce the impact of a computer malfunction. Determining how often to back up your data is a 
personal decision. You don't need to back up software that you own on CD-ROM or DVD-ROM—you 
can reinstall the software from the original media if necessary. 

Type carefully. Scammers sometimes create lookalike sites that may utilize common misspellings of 
popular URLs.  Pay attention to the URL of a website. Malicious websites may look identical to a 
legitimate site, but the URL may use a variation in spelling or a different domain (e.g., .com vs. .net). 

Protect sensitive information.  Do not reveal personal or financial information in email, and do not 
respond to email solicitations for this information. This includes following links sent in email.  Don't 
send sensitive information over the Internet before checking a website's security.   

Protect your laptop or portable device.  Many computer users rely on laptops and other portable 
devices because they are small and easily transported. But while these characteristics make them 
convenient, they also make them a target for thieves. Make sure to secure your portable devices to 
protect both the machine and the information it contains.  It‘s important to encrypt any sensitive data 
on such devices.  For other tips, see http://www.us-cert.gov/cas/tips/ST04-017.html.  USB flash drives 
pose security risks for similar reasons.  Use them cautiously.  Read http://www.us-
cert.gov/cas/tips/ST08-001.html for tips on careful USB use. 
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4: Cloud Computing 

What is cloud computing? 

It is difficult to come up with a precise definition of cloud computing.  In general terms, it‘s the idea 
that your computer‘s applications run somewhere on the ―cloud‖, that is to say, on someone else‘s 
server accessed via the Internet.  Instead of running program applications or storing data on your own 
computer, these functions are performed at remote servers which are connected to your computer 
through the Internet or other connections. 

In telecommunications, a ―cloud‖ is the unpredictable part of any network through which data passes 
between two end points.  In cloud computing the term is used to refer generally to any computer, 
network or system through which personal information is transmitted, processed and stored, and over 
which individuals  have little direct knowledge, involvement, or control. 

With more reliable, affordable broadband access, the Internet no longer functions solely as a 
communications network.  It has become a platform for computing.  Rather than running software on 
your own computer or server, Internet users reach to the ―cloud‖ to combine software applications, 
data storage, and massive computing power.  A September 2008 Pew Internet and American Life 
Study found that 69% of online Americans have utilized some form of cloud computing. 
http://www.pewinternet.org/Reports/2008/Use-of-Cloud-Computing-Applications-and-Services.aspx. 

It‘s interesting to note that cloud computing is really nothing new.  It's the modern version of the 
1960‘s-era computer timesharing model.  That model was based upon the high cost of computers at 
that time.  With computer and data storage prices plummeting, it seems odd that there would be a 
return to that sort of model. 

Who provides cloud computing services and what services do they provide? 

It‘s a bit easier to understand the concept of cloud computing by providing examples. Google 
operates several well-known cloud computing services.  It offers its users applications such as e-mail, 
word processing, spreadsheets and storage, and hosts them "in the cloud"--in other words, on its own 
servers, not yours.  So, for example, you can type a document without maintaining any word 
processing software on your computer.  You can use Google‘s software ―in the cloud‖.  All you need 
is an Internet capable device.   It doesn‘t even need to be a computer. 

Other examples of cloud computing include: 

 Web-based email services such as Yahoo and Microsoft Hotmail 
 Photo storing services such as Google‘s Picassa 
 Spreadsheet applications such as Zoho 
 Online computer backup services such as Mozy 
 File transfer services such as YouSendIt 
 Online medical records storage such as Microsoft‘s HealthVault 
 Social networking sites such as Facebook  
 Applications associated with social networking sites such as Farmville 
 Tax preparation services such as H & R Block 
 Word processing services such as AjaxWrite 
 Accounting and payroll services such as Intuit 

The above services are ready to use ―out of the box‖.  In addition, many cloud computing companies 
offer customized cloud computing services tailored to the specific needs of businesses and other 
organizations. 
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Some of the major players in cloud computing include: 

 Google    
 Yahoo 
 Microsoft 
 IBM        
 Amazon 
 Salesforce 
 Sun Microsystems 
 Oracle 
 EMC 
 Intuit 

What are the risks of cloud computing? 

When users store their data with programs hosted on someone else's hardware, they lose a degree 
of control over their sensitive information.  The responsibility for protecting that information from 
hackers, internal breaches, and subpoenas then falls into the hands of the hosting company rather 
than the individual user. This can have many possible adverse consequences for users. 

The privacy policy and terms of service of the hosting company should always be read 
carefully.  While generally lengthy and sometimes difficult to understand, they will provide a good 
outline of what the host can and cannot do with your information.  However, it is important to realize 
that most privacy policies and terms of service can and do change.  In fact, you may not have an 
opportunity to remove your information from the hosting site before such a change. 

The location of the host‘s operations can significantly impact a user‘s rights under the law.  The 
location of the records might not be disclosed in the terms of service or might be changed without 
notice.  This could have substantial legal consequences. 

Government investigators or civil litigants trying to subpoena information could approach the hosting 
company without informing the data's owners.  The hosting company generally does not have the 
same motivation as the user to defend against disclosure of the information.  

Some companies could even willingly share sensitive data with marketing firms. So there is a privacy 
risk in putting your data in someone else's hands. Obviously, the safest approach is to maintain your 
data under your own control. 

There is also a risk that the host might shut down its operations, declare bankruptcy, or sell the 
business to another provider.  What might happen to your data if that were to happen? 

Unexpected service disruptions can prevent cloud computer users from accessing their data or 
performing vital business functions.  For example, in June 2010, Intuit suffered a massive site 
disruption interrupting its Quicken and QuickBooks services.  Customers were unable to access 
Quicken sites for an extended period of time.  http://www.pcmag.com/article2/0,2817,2365179,00.asp 
 
One of the problems with cloud computing is that technology is frequently light years ahead of the 
law.  There are many questions that need to be answered.  Does the user or the hosting company 
own the data?   Can the host deny a user access to their own data?   And, most importantly from a 
privacy standpoint, how does the host protect the user‘s data? 
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So, before you utilize any cloud computing services, be aware of the potential risks.  And make sure 
that you carefully read the privacy policy and terms of service of the hosting company to become 
aware of your rights. 

Who is legally responsible for data breaches in the cloud? 

If, through no fault of your own, information stored in the cloud were breached, who would bear 
responsibility for the consequences?  The standard contract from the major cloud providers puts the 
responsibility for any data loss on the person or business placing the information in the cloud.  Of 
course, it might be possible for a large business to negotiate the terms of the standard contract.  As a 
consumer, you probably have no control over whether an organization you do business with places 
your personal information in the cloud.  http://www.sfgate.com/cgi-
bin/article.cgi?f=/g/a/2010/08/03/urnidgns852573C40069388000257774004DF167.DTL#ixzz0vejEhrf
R 

Where can I find out more about cloud computing? 

Read the World Privacy Forum's report on cloud computing (Feb. 2009), available at 
www.worldprivacyforum.org/cloudprivacy.html. The title is Privacy in the Clouds: Risks to Privacy and 
Confidentiality from Cloud Computing, by Robert Gellman. 

For more information on the privacy implications of cloud computing, see Ann Cavoukian, Privacy in 
the Clouds-A White Paper on Privacy and Digital Identity: Implications for the Internet (Information 
and Privacy Commissioner of Ontario), www.ipc.on.ca/images/Resources/privacyintheclouds.pdf 

http://www.sfgate.com/cgi-bin/article.cgi?f=/g/a/2010/08/03/urnidgns852573C40069388000257774004DF167.DTL#ixzz0vejEhrfR
http://www.sfgate.com/cgi-bin/article.cgi?f=/g/a/2010/08/03/urnidgns852573C40069388000257774004DF167.DTL#ixzz0vejEhrfR
http://www.sfgate.com/cgi-bin/article.cgi?f=/g/a/2010/08/03/urnidgns852573C40069388000257774004DF167.DTL#ixzz0vejEhrfR
http://www.worldprivacyforum.org/cloudprivacy.html
http://www.ipc.on.ca/images/Resources/privacyintheclouds.pdf

