NCIIPC Incident Report Form

’ Type of Report \ Initial/Follow-up/Final ‘ Classification of Document ‘ Restricted/Confidenti ‘

Section-A: General Information

Name of Cl

Address of ClI

Name of CISO

Contact Details of CISO

Contact Details of Office handling the
incident

Website Defacement Un-patched Vulnerable Software

Exploitation
Patched Software Exploitation Unauthorised System Access
Exploitation of Weak Configuration Data Theft
Account Compromise Malware Infection
Service Disruption Wireless Access point Exploitation
SA?gglkISEnglneermg and Phishing Exploitation of Weak Network Architecture
Unintentional Information Exposure Network Penetration
Spoofing or DNS Poisoning Any other (Please describe below)

a) Immediate

b) Long term

c) Was System backup plan
implemented successfully? If yes,

details of the Bockui Plan oiilied
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Section-B: Cll Information

a) Attacking IP address
b) Source port of attacking machine

a) Log analysis Report

b) Forensic Report

c) Audit Report

d) Network fraffic Analysis Report
Defails of Compromised Machine
a) Physical Location
b) Operating System
c) IP Address

d) MAC Address

e) DNS Entry

f) Domain/Workgroup
g) Is the compromised machine connected to a network?2

h) Is the compromised machine connected to a modem?

i) Physical Security details of the machine

j) Logical Security details of the machine

k) Was the compromised machine had to be removed from the

(Use Separate Sheet for additional information)
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