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BUSINESS ASSOCIATE AGREEMENT BETWEEN  
BROWARD COUNTY, FLORIDA AND _________________ 



 
This BUSINESS ASSOCIATE AGREEMENT ("BAA") is entered into by and 



between Broward County, Florida ("County"), and ____________, a ____________ 
corporation authorized to do business in the State of Florida with its principal office located 
at ______________________ ("Business Associate") in connection with the 
_______________________________ (the " Agreement"). 
 



 
RECITALS 



 
1. Business Associate provides services related to the operation of certain 



activities/programs that involve the use or disclosure of Protected Health Information 
(“PHI”);  
 



2. The operation of such activities/programs is subject to the federal Health 
Insurance Portability and Accountability Act of 1996 ("HIPAA") and the Health 
Information Technology for Economic and Clinical Health Act (“HITECH”);  



 
3. HIPAA and HITECH mandate that certain responsibilities of contractors with 



access to PHI be documented through a written agreement; and 
 
4.  The County and Business Associate desire to comply with the requirements of 



HIPAA and HITECH and acknowledge their respective responsibilities. 
 
NOW, THEREFORE, for good and valuable consideration, the receipt and 



sufficiency of which are hereby acknowledged, the parties agree as follows: 
 
Section 1:  Definitions 
 
1.1 All terms used in this BAA not otherwise defined herein shall have the meanings 



stated in the Privacy and Security Rules, 45 CFR Parts 160, 162, 164, and 42 
U.S.C. § 17921. 



 
1.2 “HIPAA Laws” mean collectively HIPAA, HITECH, 42 CFR Part 2 (if applicable), 



and the related regulations and amendments. 
 
1.3 When the term “PHI” is used in this BAA, it includes the term “Electronic 



Protected Health Information” or “EPHI.”   
 
1.4 Penalties as used in Section 3.18 below are defined as civil penalties that may 



be applied to the Business Associate and its workforce members by the 
Secretary of Health and Human Services (HHS).  The amount of the penalties 
range depending on the type of violation.  In determining penalties, the Secretary 
may take into account: 



 











a. the nature and extent of the violation;  
 



b. the nature and extent of harm resulting from such violation; 
 



c. the degree of culpability of the covered entity or business associate; 
 



d. the history of prior compliance with the administrative simplification 
provision including violations by the covered entity or business associate;  



 
e. the financial condition of the covered entity or business associate, and 



 
f. such other matters as justice may require.  



 
Section 2: Confidentiality  
 
2.1  County and Business Associate shall comply with all federal and state laws 



governing the privacy and security of PHI. 
 
2.2  If this box is checked, the County and Business Associate are required to  



comply with 42 CFR Part 2 with respect to patient identifying information 
concerning alcohol and substance abuse treatment.  



 
Section 3: Obligations and Activities of the Business Associate 
 
Use and Disclosure of PHI 
 
3.1 The Business Associate shall not use or disclose PHI other than as permitted or 



required by this BAA or as required by law.  Business Associate may: 
 



a. Use and disclose PHI only as necessary to perform its obligations under 
the Agreement, provided that such use or disclosure would not violate 
HIPAA Laws if done by the County;  



 
b. Use the PHI received in its capacity as a Business Associate of the 



County for its proper management and administration and to fulfill any 
legal responsibilities of Business Associate; 



 
c. Disclose PHI in its possession to a third party for the proper management 



and administration of Business Associate, or to fulfill any legal 
responsibilities of Business Associate, provided that the disclosure would 
not violate HIPAA Laws if made by the County, or is required by law, and 
Business Associate has received from the third party written assurances 
that (i) the information will be kept confidential and used or further 
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disclosed only for the purposes for which it was disclosed to the third party 
or as required by law; (ii) the third party will notify Business Associate of 
any instances of which it becomes aware in which the confidentiality of the 
information may have been breached; and (iii) the third party has agreed 
to implement reasonable and appropriate steps to safeguard the 
information; 



 
d. Use PHI to provide data aggregation activities relating to the operations of 



the County; and 
 
e. De-identify any and all PHI created or received by Business Associate 



under the Agreement, provided that the de-identification conforms to the 
requirements of the HIPAA Laws.  



 
3.2 Business Associate shall limit its use and disclosure of, and request for PHI when 



practical or as required by law, to the information making up a Limited Data Set, 
as defined by HIPAA, and in all other cases subject to the requirements of 45 
CFR 164.502(b), to the minimum amount of PHI necessary to accomplish the 
intended purpose of the use, disclosure, or request. 



 
3.3 Business Associate is prohibited from selling PHI, using PHI for marketing 



purposes, or attempting to re-identify any PHI information in violation of HIPAA 
Laws. 



 
Administrative, Physical, and Technical Safeguards 
 
3.4 Business Associate shall implement administrative, physical, and technical 



safeguards that protect the confidentiality, integrity and availability of PHI that it 
creates, receives, maintains, or transmits on behalf of the County. The 
safeguards shall include written policies, procedures, a security risk assessment, 
training of Business Associate employees, and sanctions that are in compliance 
with HIPAA Laws.  



 
3.5 Business Associate shall require all of its subcontractors, agents, and other third 



parties that receive, use, transmit, maintain, store, or have access to PHI to 
agree, in writing, to the same restrictions and conditions that apply to Business 
Associate pursuant to this BAA, including implementation of administrative, 
physical, and technical safeguards. 



 
Access of Information; Amendment of Information; Accounting of Disclosures 
 
3.6 Business Associate shall make available to the County all PHI in Designated 



Record Sets within ten (10) days of the County's request for the County to meet 
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the requirements under 45 CFR § 164.524. 
 
3.7 Business Associate shall make any amendments to PHI in a Designated Record 



Set as directed or agreed to by the County pursuant to 45 CFR § 164.526 in the 
time and manner reasonably designated by the County. 



 
3.8 Business Associate shall timely document such disclosures of PHI and 



information related to such disclosures as would be required for the County to 
respond to an individual for an accounting of disclosures of PHI in accordance 
with 45 CFR § 164.528. Further, Business Associate shall provide to the County 
an accounting of all disclosure of PHI during the term of this BAA within ten (10) 
days of termination of this BAA, or sooner if reasonably requested by the County 
for purposes of any monitoring/auditing of the County for compliance with HIPAA 
Laws. 



 
3.9 Business Associate shall provide the County, or an individual under procedures 



approved by the County, information and documentation collected in accordance 
with the preceding paragraph to respond to an individual requesting an 
accounting for disclosures as provided under 45 CFR § 164.528 and HIPAA 
Laws. 



 
Mitigation  



 
3.10 Business Associate shall mitigate, to the extent possible and at its own expense, 



any harmful effect that is known to Business Associate of a use or disclosure of 
PHI by the Business Associate in violation of the requirements of this BAA or 
applicable law.   



 
3.11 Business Associate shall take appropriate disciplinary action against any 



members of its workforce who use or disclose PHI in any manner not authorized 
by this BAA or applicable law. 



 
Reporting of Breaches and Mitigation of Breach 
 
3.12 Business Associate shall notify the County's HIPAA Privacy Official at (954) 357-



6500 of any impermissible access, acquisition, use or disclosure of any 
unsecured PHI within twenty-four (24) hours of Business Associate becoming 
aware of such access, acquisition, use or disclosure.  Unsecured PHI shall refer 
to such PHI that is not secured through use of a technology or methodology 
specified by the Secretary of HHS that renders such PHI unusable, unreadable, 
or indecipherable to unauthorized individuals.  A breach of unsecured PHI shall 
be treated as discovered by Business Associate as of the first day on which such 
breach is known to the Business Associate or, by exercising reasonable 
diligence, would have been known to Business Associate, including any 
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employee, officer, contractor, subcontractor, or other agent of Business 
Associate.  



 
3.13 Business Associate shall submit a written report of a breach to the County within 



ten (10) business days after initial notification, and shall document the following: 
 



a. The identification of each individual whose PHI has been, or is reasonably 
believed by Business Associate, to have been accessed, acquired, used, or 
disclosed during the breach; 
 



b. A brief description of what occurred, including the date of the breach and the 
date of the discovery of the breach, if known; 



 
c. A description of the types of PHI that are involved in the breach (such as full 



name, social security number, date of birth, home address, account number, 
diagnosis, etc.) 



 
d. A description of what is being done to investigate the breach, to mitigate harm 



to individuals, and the reasonable and appropriate safeguards being taken to 
protect against future breaches; 



 
e. Any steps the County or the individual impacted by the breach should take to 



protect himself or herself from potential harm resulting from the breach; 
 
f. Contact procedures for the Business Associate to enable individuals to ask 



questions or learn additional information, which may include, in the discretion 
of the County, a toll-free telephone number, e-mail address, website, or postal 
address, depending upon the available contact information that the Business 
Associate has for the affected individuals; and  



 
g. Any other reasonable information requested by the County. 
 



3.14 In the event of a breach, Business Associate shall, in consultation with and at the 
direction of the County, assist the County in conducting a risk assessment of the 
breach and mitigate, to the extent practicable, any harmful effect of such breach 
known to Business Associate.  



 
3.15 The County, in its sole discretion, will determine whether the County or Business 



Associate shall be responsible to provide notification to individuals whose 
unsecured PHI has been disclosed, as well as to the Secretary of HHS and the 
media. 
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a. Notification will be by first-class mail, or by electronic mail, if the individual has 
specified notice in the manner as a preference.  



 
b. Information may be posted on the County and Business Associate’s website 



where the Business Associate experienced, or is reasonably believed to have 
experienced, an impermissible use or disclosure of unsecured PHI that 
compromised the security or privacy of more than ten (10) individuals when 
no other current information is available to inform such individuals.  
 



c. Notice shall be provided to prominent media outlets with information on an 
incident where the Business Associate experienced an impermissible use and 
disclosure of unsecured PHI that compromised the security or privacy of more 
than five hundred (500) individuals within the same state or jurisdiction during 
the incident.  



 
d. The County may report, at least annually, any impermissible use and 



disclosure of unsecured PHI by the Business Associate to the Secretary of 
HHS as required by HIPAA Laws.    



 
3.16 Business Associate agrees to pay the costs for notification to the County, 



individuals, and their representatives of any security or privacy breach that 
should be reported by Business Associate to the County.  Business Associate 
also agrees to pay the costs for mitigating damages, including, but not limited to, 
the expenses for credit monitoring, if the County determines that the breach 
warrants such measures. 



 
3.17 Business Associate agrees to have established procedures to investigate a 



breach, mitigate losses, and protect against any future breaches, and to provide 
such procedures and any specific findings of the investigation to the County in 
the time and manner reasonably requested by the County. 



 
3.18 Business Associate is liable to the County for any civil penalties imposed on the 



County under the HIPAA laws in the event of a violation of the HIPAA Laws as a 
result of any practice, behavior, or conduct of Business Associate. 



 
Available Books and Records 
 
3.19  Business Associate shall make its internal practices and books, related to the 



Agreement and the BAA, including all policies and procedures required by HIPAA 
Laws, available to the County Contract Grants Administrator within five (5) 
business days of the Agreement. 



 
3.20 Business Associate shall make its internal practices, books, and records, 



including all policies and procedures required by HIPAA Laws and PHI, relating 
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to the use and disclosure of PHI received from the County or created or received 
on behalf of the County available to the County or to the Secretary of HHS or its 
designee within five (5) business days of request for the purposes of determining 
the Business Associate's compliance with HIPAA Laws. 



 
Section 4: Obligations of the County 
 
4.1 The County shall notify Business Associate of any limitations in its notice of 



privacy practices in accordance with 45 CFR § 164.520, to the extent that such 
limitation may affect the Business Associate's use of PHI. 



 
4.2 The County shall notify Business Associate of any changes in, or revocation of, 



permission by an individual to use or disclose PHI, to the extent that such 
changes may affect Business Associate's use of PHI. 



 
4.3 The County shall notify Business Associate of any restriction to the use or 



disclosure of PHI to which the County has agreed in accordance with 45 CFR § 
164.522, to the extent that such changes may affect Business Associate's use of 
PHI. 



 
4.4 The County shall not request Business Associate to use or disclose PHI in any 



manner that would not be permissible under the HIPAA Laws if done by the 
County. 



 
Section 5: Term and Termination 
 
Term 
 
5.1 The term of this BAA shall be effective upon execution by all Parties, and shall 



terminate upon the latter of termination or expiration of the Agreement, or the 
return or destruction of all PHI within the possession or control of the Business 
Associate as a result of the Agreement. 



 
Termination 
 
5.2 Upon the County's knowledge of a material breach of this BAA by Business 



Associate, the County shall either:  
 



a. Provide an opportunity for Business Associate to cure the breach or 
terminate this BAA and the Agreement if the Business Associate does not 
cure the breach within the time specified by the County;  



 
b. Immediately terminate this BAA and the Agreement if Business Associate 



has breached a material term of this BAA and a cure is not possible; or  
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c. If neither termination nor cure is feasible, the County's HIPAA Privacy 



Official shall report the violation to the Secretary of HHS. 
 
Effect of Termination 



 
5.3 Upon completion or termination of the Agreement, Business Associate agrees, at 



County’s option, to return to the County or destroy all PHI gathered, created, 
received or processed pursuant to the Agreement. No PHI related to the 
Agreement will be retained by Business Associate, or a contractor, 
subcontractor, or other agent of Business Associate, unless retention is required 
by law and specifically permitted in writing by the County.   



 
5.4 In the event that returning or destroying PHI is infeasible, Business Associate 



shall provide to the County a written statement that it is infeasible to return or 
destroy the PHI and describe the conditions that make return or destruction of 
the PHI infeasible.   Under that circumstance, Business Associate shall extend 
the protections of this BAA to the PHI retained and limit further uses and 
disclosures of such PHI to those purposes that make return or destruction 
infeasible, for so long as Business Associate maintains the PHI, in which case 
Business Associate’s obligations under this Section shall survive termination of 
this BAA. 



 
Section 6: Miscellaneous  
 
6.1 Amendment.  The County and Business Associate shall take such action as is 



necessary to amend this BAA for the County to comply with the requirements of 
HIPAA Laws or other applicable law.  
 



6.2 Interpretation. Any ambiguity in this BAA shall be resolved to permit the County 
to comply with HIPAA Laws.   
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BUSINESS ASSOCIATE AGREEMENT TO EXISTING AGREEMENT BETWEEN 
BROWARD COUNTY, FLORIDA AND BUSINESS ASSOCIATE, ENUMERATING THE 
RESPONSIBILITIES OF EACH REGARDING COMPLIANCE WITH HIPAA LAWS. 
 
WHEREAS, the parties have made and executed this Business Associate Agreement 
between BROWARD COUNTY and BUSINESS ASSOCIATE, on the respective dates 
under each signature:  BROWARD COUNTY through its County Administrator, 
authorized to execute same, and BUSINESS ASSOCIATE signing by and through its 
_________________, duly authorized to execute same. 
 
 



COUNTY 
 
 
       BROWARD COUNTY, through its 
       County Administrator 
 
       BY________________________ 
 
 
       ____ day of ___________, 20__. 
 
 
 
       Approved as to form by 
 
       Office of the County Attorney 
       Broward County, Florida 
       Joni Armstrong Coffey,  



County Attorney 
       Governmental Center, Suite #423 
       115 South Andrews Avenue 
       Fort Lauderdale, Florida  33301 
       Telephone: (954) 357-7600 
       Telecopier: (954) 357-7641 
 
 
       By____________________________ 
        Assistant County Attorney 
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BUSINESS ASSOCIATE 
 
 
       BUSINESS ASSOCIATE. 
 
 
       By:_______________________ 
 



Print  
 
Title:____________________________ 



 
       ____ day of ___________, 20___. 
 
 
 
STATE OF _________ ) 



) SS 
COUNTY OF _________ ) 
 



The foregoing instrument was acknowledged before me this          day of 
___________, 20___, by _________________________, as 
_____________________, of the 
________________________________________________, who is personally known 
to me or who has produced ____________________ as identification. 
 
 



___________________________________ 
Print Name:                                                
Notary Public, State of                                
Commission No.                                        



Commission Expires:                     
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