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Glossary

Priority ratings have been assigned to issues raised in this report as follows:

Rating scale for individual findings

A Active management required as an extreme priority. Controls are not adequate to
address the associated risk.

B Active management required as a high priority. Controls are not adequate to address the
associated risk.

C Active management required as a moderate priority. Controls are not adequate to
address the associated risk.

BPI Business Process Improvement opportunity. A suggested improvement in efficiency or
better practice.

Rating scale for overall report

Control is inadequate

Control is adequate

Extreme priority High priority Moderate priority Low priority Control Critical

Test controls
regularly

B Y

Note: The overall review rating is the residual exposure to Finance after consideration of all findings
highlighted in this report. More detail on the rating scales used throughout this report can be found at
Appendix E.

Limitations

Our Internal Audit work was limited to that described in this report and was performed in
accordance with International Standards for the Professional Practice of Internal Auditing from the
Institute of Internal Auditors. It did not constitute an examination or a review in accordance with
generally accepted auditing standards or assurance standards. Accordingly, we provide no
opinion or other form of assurance with regard to our work or the information upon which our work
was based. We did not audit or otherwise verify the information supplied to us in connection with
this engagement, except to the extent specified in this report or our approved objectives and
scope.

Rating for Audit Committee Reporting:
High Exposure

Liability limited by a scheme approved under Professional Standards Legislation
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1 Introduction

As part of the 2009/10 Internal Audit Work Plan, PricewaterhouseCoopers (PwC) has undertaken a review
of the extent to which the Department of Finance and Deregulation’s (Finance) Chief Executive instructions
(CEls) and Operation Guidelines (OGSs) relating to procurement comply with the Commonwealth
Procurement Guidelines (CPGs), and the extent to which Finance procurement activity complies with these
CEls and OGs. The review also included evaluation of controls to ensure Finance meets its AusTender
contract reporting obligations.

Testing of a sample of procurements and related contracts for compliance with CEls, OGs and AusTender
reporting requirements was also undertaken. A copy of the approved objectives and scope of this review is
attached at Appendix D, and a summary of work performed is attached at Appendix A.

Background

The Commonwealth Procurement Guidelines establish the core procurement policy framework for all
agencies, as well as articulating the Government’s expectations when conducting procurements. Under
FMA Regulation 7, officials must act in accordance with the CPGs when undertaking any procurement.

The CPGs are issued by Finance, and the core principles underpinning them focus on fair competition and
value for money outcomes by enabling transparency and clarity in the Commonwealth’s procurement
processes. In addition to the CPGs!, Finance’s Chief Executive Instruction 4.3 - Procurement and
Operational Guidelines 4.3 - Procurement provide guidance and impose specific requirements for Finance
staff procuring goods and services.

AusTender is the Australian Governments central web-based facility for publication of procurement
information, including business opportunities, annual procurement plans and awarded contracts. The CPGs
require agencies to report all Commonwealth contracts meeting contract reporting criteria on AusTender.
As an FMA Act agency, Finance is obliged to report all contracts valued over $10,000°, Agency reporting
obligations are further set out in FMG 15, Guidance on Procurement Publishing Obligations.

! The CPGs assessed against are those issued in December 2008.

2 In accordance with sections 7.24 and 7.25 of the CPGs
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2  Summary of findings

Our review indicates that procedures are designed effectively to enable compliance of Finance
procurement activity with the CPGs. CEl 4.3 and OG 4.3 are comprehensive and compliant with
the requirements of the CPGs. In some areas Finance has included additional guidance to further
processes meet required standards.

Our testing indicates that there is inconsistent application of procedures whereby 70% of
procurements sampled from the period 1 July 2009 to 31 March 2010 had one or more
compliance exceptions. This is both deterioration on the prior year and as the CEI and OG reflect
the requirements of the CPGs, non-compliance may constitute a breach of FMA Regulation 7.

The results from the review have been compared against the results of prior year reviews and as

set out below:

BT O | A |

| 2009/2010°

Number of 33 27 24 27
procurements tested
Number of 15 (45% of sample) 13 (55% of sample) 14 (58% of sample) 19 (70%)

procurements where
at least one instance
of potential non-
compliance with
Finance CEI 4.3 or
OG 4.3 was found

Sections of the CPGs
where potential non-
compliance was
noted:

(details are in Section
4 of this report)

NB: These instances
may constitute minor
breaches of the
Financial Framework
and should be
assessed as whether
they be included on
the breach register of

the FMA Certificate of

Compliance.

7.10 —Documentation
(15)

8.5 — application of
the mandatory
requirements (1).

4 — Value for money
(3)

5.2 — Non-
discrimination (1)
7.10 —Documentation
(14)

8.16 — Conditions for
participation (1)

8.65 — 8.66

Conditions for direct
sourcing (4).

4 — Value for money
4

5.2 — Non-
discrimination (1)
7.10 —Documentation
(10)

8.66 — Conditions for
direct sourcing (1).

1.3 — Approval to
spend public money
4

4 — Value for money
®)

5.2 — Non-
discrimination (1)

5.2 — Competitive
procurement
processes (1)

7.13 —Documentation
17

In addition to the compliance areas reviewed in the prior year, the scope of the review has been
extended to include compliance with disclosure requirements on AusTender. Responsibility for
entering contract data into Finance’s financial management system, SAP, for upload onto
AusTender lies within business groups. Guidance for reporting contracts on AusTender is
available to business groups on the intranet and Finance website, and the Procurement Advice

3 Previous procurement process reviews have focused on sample periods relating to the prior calendar year periods (1
January to 31 December). The current review however was focused on the period 1 July 2009 to 31 March 2010

Internal Audit Report | Procurement Process Review 2010




and Financial Policy Team (PAFPT) perform quality assurance checks against FMA Regulation 9

and 10 minutes to ensure accuracy of data prior to upload onto AusTender. Despite the guidance

provided, and QA reviews performed, 17 of 27 procurements tested were inaccurately reported on
AusTender with five exceptions pertaining to incorrect disclosure of contract value.

A matrix of all areas of non-compliance noted with OG 4.3, CPGs and reporting requirements on
AusTender is located at Appendix B, and detailed findings for each area of non compliance are
detailed in Appendix C.

The review was rated as ‘high priority in accordance with the rating defined in Appendix E of this
report.

Recommendations for improvement
Five ‘B’ rated findings were identified:

e Key procurement documents were not prepared or provided: 17 procurement files
were identified where one or more key documents, required under Finance OG 4.3, were
not provided or available for review. A systemic issue was identified in relation to the
completion of probity self assessments whereby 16 files were non compliant. Discussions
with Finance officers and review of OG 4.3 indicate that the requirement for self
assessments is unclear causing staff to apply guidance incorrectly.

e Procurement processes did not encourage competition in accordance with CPGs
and OG 4.3: Two files were identified during sample testing where the documented
conclusions and evidence of the approach was not in accordance with the principle of
encouraging competition, as required by the CPGs and OG 4.3. One procurement
decision stated a supplier's geographical location as a reason for selection, and the
second exception was a failure to follow the guidelines for obtaining quotes from an
appropriate number of suppliers.

e Spending approval not in accordance with FMA Regulation 9 and OG 4.3
requirements: Four procurements were identified where the process surrounding
approval to spend public money was not in accordance with FMA Regulation 9 or OG 4.3.
Exceptions included FMA Regulation 9 approval after the agreement had been entered
into, approval not referring to FMA Regulation 9, and approval for spending not included
on file. We also noted one instance where the contract was valued incorrectly, resulting in
approval being obtained from an insufficiently authorised delegated officer.

o PAFPT clearance not obtained as required by Finance guidelines: There were eight
procurements identified where review and clearance by PAFPT, as required by OG 4.3,
was not evidenced on file or available from PAFPT.

e Non-compliance with procurement reporting obligations on AusTender: 17 of 27
procurements tested were not compliant with the contract reporting requirements of
CPGs, OG 4.3 or FMG 15. Current quality assurance processes over data uploaded into
AusTender contain checks against FMA Regulation 9 and 10 minutes rather than the
contract or draft agreement, which limits the ability of PAFPT to identify inaccuracies.
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Two ‘BPI’ ratings were identified:

e Update CEls and OGs to more clearly reflect CPGs and provide clearer guidance to
Finance officers: A number of areas were identified where updates could be made to
OG 4.3 to improve consistency with the CPGs and the clarity of guidance to Finance

officer.

e Register of procurements that have undergone Probity Review has not been
implemented: From the 2009 Procurement Process Review PAFPT committed to
creating a list of procurements that have undergone probity review and the level of review
undertaken as a BPl. PAFPT management have confirmed that creation of a register of
procurements has not yet been undertaken.

We note that the instances of non-compliance relate to individual branches and procurements,
however the nature of the review means that any issues identified cannot necessarily be
retrospectively mitigated. The focus of our recommendations therefore is to educate and inform
business groups for future procurements. PAFPT, Chief Operating Officer Group (COOG) has
agreed that they are best placed to facilitate the education process and hence have taken
responsibility for the agreed management actions. Any issues identified as part of the review
should be redressed in the procurement documentation by the responsible officer.

Detailed findings, recommendations and agreed management actions are set out in Sections 4
and 5. Key actions agreed by management are considered to have addressed the issues raised
and are summarised as follows:

Summary of recommendations and agreed actions

encouraging competition
requirements of the CPGs.

Priority: B

with and better guidance may not assist.

In order to raise awareness of the findings in this audit report,
the CFO will draw issues raised to the attention of Executive
Board.

PAFPT to update OGs and | PAFPT is in the process of reviewing OG 4.3 Procurement to | Director,
provide guidance to simplify information available to assist staff to comply with PAFPT
business areas clearly procurement requirements. Improvements will be
defining the requirements | communicated to staff via various forums including the intranet | Due: 30 June
for performing probity self |and presentations. 2011
assessments. Staff will be reminded of responsibilities to correctly apply

procurement framework.
Priority: B
PAFPT to provide The review of OG 4.3 Procurement may assist in improving Michael
education to business compliance with this requirement. However, promoting Burton, CFO
groups detailing the competition is a fundamental procurement principle that all
importance of the staff undertaking procurement should understand and comply | pue: 31

October 2010

PAFPT to provide
education to business
groups regarding the
timing of and authorisation
requirements for
Regulation 9 approval.

Priority: B

A number of actions have been taken during 2010 to simplify
the procurement framework :

- Implemented new ‘Spending Proposal Form’ and updated
minute templates to refer to Regulation 9.

- Redesigned Certificate of Compliance process and raised
awareness of FMA Regulation requirements.

PAFPT have also commenced a review of guidance material

Director,
PAFPT

Due: 31
December
2010
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Summary of recommendations and agreed actions

available for the spending approval process. Finance plan to
integrate guidance on the FMA Regulations, spending
approval forms and SAP requirements. This guidance will be
updated on the intranet and supplemented with structured
training and group/branch presentations.

PAFPT to provide
education to business
groups regarding review
and clearance
requirements for
procurements over
$80,000.

Priority: B

The review of OG 4.3 Procurement currently being performed
will assist staff in more easily understanding the Department’s
requirements and improve compliance.

Finance will also review the PAFPT Quality Assurance
Process to see if it is possible to confirm PAFPT clearance
was obtained prior to the Request for Tender being released.

Director,
PAFPT

Due: 31 March
2011

PAFPT to update OG 4.3
to clearly reference
guidance for reporting
contract information on
AusTender, and update
quality assurance
processes over contract
information entered into
SAP.

Finance plan to integrate guidance on the FMA Regulations,
spending approval forms and SAP requirements. This
guidance will be updated on the intranet and supplemented
with structured training and group/branch presentations.

PAFPT will review the current processes undertaken by the
QA function in order to identify any potential improvements to
this process to identify and address issues such as these in a
timelier manner.

Director,
PAFPT

Due: 31 March
2011

Priority: B
PAFPT to update identified | PAFPT is in the process of reviewing OG 4.3 Procurement to Director,
areas of the OGs to simplify the information available to assist with a reduction in PAFPT
improve consistency with | FMA Regulation, CPG, CEIl and/or OG breaches within
CPGs and increase clarity. | Finance. The recommendations outlined will be implemented .
. Due: 30 June
as part of the overall review.
Priority: BPI 2011
Maintain a register of PAFPT has developed a register of procurements to monitor Director,
procurements that have those procurements that have undertaken a probity review. PAFPT
undergone probity review, |PAFPT has put in place procedures to ensure that the register
including information on is updated when required. .
. Due: 31
the level of review
undertaken October 2010
Priority: BPI
W
Mark Ridley
Partner

PricewaterhouseCoopers

31 August 2010
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General management response

This report highlights a deterioration in compliance with the procurement CEI and OG over the
past four years. Finance has a devolved procurement model in place where groups are
responsible for conducting procurements, subject to advice and clearance by PAFPT. The
procurement framework within Finance is implemented by PAFPT via the procurement CEl and
OG.

To improve procurement practice within Finance, a number of strategies are required. Staff
across the department need to understand and acknowledge their responsibility in carrying out
good procurements, including obtaining sufficient guidance and training.

PAFPT is the central area within the department best placed to promote improved compliance
with the CEls and OGs. With the recent SAP implementation and remediation projects, and the
Financial Services Improvement Projects over the past three years now successfully
implemented, it is now possible to divert resources from within the Financial Services Branch to
this task during 2010-11. Areas of focus include a simplified procurement CEIl and OG, clear
guidance and training on risk areas such as Reg 9 approval processes, increased face-to-face
contact with staff through structured training and attendance at branch/group meetings and review
of the SAP contracts quality assurance process.
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3  Summary of ratings and issues

The review has been rated as ‘High Priority’ for Finance as illustrated in the diagram below. The two
tables below the diagram provide a summary of the individual issues raised in this report. Appendix E
provides more detail on the rating scales used throughout this report.

Extreme
1 . Control critical - control is adequate but
Active critical due to high inherent risks;
Managem.en.t continued monitoring of controls required.
= (Extreme priority) Active management - extreme priority.
= Controls not adequate; risks exist which
= . require urgent management.
@ Active | Active management - high priority.
= Management Controls not adequate; requires active
§ No Maior (High priority) management. o
5] J M Periodic monitoring - moderate priority.
E Concern — Controls not strong but risk impact is not
Periodic high. Consider improving control or
Monitoring monitoring to ensure the residual risk
(Moderate priority) rating QOgs not incregse over time. _
J Low priority. Control is adequate. Consider
Low < , excess or redundant controls.
Satisfactory Unsatisfactory
Control rating

Number of priority issues

0 5 0 2

Title and priority of issues

4.1 Key procurement documents were not prepared or provided B

4.2 Procurement processes did not encourage competition in accordance with B
CPGs and OG 4.3

4.3 Spending approval not in accordance with FMA Regulation 9 and OG 4.3 B
requirements

4.4 PAFPT clearance not obtained as required by Finance guidelines B

4.5 Non-compliance with procurement reporting obligations on AusTender B

5.1 Update CEls and OGs to more clearly reflect CPGs and provide clearer BPI
guidance to Finance officers

5.2 Register of procurements that have undergone probity review not BPI
maintained
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4  Findings and agreed management actions

Five ‘B’ rated findings were identified during the procurement process review. The key findings and
recommended management actions are summarised below. An explanation of the ratings is
attached in the glossary at the front of this report.

4.1 Key procurement documents were not maintained

Observation

There were 17 procurement files identified where one or more key documents, required under
Finance OG 4.3, were not available for review. It is a requirement that an appropriate level of
documentation is maintained for any procurement. Section 2.2 of the OG lists documentation
requirements and states that,

“Officials undertaking procurement are to record all major steps, the selected procurement method
and all relevant decisions and authorisations relating to the project/acquisition. The documentation
is to cover all stages of the procurement, from the decision on the procurement method to the
decision on (and basis of) selecting the preferred supplier(s).”

The following instances where documents were not available for review, as required by Finance’s
OGs, were noted*:

e 16 procurement files did not contain a probity self assessment checklist
o five procurement files did not contain a procurement risk assessment

o five files where consideration of value for money was not documented
o two files did not contain an evaluation plan

o one file where approval of the evaluation plan and evaluation report was not documented on
file for all tender evaluation committee members.

The number of exceptions in respect of the probity self assessment checklist indicate a systemic
lack of understanding of the compliance requirements. Discussions with Finance officers and
review of the OGs confirm a lack of clarity in relation to the circumstances requiring completion of
the checklist.

Finance officers were unclear on the requirements for completing self assessments for
procurements valued below $80,000, direct procurements and procurements from a panel. There

4 . . ) L
There were instances where multiple exceptions were found within a sampled procurement
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was also confusion over the distinction between probity self assessments and the ‘Probity and
Procurement Risk Assessments’.

The probity self assessment checklists provided in the OGs detail the steps and considerations
required by officers in conducting procurements, including required documentation. Increasing the
use of these checklists may facilitate a decrease in non-compliance noted above.

Implication

Where documentation required by OG 4.3 to ensure sufficient procurement processes and support
business decisions is not maintained, there is an increased risk of reputation damage to Finance.
Further, there is the potential that Finance may not be able to successfully defend a challenge to a
procurement process, due to insufficient documentation to evidence decisions made. The CPGs
7.8 state that “documentation is critical to accountability and transparency” which is a key principle
under the CPGs.

Recommendations

Management should update the OGs to clearly define the requirements for Finance officers to
perform probity self assessments for procurements, and re-circulate to business groups with the
self assessment probity checklists.

Required updates to the OGs are:

e stating specifically if probity self assessments are required for open, select, direct and panel
procurement arrangements and detailing which checklists are to be used, and

e noting the distinction between probity self assessments and the ‘Probity and Procurement Risk
Assessments’, and the requirement for officers to undertake both processes.

These updates should be communicated through the PAFPT Newsletter and available on the
Procurement and Financial Policy Intranet pages, and checklists provided with every RFT review
for reference.

The PAFPT newsletter and other guidance should also refer to section 2.2 of the OGs detailing the
documentation requirements for procurement, and Finance should also update this section of the
OGs to add value for money assessment/consideration as required documentation.

Management Response
This issue needs to be addressed in a number of ways:

o Staff across the department undertaking procurements need to read up and follow the
Department’s guidance for procurement. Staff will be reminded of their responsibility to
correctly apply the procurement framework. Refer also to response to item 4.2,

o The Procurement Advice and Financial Policy Team (PAFPT) plays a key role in
supporting good procurement practice in the department. PAFPT is in the process of
reviewing OG 4.3 Procurement with the aim of simplifying the information available to
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assist staff more easily comply with the procurement requirements. Improvements will be
communicated to staff via various forums including the intranet and presentations.

Priority: B
Responsibility: Andrew Harvey, Branch Manager, Financial Services Branch
Action Officer: Director, PAFPT

Implementation date: 30 June 2011
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4.2 Procurement processes did not encourage competition
in accordance with CPGs and OG 4.3

Observation

There were two procurement files where the documentation and approach was not in line with the
key procurement principle of encouraging competition (Division 1 of CPGS).

In accordance with section 5.1 of the CPGs, and reiterated in section 1 of OG 4.3,

“Competition is a key element of the Australian Government’s procurement policy framework.
Effective competition requires non-discrimination in procurement and the use of competitive
procurement processes.”

In order to ensure to ensure equity for all vendors, a supplier’s location cannot be a factor in a
procurement decision and therefore should not be referred to in procurement documentation. The
approval documentation for procurement sample 24 (refer Appendix C) stated that “UNIFY
Solutions Pty Ltd are therefore the only organisation in the Canberra region that can effectively and
efficiently provide support services...”.

To ensure that procurement processes are competitive when using existing panel arrangements,
section 3.5.1 of OG 4.3 states that business groups should approach a number of panel members
for quotes to ensure value for money can be demonstrated for procurements over $80,000. Section
2 of OG 4.3 further states that at least three quotations should be sought. For procurement sample
10 (refer Appendix C), three quotes were obtained from the same panel member.

Implication

Where procurement processes are not performed in accordance with the CPGs and OG 4.3
relating to encouragement of competition, Finance are exposed to external and internal challenges
to procurement processes and subsequent reputation damage.

Furthermore, Finance may also be in breach of FMA Regulation 7, which requires officials
performing duties in relation to procurement to act in accordance with the CPGs. This would have
additional implications for Finance in reporting breaches in the annual Certificate of Compliance

Recommendations

In conjunction with the recommendations made in issue 3.1, Management should confirm the
importance of encouraging competition in procurement processes, with particular emphasis on the
following requirements:

e supplier location cannot be considered as a determining factor during in a procurement
decision and should not be referred to in procurement documentation, and

e when approaching panel members for procurements over $80,000, quotes should be obtained
from at least three panel members.
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Management Response

The review of OG 4.3 Procurement discussed under 4.1 above may assist in improving compliance
with this requirement. However, promoting competition is a fundamental procurement principle that
all staff undertaking procurement should understand and comply with and better guidance may not
assist.

In order to raise awareness of the findings in this audit report, the CFO will draw issues raised in
this report to the attention of Executive Board.

Priority: B
Responsibility: Andrew Harvey, Branch Manager, Financial Services Branch
Action Officer: Michael Burton, Chief Financial Officer

Implementation date: 31 October 2010
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4.3 Spending approval not in accordance with FMA
Regulation 9 and OG 4.3 requirements

Observation

There were four procurement files where the process surrounding approval to spend public money
was not in accordance with OG 4.3 or FMA Regulation 9.

In accordance with OG 4.3, “A contract or other agreement to spend public money may not be
entered into unless approval for the expenditure of the money has been given under FMA
Regulation 9...”

FMA Regulation 9 states that an approver must not approve a spending proposal unless the
approver is satisfied, after making reasonable inquiries, that giving effect to the spending proposal
would be a proper use of Commonwealth resources

The following procurements tested (refer Appendix C), were in breach of FMA Regulation 9 or not
in accordance with the approval process required by OG 4.3:

e Sample 16 — Approval was obtained for a contract value of $79,200 reflecting 12 months of a 2
and half year contract. An executive minute dated 11 August 209 states that the possibility of
contract termination is ‘remote’ and therefore under section 1.4 of OG 4.3 the full contract value
of $198,000 was required to be approved. The difference in contract value has meant that the
approver did not have appropriate delegation to sign off the procurement and that the
procurement has not been identified as a ‘covered procurement’ which requires additional
compliance procedures.

e Sample 17 - Approval documentation did not refer to FMA Regulation 9 or state that the
procurement is in compliance with the policies of the Commonwealth including the CPGs.

e Sample 22 - The FMA Regulation 9 minute relating to the original contract ($135,725.24) for
the procurement was unsigned, and there was no further documentation of approval for this
amount on file.

e Sample 25 - Approval for spending under FMA Regulation 9 was obtained in December 2009,
after the services were provided by the supplier and invoices had been raised between
September and November 2009. Furthermore, the endorsement by the appropriate delegate in
the executive minute contains an error of form where approval is only given for $52,000,
although the recommendation is requesting approval to spend up to $80,000. Documentation of
approval for the total amount has not been provided.

It was noted that procurement sample 16 was missing certain documentation, and appeared not to

have been subject to certain processes, required for procurements over $80,000 by OG 4.3,
including PAFPT clearance and risk and probity self assessments.
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Implication

Where appropriate approval is not obtained under FMA Regulation 9, Finance may be committing
to spend funds where insufficient, uncommitted appropriations are not available or in a manner
which does not constitute value for money of the Commonwealth. Such activity must be reported in
Finance’s Annual Certificate of Compliance, which is provided to all ministers including the Finance
Minister.

Where procurements are not valued appropriately in accordance with the CPGs and OG 4.3, there
is the risk that Finance does not comply with the remainder of the CPGs and OG 4.3, such as
mandatory procurement procedures and delegations limits. Where Finance inappropriately value
covered procurements below the threshold, additional processes required for dealing with covered
procurements have not been performed.

Recommendations

Management should consider undertaking the following actions in conjunction with the
recommendations in issue 3.1:

e reemphasise that approval under FMA Regulation 9 must be given prior to entering into a
contract or other agreement to spend public money,

o reemphasise that approval documentation must refer to approval under Regulation 9 and that
the procurement is in compliance with the policies of the Commonwealth including the CPGs,
and

e reemphasis on correctly valuing procurements, in particular to ensure covered procurements
are indentified and executed in accordance requirements of the OGs and CPGs.

Management Response

The correct application of the procurement framework is ultimately the responsibility of the delegate
and official(s) undertaking the procurement process.

PAFPT play an important role in helping staff comply by ensuring the framework is as simple to
follow whilst complying with legislative requirements and good practice. A number of actions have
been taken during 2010 that should help address these issues:

e PAFPT issued a new ‘Spending Proposal Form’ in July 2010 that will ensure that all
procurements under $80k refer to approval under Regulation 9. The template minutes
currently in place refers to approval under Regulation 9 for procurements greater than
$80k. PAFPT will develop further Regulation 9 training in conjunction with the current SAP
training to improve the awareness of the requirement of Regulation 9 approval.

e The Certificate of Compliance process was redesigned and has raised awareness of the
requirements of the FMA Regulations within the Department with the number of breaches
halving over the last financial year.
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As noted in Item 4.1, PAFPT is in the process of reviewing OG 4.3 Procurement with the aim of
simplifying the information available to assist with a reduction in FMA Regulation, CPG, CEl and/or
OG breaches within Finance.

PAFPT have also commenced a review of guidance material available for the spending approval
process. We plan to integrate guidance on the FMA Regulations, spending approval forms and
SAP requirements. We also plan to conduct face to face delivery of this material through structured
training and group/branch presentations. Face to face delivery tends to be an effective way to
communicate the message, but it is limited by how many people we can reach. Therefore the
intranet guidance will be our first priority, and supplemented by training.

Priority: B
Responsibility: Andrew Harvey, Branch Manager, Financial Services Branch
Action Officer: Director, PAFPT

Implementation date: 31 December 2010
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4.4 PAFPT clearance not obtained as required by Finance
guidelines

Observation

In accordance with Sections 2.7.2, 2.7.4 and 3.5.1, all procurements valued between $80,000 and
$500,000 are required to undergo review and clearance by PAFPT. This clearance is a key control
to ensure compliance with the CPGs, CEls and OGs.

The following eight procurements were identified where review and clearance by PAFPT was not
evidenced on file or available from PAFPT (refer Appendix C for sample references):

Sample 3, Sample 11,
Sample 6°, Sample 12,
Sample 8°, Sample 16, and
Sample 10, Sample 22.

Each of these exceptions represent non-compliance with the requirements of OG 4.3.

Implication

Failure to ensure review and clearance is completed increases the likelihood of non-compliance
with the CPGs and Finance procurement requirements. It also removes the opportunity for Finance
to remediate files in a timely manner. Non compliance with CPGs increases Finance’s exposure to
challenges from external suppliers.

Recommendations
PAFPT should continue to re-emphasise the review and clearance requirements under Finance’s

OGs for all procurements valued over $80,000, in conjunction with the recommendations in issue
3.1

Management Response

PAFPT clearance is an important risk management strategy for the department to ensure
procurements comply with the procurement framework.

° Original procurement was below $80,000, however initial estimate was for $226,435, therefore advice and clearance from
PAFPT should have been sought.

6 Original procurement was below $80,000, however subsequent variation were for values of $344,486 and $250,000,
therefore advice and clearance from PAFPT should have been sought.
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The review of OG 4.3 Procurement discussed under 4.1 above will assist staff in more easily
understanding the Department’s requirements and improve compliance.

We will also review the PAFPT Quality Assurance Process to see if it is possible to confirm PAFPT
clearance was obtained prior to the Request for Tender being released. This check would take
place after clearance should have be obtained, but will help PAFPT identify non-complying
teams/branches to improve compliance more generally with this requirement.

Priority: B
Responsibility: Andrew Harvey, Branch Manager, Financial Services Branch
Action Officer: Director, PAFPT

Implementation date: 31 March 2011
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4.5 Non-compliance with procurement reporting obligations
on AusTender

Observation

In accordance with the CPGs, FMG 15 and OG 4.3, information reported on AusTender includes

but is not limited to, agency details, supplier details, contract values, contract start and end dates
and procurement methods. 17 of 27 procurements tested were non-compliant with one or more of
these requirements.

Instances of inaccurate reporting on AusTender identified:

e 16 procurements where the contract term published on AusTender did not reflect the terms of
the actual contract or the date of when goods or services where first received

¢ five procurements where the value of the entries on AusTender did not reflect the full value of
the contract after all variations and/or invoices had been issued

e two procurements where contracts meeting the reporting criteria could not be located on
AusTender.

Business groups are responsible for entering of data accurately into SAP for upload onto
AusTender. Guidance is available for agencies on the intranet and Finance website, however no
reference is made to this guidance in OG 4.3.

PAFPT perform quality assurance over all contracts entered into SAP over $10,000 for
reasonableness and accuracy to FMA Regulation 9 and 10 minutes. However, these minutes often
do not contain exact values, or commencement and end dates for contracts and agreements.
Therefore, often quality assurance checks will not identify when information on AusTender is
inaccurate.

Impact

Where contract reporting on AusTender is inaccurate, Finance is non-compliant with reporting
obligations, including CPGs, and may also be in breach of FMA Regulation 7. This will have
additional implications for Finance in reporting breaches in the annual Certificate of Compliance

Recommendations

Management should update OG 4.3 to clearly reference guidance for reporting contract information
on AusTender, including FMG 15, Guidance on Procurement Publishing Obligations and the
AusTender Agency User Guide. These updates should be communicated through the PAFPT
newsletter in conjunction with the recommendations in issue 3.1, with particular emphasis and
guidance on reporting contract dates and values, and the requirement for updates to information on
AusTender, in accordance with updates or variations to contract information.
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Finance should update quality assurance processes over contract information entered in SAP. This
may include checking data against contracts or quotes, where possible, to ensure that information
entered in SAP and uploaded onto AusTender is accurate.

Management Response

As noted in Item 4.3, PAFPT have commenced a review of guidance material available for the
spending approval process. We plan to integrate guidance on the FMA Regulations, spending
approval forms and SAP requirements. We also plan to conduct face to face delivery of this
material through structured training and group/branch presentations. Face to face delivery tends to
be an effective way to communicate the message, but it is limited by how many people we can
reach. Therefore the intranet guidance will be our first priority, and supplemented by training.

The QA function within PAFPT has been operational for approximately one year since the Financial
Services Improvement Project recommendations were implemented. It has led to more consistent
processes and an improvement in the accuracy of contracts reported. However, clearly issues
remain as identified by the internal audit. PAFPT will review the current processes undertaken by
the QA function in order to identify any potential improvements to this process to identify and
address issues such as these in a more timely manner.

Priority: B
Responsibility: Andrew Harvey, Branch Manager, Financial Services Branch
Action Officer: Director, PAFPT

Implementation date: 31 March 2011
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5  Business Process Improvement
opportunities

Two BPIs were identified during the procurement process review and summarised below. An
explanation of the priority ratings is attached at Appendix E of this report.

5.1 Update CEls and OGs to more clearly reflect CPGs and
provide clearer guidance to Finance officers

Observation

Finance’s CEIl 4.3 and OG 4.3 have been developed to be consistent with the CPGs. They require
procurement by Finance officers to follow processes that meet or exceed the requirements of
CPGs.

To improve the consistency of OG 4.3 with the CPGs and the clarity of guidance to Finance officer
we recommend the following changes.

Section 2.4 — Variations and Extensions to Consultancy Contracts

In referring to consultancy contracts, Section 2.4 of OG 4.3 states, "Variations in the value or time
to complete the delivery of goods and services (including contractors, support services and project
management) under a general contract may be required."”

This should be updated to state consultancy contract to ensure the wording of this statement is
consistent with OG 4.3 requirements.

Section 2.6.1 — Limiting a Contractor's Liability to the Commonwealth

Section 2.6.1 of OG 4.3 describes the considerations and processes required for Finance officers in
making decisions about limiting a contractor's liability through a liability or indemnity cap. It states
arrangements to limit a supplier's liability may carry additional costs which should be considered in
assessing risk and value for money. In accordance with CPGs clause 6.15, Finance should update
this to further state that if a business group decides to limit a contractor’s liability based on
consideration of risk and value for money, it should develop and implement a risk management
plan.

Section 3.2 — Select Tendering

Section 3.2 of OG 4.3 describes the processes to be undertaken when conducting a select
tendering process. It notes that reasons for utilising select tender process and the setting of the
numbers of suppliers should be documented and able to withstand scrutiny from Parliament, the
Australian National Audit Office and other suppliers. Finance should consider updating this section
of the OGs to further state that when using a select tender process, officials must ensure the
process is non-discriminatory, in accordance with the CPGs clause 8.21.
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Section 6 — Approaching the Market

Section 6 of OG 4.3 states that, “All open approaches to the market are to be published
electronically on AusTender; where complementary publication in print media occurs, the content
must be consistent with the AusTender notice”.

Finance should update this to include reference that advertising an open approach to the market
through other avenues does not diminish the requirement to publish the approach on AusTender, in
accordance with CPGs clause 7.18.

Section 6.2.1 — Referencing the Request Documentation

Section 6.2.1 of OG 4.3 provides guidance for referencing request documentation, and includes
reference codes for business groups in the previous Finance organisational structure. This section
and the reference codes should be updated to reflect Finance's current business group structure.

Priority: BPI

Management Response

PAFPT is in the process of reviewing OG 4.3 with the aim of simplifying the information available to
assist with a reduction in FMA Regulation, CPG, CEIl and/or OG breaches within Finance. The
recommendations outlined above will be implemented as part of the overall review.

Responsibility: Andrew Harvey, Branch Manager, Financial Services Branch

Action Officer: Director, PAFPT

Implementation date: 30 June 2011
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5.2 Reqgister of procurements that have undergone Probity
Review not maintained

Observation

PAFPT coordinate the provision of all required probity reviews as per section 2.7.2 of OG 4.3. The
2009 Procurement Process Review recommended as a BPI that PAFPT retain a list of
procurements that have undergone probity review and the level of review undertaken.

PAFPT management have confirmed that creation of a register of procurements has not been

undertaken to date and is ongoing. Management should consider actioning a register detailing this
information or update current registers to include these details.

Priority: BPI

Management Response

PAFPT has developed a register of procurements to monitor those procurements that have
undertaken a probity review. PAFPT has put in place procedures to ensure that the register is
updated when required.

Responsibility: Andrew Harvey, Branch Manager, Financial Services Branch

Action Officer: Director, PAFPT

Implementation date: 31 October 2010
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Appendix A Summary of work performed

A summary of the work performed against each scope point is outlined in the table below.

Ref IScope Objective

Summary of work performed

1. Analyse CEls and OGs in relation to The key requirements in CEl 4.3 and OG 4.3
Procurement to ensure all aspects of the were analysed to identify any instances
policies are in compliance with the where they were not at least as strict as the
requirements of the CPGs. corresponding requirements of the CPGs.

2. Evaluate the controls in place to control the Reviewed key guidance and documentation
completeness and accuracy of information available to Finance staff and met with
recorded on AusTender. stakeholders responsible for overseeing the

recording of data on AusTender to
understand the process for ensuring
contracts are reported appropriately.

3. Undertake sample testing of low, medium A total of 27 procurements were selected
and high risk procurements by: based on a sample of 4 procurements from

. . each of the 7 Business Groups in place
Selecting a representative sample i )
Sy . . during the sample period, 1 July 2009 to 31
considering risk, size and business group,
March 2010. Samples were selected from
Review each procurement for compliance contracts entered into SAP.
with the CEl and OG, and ) )
Note that Deregulation Group did not have
Identify if contract details have been sufficient amount of procurements in certain
accurately and appropriately included on categories so the sample was reduced.
AusTender. .
Note that in instances where PwC had a
potential conflict in reviewing the file, such as
where the supplier was a competitor or the
procurement was from a panel on which
PwC is included, PAFPT reviewed the file.
4, Identify opportunities for improvement, Instances of non-compliance with OGs,

recommendations and remedial actions
which will improve the level of compliance
within the Department and where appropriate
provide the Department with a view on
themes and issues arising over time,
including a comparison with prior years.

CPGs and FMG 15 were found in 23 of the
27 procurements. In some cases there were
multiple exceptions in individual
procurements.

The observations and exceptions noted have
been summarised into five ‘B’ rated findings
and two Business Process Improvement
opportunities (BPI).

Refer to Sections 4 and 5 for details.

Our work was based only on information made available up to 15 July 2010. Accordingly, changes
in circumstances after this date, or the availability of other information, may affect our findings.
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Appendix B Areas of non-compliance matrix

The results from the review outlining the areas of non-compliance with CEls, OGs and AusTender reporting requirements for each procurement are set out in the

Area of non compliance

AusTender

matrix below:

CEls & OGs reporting
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Procurement (including SAP reference)

Ipv6 Survey (2100000997) AGIMO $70,876 X
Provision of Hosting for GovDex (2100000669) AGIMO $236,000 X X
Legal advice for Strategic Sourcing Branch ICT Purchasing Arrangements

(1500000143) AGIMO $430,000 X

Data Centre Marketplace Survey (1100000280) AGIMO $156,475 X
Archaeological and Indigenous Assessment for Block 3 Section 22 Barton, ACT

(1100000259) AMG $22,209 X X
:_n(-:;jguasltﬁeespﬁﬁﬁggtgri (f)gg (():(c))énzrg)onwealth of Australia and Ors at Brambles AMG $244,199 X X X X X
:_n(-:;jguasltﬁeespﬁﬁﬁggtgri (f)gg (():(c))énzr:)onwealth of Australia and Ors at Brambles AMG $1.084.752 X X X X
IT Assurance and consultancy services (1100000347) Budget $44,000 X X X
Engagement to lead review of future directions for Australian Government Service

Delivery (2200000275) Budget |  $185,308 X X

Engagement to lead strategic review of JCA policy (2200000300) Budget $108,900 X X X
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Area of non compliance

AusTender
CEls & OGs reporting
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Procurement (including SAP reference) SAP 2 = > >
Engagement to lead strategic review of Indigenous Expenditure across Australian
Government (2200000298) Budget |  $149,999 X X X
Develop and deliver ‘Writing Speeches with Impact and Media Skills’ program
Provision of indoor plant hire and maintenance services (2100000593) CAPS $252,285 X
Develop and deliver an Influencing and Negotiating program (2100001085) CAPS $160,000 X X X X X X
Provision of licence fees for storage and accommodation (2100000707) CAPS $211,200 X X X X X X
Facilitation of focus groups (2100001153) Dereg. $10,926 X X X X X X
Design, print and distribution of Best Practice Regulation Report 2008-09
Red Tape Mapping (1100000290) Dereg. $170,000 X
ICON Connection to FaHCSIA (2100000702) FeSG $166,309 X X X X
Upgrade of the CLARIION storage infrastructure (2100000837) FeSG $1,731,000 X X
Provision of UNIFY Support Services (2100000632) FeSG $220,000 X X X
Legal Advice regarding compliance laws in regards to Australian Government
Signage (1500000138) FMG $81,000 | X X X X X X
Provision of ICT benchmarking and advisory services (1100000257) EMG $1,498,999 X X X
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Appendix C Detailed findings

Assessment of compliance of procurements with Finance OGs, CPGs
and procurement publishing obligations on a sample basis

The following table details the procurements which were non-compliant with the OG 4.3, CPGs or

procurement reporting obligations.

There are 23 procurement files where exceptions were found from

the sample of 27 procurements tested.

Sample @Procurement

Area of non compliance with CPGs, CEIl 4.3 or OG 4.3

1 Supplier: Orima Research Pty
Ltd

Description: Ipv6 Survey
SAP Reference: 2100000997
Contract value per SAP:
$70,876

Procurement type: Quotes

Non-compliance with procurement reporting obligations on AusTender

1. FMG 15 -5.17 requires the start date per the contract to be reported on
AusTender. The start date in the contract for this procurement is listed as the
1 April 2010, however the start date listed on AusTender is the
11 February 2010.

2 Supplier: Macquarie Telecom
Description: Provision of
Hosting for GovDex

SAP Reference: 2100000669
Contract value per SAP:
$236,000

Procurement type: Direct

Key procurement documents were not prepared or provided

1. OG 4.3-2.7.4 requires the Business Group to complete a Probity Self
Assessment. This was not on the files provided for review.

Non-compliance with procurement reporting obligations on AusTender

2. FMG 15 -5.17 requires the start date per the contract to be reported on
AusTender. The start date in the contract for this procurement is listed as the

1 July 2009, however the start date listed on AusTender is the
1 September 2009.

3 Supplier: Phillips Fox
Lawyers

Description: Legal advice for
Strategic Sourcing Branch ICT
Purchasing Arrangements
SAP Reference: 1500000143
Contract value per SAP:
$430,000

Procurement type: Panel

PAFPT clearance not obtained as per requirements of Finance guidelines

1. 0G4.3-2.7.2,2.7.4 and 3.5.1 requires that PAFPT review and clear
procurements between $80,000 and $500,000. Evidence of advice and
clearance from PAFPT was not available on file.

4 Supplier: Technology
Partners International
Description: Data Centre
Marketplace Survey

SAP Reference: 1100000280
Contract value per SAP:
$156,475

Procurement type: Direct

Non-compliance with procurement reporting obligations on AusTender

1. FMG 15-5.17 requires the start date per the contract to be reported on
AusTender. The start date in the contract for this procurement is listed as the
27 August 2009, however the start date listed on AusTender is the
8 October 2009.

5 Supplier: Navin Officer
Heritage Consultants
Description: Archaeological
and Indigenous Assessment
for Block 3 Section 22 Barton,
ACT

SAP Reference: 1100000259
Contract value per SAP:
$22,209

Procurement type: Quotes

Key procurement documents were not prepared or provided

1. 0G4.3-2.7.3 and 2.7.4 requires the Business Group to complete a Probity
Self Assessment. This was not on the files provided for review.

Non-compliance with procurement reporting obligations on AusTender

2. FMG 15 -5.17 requires the start date per the contract to be reported on
AusTender. If there is no written contract, the date of the first provision of
property or services under the contract should be reported. The start date
listed on AusTender is the 1 September 2009; however documentation on file
indicates that services were commenced in July 2009.
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Sample @Procurement
No.

Area of non compliance with CPGs, CEI 4.3 or OG 4.3

6 Supplier: Australian Key procurement documents were not prepared or provided
Government Solicitors 1. OG 4.3-2.7.4 requires the Business Group to complete a Probity Self
Description: Legal Assessment. This was not on the files provided for review.
Representation for . o . .
Commonwealth of Australia 2. According to O(_S 4.3 - 2._2 it is essential that an appropriate level of o
and Ors at Brambles documen?atlon is maintained for any procurement. _The procurement file did
Industries Limited not contain adequate documentation for consideration of value for money.
SAP Reference: 2100000825 | PAFPT clearance not obtained as per requirements of Finance guidelines
Contract value per SAP: 3. 0G4.3-2.7.2,2.7.4and 3.5.1 requires that PAFPT review and clear
$224,199 ) procurements between $80,000 and $500,000. Evidence of advice and
Procurement type: Panel clearance from PAFPT was not available on file.
Non-compliance with procurement reporting obligations on AusTender
4. FMG 15 - 5.1 states that agencies must report on AusTender all procurement
contracts which meet the contract reporting criteria, and 5.15 requires
agencies to report the total value of contracts. The agreements relating to the
initial engagements of the provider for the amounts of $42,515 and $36,194.95
are not able to be located on AusTender, although an entry is in AusTender
for a subsequent variation of $165,489.
8 Supplier: Clayton Utz Key procurement documents were not prepared or provided
Description: Legal 1. OG 4.3-2.7.3 and 2.7.4 requires the Business Group to complete a Probity
Representation for . Self Assessment. This was not on the files provided for review.
Commonwealth of Australia . . ) )
and Ors at Brambles 2. 2. According to OG 4.3 — 2.2 it is essential that an appropriate level of
Industries Limited documentation is maintained for any procurement. The procurement file did
SAP Reference: 2100000824 not contain adequate documentation for consideration of value for money.
Contract value per SAP: PAFPT clearance not obtained as per requirements of Finance guidelines
$1,084,752 ) 3. 0G4.3-27.2,2.7.4and 3.5.1 requires that PAFPT review and clear
Procurement type: Panel procurements between $80,000 and $500,000. Evidence of advice and
clearance from PAFPT was not available on file.
Non-compliance with procurement reporting obligations on AusTender
4. FMG 15 - 5.17 requires the start date per the contract to be reported on
AusTender. If there is no written contract, the date of the first provision of
property or services under the contract should be reported. The start date
listed on AusTender is the 11 November 2009; however documentation on file
indicates that services were commenced in July 2009.
9 Supplier: Connexxion Pty Ltd Key procurement documents were not prepared or provided
Description: IT Assurance 1. OG 4.3 —2.7.4 requires the Business Group to complete a Probity Self
and consultancy services Assessment. This was not on the files provided for review.
SAP Reference: 1100000347 ) ) . S
Contract value per SAP: Non-compliance with procurement reporting obligations on AusTender
$44,000 2. FMG 15 - 5.15 requires agencies to report the total value of contracts. The
Procurement type: Direct FMA Regulation 9 and other documentation estimate the total value of this
contract at $50,000. AusTender has a value of $44,000
3.  FMG 15 - 5.17 requires the start date per the contract to be reported on
AusTender. If there is no written contract, the date of the first provision of
property or services under the contract should be reported. The start date
listed on AusTender is the 4 February 2010; however documentation on file
and the supplier invoice indicates that services were commenced in 11
January 2010.
10 Supplier: Acumen Contracting | Procurement processes did not encourage competition in accordance with
& Recruitment CPGs and OG 4.3
Description: Engagementto | 1 oG Sections 2 and 3.5.1 state that when purchasing from an existing panel for
lead review of future directions procurements over $80,000, at least three quotes should be obtained from a
for Australian Government number of panel members. This ensures competitive procurement processes
Service Dellvery. in accordance with OG 4.3 — section 1. Only one panel member was
SAP Reference: 2200000275 approached for all three quotes in this procurement.
Contract value per SAP: ) . ) L
$185,308 PAFPT clearance not obtained as per requirements of Finance guidelines
Procurement type: Panel 2. 0G4.3-2.7.2,2.7.4and 3.5.1 requires that PAFPT review and clear
procurements between $80,000 and $500,000. Evidence of advice and
clearance from PAFPT was not available on file.
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Sample @Procurement
No.

Area of non compliance with CPGs, CEI 4.3 or OG 4.3

Hire

Description: Provision of
indoor plant hire and
maintenance services

SAP Reference: 2100000593
Contract value per SAP:
$252,285

Procurement type: Open
Source

11 Supplier: The Nous Group Key procurement documents were not prepared or provided
Description: Engagementto | 1 oG 4.3 — 2.7.4 requires the Business Group to complete a Probity Self
Ie;_d strategic review of JCA Assessment. This was not on the files provided for review.
ic
gAPyReference: 2200000300 | PAFPT clearance not obtained as per requirements of Finance guidelines
Contract value per SAP: 2. 0G4.3-2.7.2,2.7.4 and 3.5.1 requires that PAFPT review and clear
$108,900 procurements between $80,000 and $500,000. Evidence of advice and
Procurement type: Direct clearance from PAFPT was not available on file.
Source Non-compliance with procurement reporting obligations on AusTender
3.  FMG 15 - 5.17 requires the start date per the contract to be reported on
AusTender. The start date in the contract for this procurement is listed as the
27 August 2009, however the start date listed on AusTender is the
8 October 2009.
12 Supplier: PG Policy Key procurement documents were not prepared or provided
Consulting ) ) ) 1. OG 4.3 —2.7.4 requires the Business Group to complete a Probity Self
Description: Strategic review Assessment. This was not on the files provided for review.
of Indigenous Expenditure . . ) L
across Australian Government | PAFPT clearance not obtained as per requirements of Finance guidelines
SAP Reference: 2200000298 | 2. 0OG 4.3-2.7.2, 2.7.4 and 3.5.1 requires that PAFPT review and clear
Contract value per SAP: procurements between $80,000 and $500,000. Evidence of advice and
$149,999 clearance from PAFPT was not available on file.
grocurement type: Direct Non-compliance with procurement reporting obligations on AusTender
ource .
3.  FMG 15 - 5.17 requires the start date per the contract to be reported on
AusTender. The start date in the contract for this procurement is listed as the
11 August 2009, however the start date listed on AusTender is the
2 October 2009.
13 Supplier: Interaction Key procurement documents were not prepared or provided
Consulting Group Pty Ltd 1. 0G 4.3-2.7.3 and 2.7.4 requires the Business Group to complete a Probity
Description: Develop and Self Assessment. This was not on the files provided for review.
deliver ‘Writing Speeches with
Impact and Media Skills’
program
SAP Reference: 2100001002
Contract value per SAP:
$49,281
Procurement type: Panel
14 Supplier: Capital Indoor Plant | Non-compliance with procurement reporting obligations on AusTender

1. FMG 15 -5.17 requires the start date per the contract to be reported on
AusTender. The start date in the contract for this procurement is listed as the
27 July 2009, however the start date listed on AusTender is the
4 August 2009.
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Sample @Procurement
No.

Area of non compliance with CPGs, CEI 4.3 or OG 4.3

Australia Pty Ltd

Description: Provision of
licence fees for storage and
accommodation

SAP Reference: 2100000707
Contract value per SAP:
$211,200

Procurement type: Direct

15 Supplier: The Nous Group Key procurement documents were not prepared or provided
Description: Develop and 1. OG 4.3-25.3 & 2.6.2 state that a risk assessment is required as part of the
deliver an Influencing and procurement process. There was no procurement risk assessment on file.
Negotiating program . . .
SAP Reference: 2100001085 | 2- ©OG 4.3 —2.7.4 requires the Business Group to complete a Probity Self
Contract value per SAP: Assessment. This was not on the files provided for review.
$160,000 3. According to OG 4.3 — 2.2 it is essential that an appropriate level of
Procurement type: Panel documentation is maintained for any procurement. The procurement file did
not contain adequate documentation including:
a. adequate documentation for consideration of value for money
b. a copy of the evaluation plan
Non-compliance with procurement reporting obligations on AusTender
4. FMG 15 - 5.15 requires agencies to report the total value of contracts. The
contract value is $130,013, however AusTender has a value of $160,000
5.  FMG 15 - 5.17 requires the start date per the contract to be reported on
AusTender. If there is no start date identified, agencies should report the date
the contract is signed. The start date listed on AusTender is the
29 March 2010; however the contract was signed on the 23 March 2010.
16 Supplier: Iron Mountain Key procurement documents were not prepared or provided

1. OG4.3-25.3 & 2.6.2 state that a risk assessment is required as part of the
procurement process. There was no procurement risk assessment on file.

2. 0OG 4.3 -2.7.4 requires the Business Group to complete a Probity Self
Assessment. This was not on the files provided for review.

Spending approval not in accordance with FMA Regulation 9 and OG 4.3
requirements

3. Inaccordance with OG 4.3 — 1.4, for any lease or rental agreement, the value
of the procurement should be the estimated value of the contract for any fixed
term agreement greater than 12 months. Per this contract, the term was two
and a half years, with the possibility of early termination being noted as
‘remote’. However, approval to spend public money was granted only for one
year of the agreement with the supplier for an amount of $79,200.

PAFPT clearance not obtained as per requirements of Finance guidelines

4. 0OG 4.3-2.7.2,2.7.4 requires that PAFPT review and clear procurements
between $80,000 and $500,000. Evidence of advice and clearance from
PAFPT was not available on file.

Non-compliance with procurement reporting obligations on AusTender

5.  FMG 15 - 5.17 requires the start date per the contract to be reported on
AusTender. According to the service agreement, the contract for this
procurement commenced 1 July 2009, however the start date listed on
AusTender is the 22 September 2009.

6. FMG 15— 5.15 requires agencies to report the total value of contracts. The
contract value is $198,000 ($79,200 p.a. over two and half years) however
AusTender has a value of $211,200.
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Sample @Procurement
No.

Area of non compliance with CPGs, CEI 4.3 or OG 4.3

17 Supplier: Yellow Edge Pty Ltd | Key procurement documents were not prepared or provided
Description: Facilitation of 1. OG 4.3 - 2.6.2 state that a risk assessment is required as part of the
focus groups procurement process. There was no procurement risk assessment on file.
SAP Reference: 2100001153 . ) .
Contract value per SAP: 2. 0G4.3-273and 2_.7.4 requires the Busmess_Group to cpmplete a Probity
$10,926 Self Assessment. This was not on the files provided for review.
Procurement type: Quotes 3. OG 4.3-2.7.3 requires the Business Group to complete a Simple
Procurement Request Form for procurements under $80,000. This was not on
the files provided for review.
4. According to OG 4.3 — 2.2 it is essential that an appropriate level of
documentation is maintained for any procurement. The procurement file did
not contain adequate documentation for consideration of value for money.
Spending approval not in accordance with FMA Regulation 9 and OG 4.3
requirements
5.  Approval to spend public money did not refer to FMA Regulation 9 or
confirmation of compliance with the CPGs.
Non-compliance with procurement reporting obligations on AusTender
6. FMG 15 - 5.1 requires the start date per the contract to be reported on
AusTender. If there is no written contract, the date of the first provision of
property or services under the contract should be reported. The start date
listed on AusTender is the 26 May 2010; however documentation on file and
the supplier invoice indicates that services were commenced in April.
18 Supplier: Meta Design Studio | Key procurement documents were not prepared or provided
Description: Design, printand | 1 oG 4.3 -2.7.3 and 2.7.4 requires the Business Group to complete a Probity
distribution of Best Practice Self Assessment. This was not on the files provided for review.
Regulation Report 2008-09
SAP Reference: 2100000856
Contract value per SAP:
$15,000
Procurement type: Quotes
19 Supplier: Deloitte Touche Non-compliance with procurement reporting obligations on AusTender
Tohmatsu ) 1. CPGs—7.24 and FMG 15 — 5.1 requires Finance to report all contracts valued
’?Aisp%%%t'on' Red Tape over $10,000. This contract was unable to be located on AusTender.
SAP Reference: 1100000290
Contract value per SAP:
$170,000
Procurement type: Panel

Sample @Procurement

Area of non compliance with CPGs, CEI 4.3 or OG 4.3

22

Supplier: Ecowise Services
Australia Pty Ltd

Description: ICON
Connection to FaHCSIA

SAP Reference: 2100000702
Contract value per SAP:
$166,309

Procurement type: Quotes

Key procurement documents were not prepared or provided

1. 0OG4.3-2.5.3&2.6.2 state that a risk assessment is required as part of the
procurement process. There was no procurement risk assessment on file.

2. 0OG 4.3-2.7.4 requires the Business Group to complete a Probity Self
Assessment. This was not on the files provided for review.

Spending approval not in accordance with FMA Regulation 9 and OG 4.3
requirements

3. No evidence of delegate approval on file. Executive minute approving
spending under FMA Regulation 9 was on file but unsigned. No
documentation of alternative approval method was provided on file.

PAFPT clearance not obtained as per requirements of Finance guidelines

4. 0G4.3-2.7.2,2.7.4 and 3.5.1 requires that PAFPT review and clear
procurements between $80,000 and $500,000. Evidence of advice and
clearance from PAFPT was not available on file.
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Sample @Procurement
No.

Area of non compliance with CPGs, CEI 4.3 or OG 4.3

Government Solicitor
Description: Legal Advice
regarding compliance laws in
regards to Australian
Government Signage

SAP Reference: 1500000138
Contract value per SAP:
$81,000

Procurement type: Panel

23 Supplier: Infront Systems Pty | Key procurement documents were not prepared or provided
bd ) 1. OG 4.3 -2.7.4 requires the Business Group to complete a Probity Self
Description: Upgrade of the Assessment. This was not on the files provided for review.
CLARIION Storage ) . . .
Infrastructure 2. According to OG 4.3 - 2.2 it is essential that an appropriate level of
SAP Reference: 2100000837 documentation is maintained for any procurement. The procurement file did
Contract value per SAP: not contain a copy of the evaluation plan
$1,731,000
Procurement type: Panel
24 Supplier: UNIFY Solutions Key procurement documents were not prepared or provided
Pty Ltd . . 1. OG 4.3 -2.7.4 requires the Business Group to complete a Probity Self
Description: Provision of Assessment. This was not on the files provided for review.
UNIFY Support Services . s .
SAP Reference: 2100000632 | Procurement processes did not encourage competition in accordance with
Contract value per SAP: CPGs and OG 4.3
$220,000 2. OG Section 1 states that non-discrimination must be ensured and CPGs 5.2
Procurement type: Direct includes under non-discrimination that supplier location cannot be taken into
Source account when selecting suppliers. The procurement approval refers to supplier
location.
Non-compliance with procurement reporting obligations on AusTender
3. FMG 15 - 5.17 requires the start date per the contract to be reported on
AusTender. According to the service agreement, the contract for this
procurement commenced 1 August 2009, however the start date listed on
AusTender is the 14 August 2009.
25 Supplier: Australian Key procurement documents were not prepared or provided

1. OG 4.3-2.6.2 state that a risk assessment is required as part of the
procurement process. There was no procurement risk assessment on file.

2. 2.0G 4.3 - 2.7.4 requires the Business Group to complete a Probity Self
Assessment. This was not on the files provided for review.

3. According to OG 4.3 - 2.2 it is essential that an appropriate level of
documentation is maintained for any procurement. The procurement file did
not contain adequate documentation for consideration of value for money.

Spending approval not in accordance with FMA Regulation 9 and OG 4.3
requirements

4.  Approval for spending under FMA Regulation 9 was obtained after entering
into an agreement with supplier.

5. Endorsement by appropriate delegate was not on file for entire value of
procurement.

Non-compliance with procurement reporting obligations on AusTender

6. FMG 15 - 5.15 requires agencies to report the total value of contracts and 5.24
requires agencies to report variations to any contracts reported on AusTender
which meet the contract reporting criteria. The three FMA Regulation 9s
spending approvals related to these services note three invoices totalling
$79,362.25 ($33,186.45, $18,636.20 and $27,539.60) and another two further
spending approvals for $10,000 and $19,000. The three entries in AusTender
for these services only total $81,000 ($18,636.20, $52,363.80 and $10,000)

7. FMG 15 -5.17 requires the start date per the contract to be reported on
AusTender. If there is no written contract, the date of the first provision of
property or services under the contract should be reported. The earliest start
date listed on AusTender for the original agreement and contract is the 8
January 2009, however documentation on file states that the supplier's
services were only requested in September 2009.
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Sample @Procurement Area of non compliance with CPGs, CEI 4.3 or OG 4.3
No.

27 Supplier: ITNewcom Pty Ltd Key procurement documents were not prepared or provided
Description: Provision of ICT | According to OG 4.3 - 2.2 it is essential that an appropriate level of
benchmarking and advisory documentation is maintained for any procurement. The procurement file did
services _ not contain documentation of endorsement of the evaluation plan and
SAP Reference: 1100000257 evaluation report from all evaluation panel members.
Contract value per SAP: ) ) . -
$1,498,999 Non-compliance with procurement reporting obligations on AusTender
Procurement type: Open 2.  FMG 15 - 5.15 requires agencies to report the total value of contracts. The
Source total value of original contract and extension is $1,495,486, however total

value reported on AusTender has a value of $1,498,999.81.

3.  FMG 15 - 5.17 requires the start date per the contract to be reported on
AusTender. There are two entries in AusTender for the original contract, with
start dates of 27 August 2009 and 27 November 2009. However, the start date
is the 7 July 2009 per the contract.

Furthermore, the AusTender entry for the contract extension has a start date
of 4 May 2010 and end date 30 July 2010. However, per the contract
extension, the date of effect of the extension was the 30 April 2010 with an
end date 30 June 2011.
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Appendix D Review scope

Department of Finance & Deregulation
Internal Audit Review — Procurement Process Review
Scope of Work

Objective

The objectives for this review is to provide a report to the CAE reviewing the extent to which Finance’s
Chief Executive Instructions (CEIs) and Operational Guidelines (OGs) relating to procurement comply
with the Commonwealth Procurement Guidelines (CPGSs) including testing a sample of low, medium
and high risk procurements to form a view on the extent to which the Department complies with its
CEls and OGs relating to procurement.

Scope and Approach
In performing the review the following steps will be undertaken:

e Analyse CEls and OGs in relation to Procurement to ensure all aspects of the policies are in
compliance with the requirements of the CPGs.

e Evaluate the controls in place to control the completeness and accuracy of information
recorded on AusTender.

e We will undertake sample testing of low, medium and high risk procurements by:

¢ |dentifying through consultation with the Department all procurements that have taken
place in the period under review (we will obtain this listing from CFO Unit and
Procurement Branch).

e Determining which procurements have already undergone a probity review and the
level of review undertaken.

e Selecting a representative sample considering risk, size and business area. Note: The
sample for this review should be skewed toward those procurements that have not
already received a probity review from Internal Audit, the Procurement Branch or
another party. We would expect to be able to form a view from a representative
sample of between 25 and 30 procurements.

e Requesting the appropriate files from Finance personnel.

e Obtain clearance letters from the Procurement Branch where they have been involved
in procurement.

e Perform a probity audit over each selected procurement testing compliance with the
CEls and OGs.

¢ |dentify if contract details have been accurately and appropriately included on
AusTender.
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o |dentify opportunities for improvement, recommendations and remedial actions which will
improve the level of compliance within the Department and where appropriate provide the
Department with a view on themes and issues arising over time, including a comparison with
prior years.

Following our review of the sample we will provide each business group with a list of issues and ask
them to confirm that no further documentation exists in relation to the procurement and seek
confirmation of our findings.

This will not only provide further education to the officer and area involved but provide confirmation of
the issue for the CAE.

Resources and Timing

The cost of this review will be incurred at the agreed fixed rate under the Contract for Internal Audit
Services between the Department of Finance and Deregulation and PricewaterhouseCoopers. With
an additional five days to perform additional scope requirements for the AusTender extension of
scope.

We propose to undertake and complete our fieldwork at the start of June 2010 and expect the
clearance process to be finalised with you by July 2010.

Audit Team
The team undertaking this review are as follows:

e Paula Johnston, Senior Manager
e Nathan Lawson, Consultant
e Sara Gray, Consultant

Mark Ridley (Partner) will review and sign off the review deliverables.

The team will be assisted by Tim Kelly (Director) as necessary to facilitate an efficient and effective
review process.

Limitations

None specifically noted
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Appendix E Review priority and control rating

keys

The keys used in this report are based on the Finance Risk Management Framework for inherent
risks. Likelihood involves an assessment of the probability or frequency of occurrence of a risk event.

Likelihood

Likelihood of occurrence

The event type would occur only in exceptional circumstances and has not
occurred within Commonwealth Government.

The event type could occur but has not occurred in Finance before.

The event type might occur or has occurred at least once within Finance.

The event type will probably occur or has occurred in Finance within the last
two years.

The event type has occurred within the last 12 months or is expected to occur.

Impact involves the consequences of a risk event, and may be in terms of, for example, financial or
human cost, business disruption, environmental damage or damage to reputation. Each
consequence/impact can be rated, in terms of its severity.

Consequence/impact area

Up to First Aid. Loss of service Up to 1% | Internal impact only.
$100K Leave of capability for up to impact
absence. half a day. on
targets.
Up to Injury to staff. | Loss of service Up to 2% | Adverse comments in
$500K Temporary capability for up to impact local press.
loss of key two days. on
staff. targets.
Up to $5M | Major injury to | Loss of service Up to 5% | Senate Estimates. Other
staff. capability for up to impact external scrutiny, ANAO,
Permanent one week. on national media.
loss of key targets. Moderate damage to
staff. Finance’s reputation.
Up to Permanent Loss O_f. service Up to Questions in Parliament.
$20M injury to capability for up to 10% External scrutiny.
multiple staff. o mon_th. impact Serious public, political
Loss of critical Interruptl_on of two on and/or media outcry.
mass of staff. day_s during I_3udget. targets.
Serious medium
term
business/environme
ntal effects
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Consequence/impact area

Above
$100M.

Multiple
deaths of
staff. Loss of
critical mass
of key staff.

Loss of service
capability for more
than one month.

Inability to get
Budget completed in
timeframe. Very
serious long term
effects on
Department’s
business.

Greater Royal Commission.

than Judicial inquiry. Other

10% form of Parliamentary

impact inquiry. Possible

on litigation. Very serious

targets. legislative non-
compliance.

The intersection of the likelihood and consequence ratings determines the overall inherent risk rating
as shown in the table below.

Significant

Significant

Significant

Significant

Moderate

Moderate

Significant

Moderate

Moderate

Moderate

From this, a level of inherent risk can be determined using the table below.

Level of risk

Immediate action required. Move resources from other areas.

Action required. Prioritise resources to complete as soon as possible.

or business plan.

Significant Action required as soon as resources become available, include as a priority on
work plans.
Moderate No immediate action required but to be scheduled for action as part of program

No action required but monitor for worsening of the risk.
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We then assess the effectiveness of controls that management have in place to manage the risk
according to the table below.

Rating* Description

Controls have reduced the level of risk to an acceptable level (designed
appropriately). Controls are in operation, applied consistently,
documented, communicated and monitored.

Controls have reduced the level of risk to an acceptable level. Controls
are in operation, applied consistently, documented, communicated and
monitored although minor improvements could be made.

Satisfactory

Control is designed to only partially address the risk. Control
documentation/communication and/or application require improvement.

Control is poorly designed and does not fully address the risk.
Documentation/communication and/or application need improvement.
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Control is poorly designed and does not address the risk. Both control
documentation/communication and application need improvement.

Residual risk is the level of risk faced after considering the controls in place. Residual risks are rated
on the same likelihood and consequence/impact ratings as inherent risks above but are then
considered in conjunction with the adequacy of controls. Based on the level of residual risk,
management can prioritise the allocation of resources to address these risks through mitigating
actions or investments in improving controls. Or areas where management should continue to test
controls where residual risks are low, but without the controls, inherent risk would be high — that is,
areas where controls are critical, as illustrated in the following diagram:

Extreme
. Control critical - control is adequate but
Active critical due to high inherent risks;
Management continued monitoring of controls required.
o (Extreme priority) Active management - extreme priority.
E Controls not adequate; risks exist which
= . require urgent management.
ﬁ Active H Active management - high priority.
= Management Controls not adequate; requires active
E) o [T (High priority) management. o
] M Periodic monitoring - moderate priority.
£ Concern Controls not strong but risk impact is not
- Periodic high. Consider improving control or
Monitoring monitoring to ensure the residual risk
(Moderate priority) rating does not increase over time.
Low priority. Control is adequate. Consider
Low excess or redundant controls.
Satisfactory Unsatisfactory
Control rating
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