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[bookmark: __RefHeading___Toc504380523]0	Preface
[bookmark: __RefHeading___Toc504380524]0.1	Purpose of the document
#1 This document is the Generic Service Level Agreement to be used by an IDA project to define the levels of service required of a service provider.
[bookmark: __RefHeading___Toc504380525]0.2	Intended readership
#1 This document is intended to assist:
a. EC Project Officers and Project Leaders for IDA projects
b. contractors and experts working on IDA projects
in preparing SLAs.
[bookmark: __RefHeading___Toc504380526]0.3	Overview
#1 This preface (section 0) is for information only. The following section (numbered 1,2,3 …) constitute a template that should be used to construct an SLA.
#2 The intention is that the structure should be adopted intact, although any totally inapplicable sections might be omitted 
#3 While it will be appropriate for the SLA to reference certain other documents, care should be taken that the number and extent of such references does not compromise the value of the SLA as a free-standing document 
#4 I[image: ]n general, penalties for not meeting a specified service level should be defined in the same section. Consideration should be given to a non-linear structure where the rate of penalty increases with the size of the non-conformance.  Two illustrative examples are given:
a. Penalty equals 5% of the periodic charge for each 0.2% that the availability falls below the target.  E.g. if availability is specified at 99.8%, 5% penalty if it drops below 99.6%, 10% if it drops below 99.4%, etc. as shown below 
b. Penalty 5% if the availability falls 0.2% below target, then an extra 2% penalty for each extra 0.1% shortfall; if the shortfall reaches 1% the penalty is 25% and each further 0.1% shortfall attracts an extra 5% penalty. This is shown graphically below for a 99.8% availability.
[image: ]
#5 Particular care is necessary when dealing with time. These services may provided across timezone boundaries and it must be clear in all cases which timezone is applicable.
#6 Where the service hours differ from support hours, it must be clear that the required service availability is compatible with the maximum period for which no support is available.
#7 Care should be taken throughout to identify any external factors that might affect the service level but are not under the direct control of the parties to the SLA.
#8 Notation in Italics indicates how each section ought to be adapted for a specific SLA.
Example texts are given for most sections and are clearly labelled; these are intended only to indicate the kind of statement which might in appropriate circumstances meet the requirements for the section, and should not be regarded as ‘boilerplate’. In particular, the example texts taken together do not necessarily form a consistent whole; nor should they be regarded as ‘recommended wording’.
[bookmark: __RefHeading___Toc504380527]Introduction
1.1 [bookmark: __RefHeading___Toc504380528]Formal Definition of this Document
/1 This document is the Service Level Agreement (SLA) for the service. It specifies the agreed level of services to be provided for the service, and penalties to be applied in the event of failure to meet that level of service. 
1.2 [bookmark: __RefHeading___Toc504380529]Readership
/1 This document is intended for all participants in the provided service namely 
The Authority Procuring the service	reader group 1
The service provider:			reader group 2
The service user				reader group 3
1.3 [bookmark: __RefHeading___Toc504380530]Applicable  and Reference Documents
#1 List here any applicable or reference documents
1.4 [bookmark: __RefHeading___Toc504380531]Period of validity
#1 Indicate the start date and the period of validity of the document.
1.5 [bookmark: __RefHeading___Toc504380532]Changes to the Service
#1 Describe the conditions of special request and improvements.
#2 Define the conditions for changing the levels of the service.
#3 Describe the  conditions for implementing the changes.

[bookmark: __RefHeading___Toc504380533][bookmark: _Ref324734415][bookmark: _Ref324734354]Delivery Requirements
#1 This section addresses the initial process of putting the service in place.
a. Define what services are to be delivered and where the deliveries are to be made.
b. Define when the services are due to be delivered. If the definition is complex, refer to a definition given in the Glossary
c. Define any planning obligations, e.g. if delivery will be phased and a roll-out plan should be delivered to the Commission
d. Define any obligations on the receiver of the delivery. For example, there might be an obligation to provide a room for equipment, power supply etc.
e. Define acceptance criteria for these deliveries. It is considered very important that specific acceptance criteria be documented at the time of agreement of the SLA, and that the acceptance criteria be traceable to the user requirement.
f. Define penalties applicable to these deliveries.
#2 Example text:
a. A message storage and forwarding service is to be provided at the address defined in Appendix A to the specification defined in Appendix B.
b. The service is required to be fully operational at the defined service level on 30th October 2000.
c. The provider will notify the customer contact before 31st August 2000 of the required details of the customer’s servers. 
d. The customer will provide those details as notified under (c) above before 19th September 2000
e. The circuit will be accepted on demonstration to the customer that it passes the tests defined in Appendix C.
f. Failure by the provider to meet dates in (b) and (c) above will be penalised at a rate of €xx per day or part thereof; except that the date (b) may slip to the extent that the customer fails to meet the date (d). If the provider is unable to meet the date (b) solely because of slip in the date (d), the customer shall in any case be liable to billing for the service from the date (b).
[bookmark: __RefHeading___Toc504380534]Service Requirements
#1 This section addresses the performance of the service in operation.
#2 This section should appear once for each distinct service. 
#3 If the SLA covers a mix of services with different support requirements, it may be appropriate to adjust the grouping of individual service and support requirements.
#4 If a third party is involved in the provision of the service, this should be explicitly stated. It should also be clearly stated whether the third party has accepted the service level requirements back-to-back with the contractor, or the contractor relies on some other means e.g. a backup communication link to achieve the required service level.
3.1 [bookmark: __RefHeading___Toc504380535]Service Hours
#1 Although a service may be characterised for 24/7 (24 hours a day, every day) operation, it is not unusual for some downtime to be necessary for maintenance purposes (e.g. software upgrades). Planned downtime differs from downtime due to faults in that it can be scheduled to take place at a time of minimum inconvenience to service users. It is strongly recommended that SLAs for 24/7 services take account of these facts.
a. Define the hours when the service, with parameters as defined in the next section, is required to be available
b. Define the procedure to be followed if any planned downtime becomes necessary during normal service hours.
c. Define any restrictions to be placed on the maximum planned downtime, and any associated penalties
#2 Example text:
a. The service is required to be available full time, except for planned downtime.
b. Any requirement for planned downtime must be notified to the customer not less than seven days in advance.
c. A maximum of 15 minutes planned downtime in any calendar month is permitted. Any excess will be treated as service failure.
3.2 [bookmark: __RefHeading___Toc504380536]Service Parameters
#1 The form of the service parameters will differ according to the type of service. Where applicable, parameters should cover quality of service as well as simple availability. E.g. maximum and average delays in message delivery. 
#2 For each service parameter:
a. Define how the parameter is to be measured, possibly by reference to the Glossary. It is important that the measurement regime is compatible with the likely variation of the parameters under measurement.
b. Define the required value of the parameter; this might not be constant but could vary with time or some other parameter.
c. Define the basis of monitoring for the parameter, e.g. count/hour, snapshot of value. 
d. Define penalties applicable if the defined service level is not met.
#3 It may be appropriate to monitor some parameters that are not subject to specified values. In such cases (b) and (d) would be inappropriate.
#4 The following parameters should be considered for all services
· The target availability
· The maximum guaranteed downtime per fault
· The backup arrangements, if any
· Account Set-up Latency
#5 The following parameters should be considered for helpdesk services
· mean response time
· statistics on resolve time; on triggers of 2nd line
· number of questions not answered / no solution found
· questions asked repeatedly and by whom
· detailed statistics on %ge of calls received in languages other than English
#6 The following parameters should be defined for Information Management or Interchange Services
· Information Access Latency
· Information Update Latency
· Concurrent Users Supported
#7 The following parameters should be defined for Document Management Services, 
· Distribution Latency
· Formats Supported
· Paper Document Input Latency
· Document Access Latency
#8 The following parameters should be defined for Messaging Services 
· Message Size Limits
· Available Message Formats
· Message Transmission Delay Limits
· Message Storage Allocation per User
#9 The following parameters should be defined for Electronic Conferencing Services,
· Number of Concurrent Conferences Supported
· Number  of Concurrent Users Supported per Conference
· Conference Booking Latency
#10 The following parameters should be defined for Data Interface Services
·  Data Delivery Latency
#11 The following parameters should be defined for Data Transmission services:
· Any applicable restrictions on the data, e.g. maximum packet size
· The CIR measured in the busiest second
· The maximum sustainable long-term data rate
· The physical link bandwidth
· The maximum transit delay
· The permissible call set-up and release times
· The permissible connection failure rate (N.B. it is not practical to guarantee zero failure rate).
#12 The following parameters should be defined for layered services e.g. IP, X400:
· Any further restrictions on bandwidth (e.g. a packets/sec limit)
· Specific requirements for protocol support
· Any further permissible transit delays e.g. for routing, for message store/forward
#13 The above lists are not exhaustive, consideration should be given to each individual case. Where possible, references to specific technology should be avoided.
#14 Example text:
a. Availability, measured by aggregating downtime over successive 12-month intervals from the date of commencement of service…
b. Shall be not less than 99.99% pa.
c. Downtime shall be measured by automatic logging of circuit status, to a resolution of 15 min or better.
d. A penalty of €xx shall be payable for each 0.01% below the target service level.
[bookmark: __RefHeading___Toc504380537]Support Requirements
#1 This section addresses the support of the service in operation. Support could potentially include a wide range of activities such as system management and performance tuning as well as fault diagnosis and repair.
#2 This section should appear once for each service with distinct support requirements.
#3 If the SLA covers a mix of services with different support requirements, it may be appropriate to adjust the grouping of individual service and support requirements in the SLA.
#4 If a third party is involved in the provision of support, this should be explicitly stated. In such a case the relative responsibilities of the contractor and the third party should be clearly defined. The third party might for example hardware maintenance services or Wide Area Network facilities
4.1 [bookmark: __RefHeading___Toc504380538]Support Hours
#1 Define the support hours
a. Define the hours during which the service(s) will be actively supported
b. Define, if different from (a), the hours during which support calls will be accepted. It may be that calls will be accepted at any time but remedial action will not start until the next active support period.
#2 Example text:
a. The service will be fully supported 0800 - 1700 Western European Time Mon-Fri.
b. Support calls will be accepted at any time, but if received outside the supported hours there is no obligation to act upon the call until the next supported period.
4.2 [bookmark: __RefHeading___Toc504380539]Support Procedures
#1 Define the support procedures
a. Define from whom support calls will be accepted
b. Define procedures for keeping the originator informed of progress
c. Define the conditions under which a Problem Report will be raised. E.g., will a Problem Report be raised for a call when the support operator is convinced that there isn’t actually a problem?
d. Define the procedure for escalation of action in cases where normal remedial procedures fail to rectify the reported problem
e. Define the procedure for closing a Problem Report; ideally should require the originator’s agreement
#2 Example text:
a. Support calls will be accepted from any authorised user of the service.
b. Open Problem Reports will be progressed according to procedure 37.
c. A Problem Report will be raised for all calls, unless the caller agrees that this is unnecessary.
d. (Covered by (b))
e. (Covered by (b))
4.3 [bookmark: __RefHeading___Toc504380540]Support Parameters
#1 These parameters will normally be defined in terms of Mean Times.
a. Define the time allowed for initial response to a problem report
b. Define the time allowed for resolution of a problem, i.e. restoration of the service to the end user. If service is restored by using a backup, the original fault might not be repaired until some time later.
c. Define the time allowed for repair; this may differ from (b) for example in the case of a service element with a backup
d. Define applicable penalties
#2 Example Text
a. The time for initial response to a problem shall be not more than one hour on average.
b. Full service as defined shall be restored within three hours on average.
c. Repair shall be completed within one day on average.
d. A penalty of €xx shall be payable for each percentage point by which the above are not met, measured monthly.
[bookmark: __RefHeading___Toc504380541]Security Requirements
#1 The SLA should focus on the measures taken to assure security including  confidentiality, integrity, and  availability , and should define the action to be taken in case of an apparent breach of security.
#2 Many details of procedure, for example the distribution of cryptographic keys, should clearly not appear in an SLA. Consideration should be given to producing a separate Security Service Level Agreement (SSLA) which would define the detailed security measures. The SLA would then address the question of assuring the effective implementation of the measures defined in the SSLA.
#3 It is probably inappropriate to define penalties for a breach of security unless the blame can be clearly attributed to the service provider. It seems more in the spirit of an SLA to penalise weaknesses discovered by monitoring or audit.
a. Define aspects of the service(s) which need to be monitored from a security viewpoint. This might include e.g. logging of rejected access attempts by a firewall.
b. Define, probably by reference, aspects of the service(s) which need to be audited from a security viewpoint. This might include e.g. procedures for authorising access by individuals.
c. Define, if appropriate, measures to be taken in the event of a manifest or suspected breach of security. This might include e.g. isolating hosted systems from external networks while the incident is investigated. It might also be appropriate to require specific follow-up actions.
d. Define, if appropriate, any resources to be available for reaction to a security incident. This might range from special support procedures to a full-blown Computer Emergency Response Team.
e. Define any applicable penalties
#4 Example text:
a. The provider will adhere to the security provisions specified in document xxx.
b. Physical security of the customer premises is the customer’s responsibility.
[bookmark: __RefHeading___Toc504380542]Monitoring Requirements
#1 This section is not intended to address the monitoring of specific service parameters, but rather the availability of the monitoring mechanisms themselves. This is especially important where the service provider is also monitoring the service; if the agreed measurements of service parameters are not available then it is very much open to argument whether service levels have been met.
#2 As a general principle, it is recommended that in a disputed situation where data is not available, the burden of proof is on the service provider.
a. Define the required availability of monitoring data
b. Define how the completeness of monitoring data is to be demonstrated
c. Define any applicable penalties relating to the non-availability of monitoring data; this would be additional to any penalty arising from a contemporaneous service outage.
#3 Example text:
a. Monitoring data shall be subject to the same availability as the service parameter being monitored.
b. Monitoring records shall be kept for 12 months and shall be available for inspection on demand.
c. Unavailability of monitoring data shall be subject to an additional penalty equal to that for the service parameter being monitored.
[bookmark: __RefHeading___Toc504380543]Reporting Requirements
#1 This section is concerned with reporting of monitored service parameters. Reports might be generated for delivery and security aspects as well as for operational parameters.
#2 For each report:
a. Define the content of the report and timing of its delivery.
b. Define the intended readership. Steps should be taken to ensure that any report will be intelligible to its target audience.
c. Define any applicable penalties for late delivery or missing content
#3 Example text:
a. Message reports shall contain an hourly breakdown of different message type usage and shall be delivered no later that one week after the end of each billing period.
b. Message reports are intended to allow the Commission to monitor usage of the service.
c. Late delivery or missing content will be subject to a flat penalty of €xx.
[bookmark: __RefHeading___Toc504380544]Dispute Resolution
#1 This section is intended to address issues that might arise where parties other than the Contractor are involved in the provision of services to the Client. Examples might include wide area network providers, or application
#2 The following general principles are recommended, and should be instantiated as appropriate for specific SLAs:
a. In the event of a service outage where the responsibility is unclear, priority should be given to restoring service rather than determining responsibility.
b. In the event of a dispute, the burden of proof will be upon any party who is delinquent in respect of monitoring or reporting obligations covering the incident.
c. Where a dispute results in failure to restore service within the allotted time, the Commission might reserve the right to bring in external experts to resolve the problem and charge the cost to the disputing parties as a further penalty.
[bookmark: __RefHeading___Toc504380545]Glossary of Definitions
#1 This section is intended to contain complex definitions, which would affect readability of the main text of the SLA.
/1 It is very desirable that standard definitions are used where possible. Where unusual definitions are used or specific qualifications are applied, this fact (but not necessarily the details) should be stated clearly at the head of the appropriate section of the main text. The following table contains some definitions of SLA-specific terms.

	Term
	Meaning : Description

	Availability
	The time the service is available for normal use over a period, as a ratio of the duration of the period 

	Escalation
	Managerial escalation: to appeal for a decision level higher than in a normal procedure in order to complain of an anomaly in the execution of the service. This is an exceptional procedure engaged by a user or the service requester. Anybody who is not satisfied with the service or a person providing the service can escalate the problem at any time.
Operational escalation: to make use of means more and more important and/or specialised in order to solve a problem or to answer a question, including the associated reporting. This is a normal intervention procedure under the control of the Service Provider.

	Failure
	Failure is defined as any condition that results in loss of functionality or performance of the service that affects at least one user, subject to the general exclusions

	Latency
	The time between the issuing of a request and its fulfillment

	Maintenance
	To keep the system subject to maintenance working, i.e., identify and correct malfunctions of the hardware and software of the system.

	MTTR
	Maximum Time To Recover: It is the maximum time taken to recover from a failure 

	MTBF
	Mean Time Between Failures, the average time for which the system is operational before it is subject to failure 

	SLA
	Service Level Agreement

	Service recovery
	Service recovery is deemed to have been effected when the service has been restored, and the service can resume normally, if necessary by reconfiguration

	Problem Report
	Means by which a user’s problem is registered by the Help Desk of the service provider, and tracked until the problem is solved to the satisfaction of the user.


[bookmark: __RefHeading___Toc504380546]Agreement
The undersigned parties hereby agree to the Service levels defined in this document

Signed:

Date:

On behalf of supplier organisation
_____________________________________________________________________


Signed:

Date:

On behalf of customer organisation
_____________________________________________________________________
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