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Protocol Notation

In the workshop protocol that follows, an arrow (=) at the beginning of a paragraph
denotes an instruction that the participant should execute as part of their activities during
the workshop.
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Bookmarking for Reports

Lab Preparation

In this exercise, you will be using the same evidence file as used in the in-class tutorial.
Start a new case

Use the “EnCaseWrkShp4E.E01” found in the C:\Dayspace\Lab Evidence Files
folder

Name this case, “Lab 17

Make sure you confirm the MD5 hash value with the EnCaseWrkShp4E

Add to this case the raw image, “WrkShpFlppyl.dd.”

Once the raw image is in the case, follow the instructions from the first tutorial to
acquire the image and name the evidence file, “Labl Floppy.”

Verify the MDS5 hash value for the “Lab 1 Floppy” with the
“WrkShpFlppyl.dd_audit.log” file in Dayspace.

Again, following the procedure in the prior tutorial, recover and deleted folders
from the Labl Floppy

N2 2 A 2 2N A\

In this assignment, many of the steps will be similar to those you did in the in-class
tutorial. Some tasks are purposely identical. Others are slight variations of what you’ve
already accomplished in-class. The emphasis in this lab will be on bookmarks (and then
creating a report).

Bookmarks have two purposes. They provide the basis for annotating evidence as it is
found. They can also be exported directly into reports. Because of this export capability,
much of the report construction can be developed in EnCase, leaving only minor
formatting and organizing tasks for web page or document editing tools.

Overview
The final phase of a forensic examination is reporting the findings, which should be well
organized and presented in a format that the target audience understands. EnCase
reporting capabilities, include:

¢ Reporting templates you can use as is or modify to suit your needs.

e Capability to control a report's format, layout, and style.

e Ability to add notes and tags to a report.

Reports in EnCase consist of three parts:
e Bookmark folders where references to specific items and notes are stored.
e Report templates that hold formatting, layout, and style information. A report
template links to bookmark folders to populate content into a report.
e Case information items, where you can define case-specific variables to be used
throughout the report.
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Forensic Reports with EnCase

In EnCase, as you work on a case, you typically discover files, portions of files, and other
items of interest and save them as bookmarks. The report template links to bookmark
folders to populate content into the report. Bookmarks are saved in folders in the case
file. When you create a new case and apply one of the supplied case templates, EnCase
provides bookmark folders by default. As an example, the basic template provides these
folders:

e Examiner Notes
Documents
Pictures
Email
Internet Artifacts
Other Findings

You can also create your own folders. For example,

- Open the case you created in the “Introduction to EnCase” Workshop, From the Home
Tab, choose View Bookmarks. Notice the default folders are present below, plus the
folder “Types of Literature Read” created for the Table Bookmarks during the
“Introduction to EnCase” Workshop. In this lab, recreate this bookmark folder.

EnCase Enterprise Training = | B ||
ShpdE) v & View ~ ' Tools ~ € Enterprise v “4¢ EnScript ~ = Add Evidence ~ @ ~
Q@ © 7 Viewing (Bookmark) » IISplitMode = -OTags v | Review Package = (% Edit 2J Add Note ik Delete Folder <3 Bookmark = [ Goto file | @) Find Related ~ -
>0 Bookmarks = Table | ¥ Timeline [E Gallery
2l v &1 = [l Selected 0/6 57 Edit %) Add Note * Delete -
File | Logical Item Signatu
Name Commen it Tag i = Type Category Anayei
1| Examiner Hates The following notes .. 0 None Nen
[ 2| }) pocumen its The below bookmark. 0 None Non.
O3] )} Pictures 0 None Non,
a1 Email 0 Hone Non
15 1 internet Artifacts 0 Hone Nan
16| ) Other Findings 0 Hone Non.
(] Fields | | Report [ Text Hex jjji Decode [i]Doc -] Transcript [E Picture 1 Console lock [
E= -
Name Value a
S Hame Examiner Notes
S Commen t The following notes were prepared as part of the examination,
S Tag
S File Ext
WrkShpdE\Examiner Notes Case Backup

Figure 1. Bookmark Folders

- Right-click on the Bookmarks root in the Tree pane.

-> Select “New Folder”

- Right-click on the generically named folder and choose Edit
—> Name the folder “Types of Literature Read”

Recall from the introductory workshop that you can bookmark data and save the
bookmark in a folder by selecting the content you want from any tab (for example,
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Forensic Reports with EnCase

Entries, Records, or Search Results) and click Bookmark on the tab toolbar. For
example, replicate what was done in-class:

Sweep Bookmarks for Data
- As you did in the Encase tutorial, create a sweeping bookmark for “Uses for Dry Ice”

—> In the Comment area, enter: “Evidence for creating a dry ice bomb in the file
Dc555.doc” Click OK. (this is what we did in-class)

-> To change this comment, right click on the bookmark comment, select Edit, and
replace the comment as follows (modify what we did in-class):

“One of several copies of the Anarchist’s Cookbook found
on the thumb drive. The cookbook contains instructions for
making simple, delayed action time bombs by sealing dry
ice in a plastic container.”

Fics | _|Faport FlTet EilHex iDacode s10nc _|Towmcript [ Pctue T Comole

FEls B £ = 68 0 @8 af6 -

Figure 2. Editing a bookmark — Add/change useful comments to data.

Another Example

- Select View, Search to bring up the index search tab. Enter “mcdonalds” into the
index field and “search using the criteria on the current tab” (green right pointing
triangle). This is an alternate method to activate an Indexed Search.

- Change the Text Style in the View pane to “Western European (Windows) — Line
Breaks (120)

- In the Chaos Cookbook, Select the first few lines from “How to Terrorize
McDonalds” select the text containing the first paragraph (See figure), and click
Bookmark Raw text on the tab toolbar.
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Forensic Reports with EnCase

- In the dialog box, add the comment “Terrorizing McDonalds” and set the Destination

Folder to Documents. Click OK.

ta] EnCase Forensic lraining

S w | Case (Warkshopd) = Q\Flew = :@-Too\s - 6iﬁEnScht - L—‘:'iAdd Ewvidence -

fiHome (s Bookmarks % [5] Results ¥ 5 Bvidence %[ () Search |

QG O ¥ viewing (Search) =

plitMode [ Condition v f Filter v 5| Searches v ~C1Tags v ) Review Package v [ Save Results | <35 Bookmark v [2] Gote

L} Fields

eport ext ex jjjjj Decode & Doc = | Transcript icture |2 Review
Report | (2] Test | [38 Hex i Decod D T P P =R

{21 Options "3 Codepage ~ A Text Style » 33 Find | 83 Find Next 23 | * ] | [J Compressed View | * Previous ltem
B223630 Sinple safety match heads in a pipe, capped at both ends, make a devastating bomb. It is ==t o
B223750plastic baggy is put into the pipe before the heads go in to prevent detonation by contact wit)
B22387h match heads to fill the pipe can be tedious work for one but an evening's fun for the family
B2239%9 from the TV.

Figure 3. Bookmarking Data

- View your bookmarks in the Bookmarks tab.

EnCase Enterprise
« | Case(labl) v &3 View + < Tools ~ € Enterprise » % EnScript + 2 Add Evidence +

[ Tndex | 2 Tags = boF @ FTeble | £5Timeline [E Gallery %) Nate..,
1) Field = #-#Patterns = ~ “q 9 Go ~ || & ~ 4] ~ [ Selected 03 Single iterm..
mcdonalds Name Tag | FE:: ¥ Selected itemns...
[ 1 Tz Chaos Cookbaok 2000.doc doc | 1 Folder..
| Waord e e 2| 2 T eSS 99 Em Tl view..
1 |mcdona\ds I 3| [0 3 %= AnarchistCookboak.doc doc P
Diata structk”.
Riawy text
2 i Properties | Destination Folder

Comment

Terrorizing McDonalds|

Rew text

[ Properties Destination Folder

INew Folder

and ed up. . you get S b e B S S S enebody aluays must wa)
@225287ger with sbsolutely nothing on it (this takes extra time o make, and drives the little hamburger-maker|

estination Foider

]

[a o Bookmaiks
Examiner Hotes

Documents

Pretures

Email

Internet Arttacts

Other Findings

Types of Uiterature Read

firHome  SEvidence [y Bookmarks X | () Search x

# OJ<g» Bookmarks F5 Table | 45 Timeline [E Gallery

Q © ¥ viewing (Bookmark) v (L] Spiit Mode » -0 Tags v ) Review Package v “F Edit %) Add Note | Delete Folder <5 Bookmark v [2] Gotofile | @) Find Related v

Examiner Notes
cUk T &l v 4] v [ Selected0/3 “FEdit ) Add Note 3% Delete

O ). Documents

o0, Pcures Name RESTITIEHEE -

o0y Emai

SOOI internet Artact 0 1 5] Desss.doc One of several copie. doc 1,277,952 Entry Dacumer
- 02 Chaos Cookbook 2000.doc Terrorizing McDonalds doc 1,277,952 Entry Dacumet

G J. Other Findings
O 1L Types of Literature Read
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Forensic Reports with EnCase

Data Structure Bookmarks

Data structure bookmarks mark items such as a Windows partition entry, a Unix text date, or
encoded text. Data structure bookmarks is really a misnomer. A sweeping bookmark is generally
used but the text which has been highlighted is meaningless. Thus, the investigator can use
Encase’s “Decode” capability to interpret the data and present it in @ more meaningful format.

This section describes one example of creating a sweeping data structure bookmark on an html
data item. Some common data structure files, such as all graphics files, are automatically
interpreted by Encase. However, there are many other data structures for which Encase can
easily analyze and interpret.

To create a data structure bookmark:
-> If the Search tab is not opened, go to the View menu and select Search.

- On the Search tab, select Index. Enter the term “html” to quickly search for an html
data structured file

- Select “Latest.html” in the Table pane.

- Examine the file content in the View pane using the Text tab. Most users will recognize
this format as an html encoded text file.

- Sweep or Highlight the entire file contents (or use a CTRL-A to select all).
- Click the Decode tab. The View Types tree displays inside the left part of the View pane.

—> Since the examiner is investigating html data in this example, expand the Text folder and
click on the “html” option.

- The html option yields a satisfactory representation of the data, as shown in the figure

%iiHome 3 Evidence X | ( Sesrch ¥
Q O ¥ Viewing (Search) ~ | SplitMode v (= Condition v ¥ Filter ~ =] Searches = -1Tags ~ .. ReviewPackage v ! Save Results |, Bookmark ~ |9 Gotofile () Find Related ~
5 Index | <3 Tags Keywords | Summary

() Field » ssPatiems ~ ~ ‘4 %' %o $3Find Ly

viewed from a userls
perspective

() Fields _|Report [-]Test (£ Hex | jii Decode | +JDoc | Transcript [E Picture iz Review ok
*Zoomin “Zoom Out %, 100% ¥

CIS 8630 Business Computer Forensics and Incident Response — 5



Forensic Reports with EnCase

- To bookmark the data, right click the interpreted html code in the View pane,
and select Bookmark > Data Structure or on the menu bar, click Bookmark >
Data Structure.

—> In the Data Structure dialog, type “Translated HTML Code” in the Comments
box and click the Destination Folder tab.

- In the Destination Folder box, click the “Internet Artifacts” bookmark folder to
store this data structure bookmark.

- Click OK.

Sweep Bookmarks for Documents

Some formatting from word processing and other documents can be preserved by
exporting the data.

-> Select the Bookmarks tab (if not shown, use the View menu to show the tab).
—> Highlight the Dc555.doc file in the Table pane.

-> In the View pane, scroll to the top of the document. Then scroll down a few lines,
noticing the header indications that this is a Microsoft Word 6.0 Document.

En] EnCase Enterprise Training I E‘E&J
=+ || Case(labl) = & View ~ 1 Tools ~ €iEnterprise ~ “¢ EnScript = = Add Evidence ~ @ -
rﬁ Home 2 Evidence 5 Bookmarks ( Search
Q © 7T Viewing (Bookmark) + L] Split Mode = ~OTags v | Review Package %7 Edit %JAdd Note 1 <~ [2] || @)~ -

4 DJgs Bookmarks = Table | %4 Timeline [E Gallery

] |, Examiner Notes 4= Al P o
OO Documents | v gl = [ Selected 0/10 % Edit ) Add Note =% Delete hd
o), Pictures Name Comment Bs Re Fo Iu FE‘,‘:
Email
Gl Emai [ 1 [ pesss.doc One of several copie... doc
ol Internet Artifacts 02 .
5O |, Other Findings 2 . Chaos Cookbook 2000.doc Terrorizing McDonalds doc
o] |, Types of Literature Read
P T +
() Fields || Report |[*] Text | B8] Hex jjijj Decode | &|Doc = |Transcript [E Picture ] Console T Lock =
1 [ .Optlon; ACodepage > A Tedt Sty\e hd L-ﬁFmd ,ﬁFmd Mext _;j |_| I_‘l jCompres;ed View J L -
. P i -
|
2 ; -
Lab 1\Thumb Drive #3\C\RECYCLER)S-1-5-21-527112040-174606345-1250901871 -10054Dc555.doc (FO 2111 LE 34)
———

Figure 2. Discovering Document Types.
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Forensic Reports with EnCase

- Select “DOC” as the display mode in the bottom pane. “DOC” view will also work
with many other formats including XLS, PPT, and PDF files. Note the name of the file
(Dc555.doc).

- Right click on the bookmark, and choose “Go to file” In the Tree View (upper-left
pane), note that Dc555 is located in the Recycler. This indicates the document was in the
user’s Recycle Bin.

—> Highlight the title, author and table of contents in the display window. Right-click on
the highlighted area. Notice there is no choice for a bookmark while displaying DOC
files in the View pane.

W 507 T N Cocumere TWcrovoh Weed

XS q i — Ay #ree

Figure 3. Sweeping document bookmark (can’t be done)

- Instead, right-click on the “Dc555.doc” file located in the Table View.

—> Choose the “Entries” and “Copy Files” from the context menus. In the dialog boxes
that follow, choose “Next” twice /UnErase menu item. This command will export the
contents of the entire file...not just the areas highlighted.
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v || Case (Workshopd) + &3 View = £} Taols ~ % EnScript ~ = Add Evidence =
Haome | <53 Bookmarks =l Results % SEvidence ® () Search ® X |Report Templates
© T Viewing {Thumb Drive #3) ~ L] Split Mode + [ Condition + F Filter v -OTags v ) Review Package » o » v 3] | @)« f= v £« [ =
[ Thumb Drive #3 “ || = Table | £ Timeline [ Gallery
bles c
Py -
4 ] || Documents and Settings T2~ 2l O Selected 071146
O | Administratar 1 File Lagical
ﬂ Mame Tag Ext Size Categ
DL Al Users —
- [ 1|[= Dcs54.jpg irg 18,251 Picture
[ |, Default User — 1=
+ OO RECYCLER 0 2| (3 pesss.coc doc 1,277,952 Document
O | S-1.5-21-527112040-17460 || 3 |l D556 pa oo JEs Bl

o | s-1.5.21-527112040-17460 - | 4| [ DESKTORIND Destination
= v N

Copy: 0 Falders 1Files, 1,277,952 (1.2 MB)
C:\UserstrbaskiDocurments)

Fields Report [A] Text [28]Hex i Decode i Doc Transcript Pic
P i P

Split files abowve (MB)

640 2
Use initialized size (0 files)

ANARCHY COOKBO

orkshopdThumb Drive #3WCARECYCLERYS-1-5-21-527112040-174606345-1250901871-10 < Back
Figure 4. Using Entries/Copy.

—> Accept all default values from each of the dialog boxes. On the last screen, before
clicking on “Finish,” make sure the file will be exported to the Export folder which was
created at the start of this workshop case.

The exported file is a read/write file. You can highlight the necessary evidence and the
use a Notes Bookmark to add the selected evidence to your Bookmarks.

IMPORTANT NOTE: You must include how and why you exported the data to get the
bookmark for your report. The exported file was modifiable. Thus, opposing counsel in
a court of law may question the validity of this data. Using this methodology should only
be done if creating a Notable File bookmark would create an inordinate amount of useless
data to the final report. Thus, in this example, we are only showing the Table of
Contents. The report should indicate that the original file can and will be presented if
necessary

Bookmarks for Email

—> Using the techniques from the introductory tutorial, search for “dry ice” and notice the
item type of result number one “Email”. Select the Report tab on the View pane at the
bottom. Notice the message itself is not displayed in the bookmark’s report view.
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Q@ © T Viewing (Search] * SplitMade = [ Condition = F Filter = %] Searches v O Tags = | Review Package = |&] Save Results | ok

[ Index | B Tags = | P B @ |FTTable | ¥4 Timeline  [E) Gallery
Field = ##Patterns = ~ ‘g 4° Gz = || 2 + & ~ [ Selected 074
dry wil ice File Logical Ttem
Tl i Ext Size Type
[ 1| =] Re: 0% Balance Transfer Offer 4,652 Email
T TE T 1 J 2 |z Chaos Cookbiook 2000.doc doe 1,277,952 Entry
1ice 357 7a[0||0 3 Gz DesSS.doc doc 1,277,852 Entry
3 icebera G 5 | |[J 4 Gz AnarchistCookbook.doc doc 1,558,528 Entry
3 icebergs 19 1
4 | iceblock 1 1
5 icebox 1 1
G iced 1 5l

Fields | [ Report | [A] Text  [3%]Hex i Decode s Doc = | Transcript [ Picture | <5 Review

“Zoomln T Zoom Out ® 100% »  * Previousltern | ) MextItem
From joetaxpa. @nospam.com  (joetaxpayer)

Sent 10/01/07 07:34:19PM

Received  11/05/07 10:17:26AM

Subject Re: 0% Balance Transfer Offer

Figure 5. Email in an indexed search.

—>Right click on the bookmark in the Table pane and select “Bookmark” and “Single
Item” from the context menu. Include the comment, “Reference to Yew Alley & Dry Ice
in Email.” Set the Destination Folder to “Email”. Click OK

—>Select the “Doc” tab in the Display pane. Highlight the text of the message and create
a sweeping bookmark for this text. Include the comment, “Text from email of 10/01/07”.
Set the Destination Folder to “Email”. Click OK

Notable Files Bookmarks

- Select Evidence ... Entries and select “Folder 1” from the recovered files on the
Workshop Floppy disk image. Right click on NE Dictonary.Doc and select Bookmark
Single item. Add a comment

"Nigerian English” Dictionary. Perhaps related to 419
Scam.”

- Choose Bookmarks tab and review the bookmarks (delete any extras or mis-tries by
right clicking on the bookmark and choosing delete).
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Figure 6. Sample bookmarks.

Device and Folder Bookmarks

- Choose Evidence Entries and Thumb Drive #3. Right click on Drive C. Select
Bookmark ... Folder.

N e A — U e e

© T Viewing (Entnd = L Split Mode = [ Condition v Filter = -2 Tag

]EE- Entries EA Table | 44 Tireline E Gallery
G @] Thumb Drive #3
i v A1 v 1 Salacted 071147

T

4
cUS Rename.. F2
o) Mame
i %’ 4, Expand &ll Settings
S b, Collapse &l

o J

SetIncluded Falders Murm +

Include Sub Folders Shift-Murm +

Include Single Folder Ctrl-Murm +

i Bookmark ‘fj Mote...

[®] Gotofile —
L@ FindRelated v Single iterm..
Fields Iil 5% Entries 3 J Selected iterms..,

A Acquire v & Eolder..

FEl o~ - I EA Tahkila viaes

Figure 7. Creating a folder bookmark.
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Forensic Reports with EnCase

- Name the bookmark “Thumb Drive #3 Drive C Folder Structure” and select Next.

- Select the root “Bookmarks” folder as the Destination Folder and enter “Device Folder
Structures” as the New Folder name. Click Next.

- Check “Show Nodes” and then click Finish.

-> Repeat this process and bookmark the device and folders in the Workshop Floppy
Disk Image. Place this bookmark in the Device Folder Structures folder created in the
previous step.

EntCase Enterprise Training = | B |l

Bl Case (Lab1) = & View v < fTools ~ € Enterprise  “t% EnScript ~ -5 Add Evidence = e -

"n'|\ Home 5 Evidence s Bookmarks (}, Search

Q@ ) T Viewing (Bookmark) ~ Split Mode v - Tags v o Review Package v “f Edit %) Add Note ++ Delete Folder <5 Bookmark ~ (2] | @) ~ A

4 O ]cgs Bookmarks =5 Table | ¥4 Timeline [E Gallery
cd Examiner Notes 7 Al P X
- E
| . cog pocuments = 41 v [ Selected 0/17 % Edit %) Add Note 2% Delete -
o Pictures Name T Be Be Fo [ FEI): Los?zlzal
Email

= . | @ Thumb Drive #3 Drive C Folder Structure 0 En
o Internet Artifacts

L= @ Lab 1 Floppy Folder Structure 0 En

ocd Other Findings
cd Types of Literature Read
cd Drevice Folder Structures

4 T }

Figure 8. Data and folder bookmarks.

Table View Bookmarks for Deleted Material.

—> Select Evidence ... Entries and go back to the Thumb Drive #3 evidence. Use the left
Tree pane to navigate to the My Documents\Terrorist directory. Note that all entries have
been deleted.

A Table View group bookmark can be used to create a meta-data table for any files that
have been selected. These bookmarks are typically located within a separate bookmark
folder. The structure enables a group of files to have a single comment and to be easily
created.

—> Check the Terrorist folder, and note that all files in the folder have been selected in the
right Table pane. Right click on any file in the table and choose Bookmark ... Table
View and name the Bookmark “Deleted Files in Terrorist Directory”. Add the following
comment and click Next.
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“All files in the terrorist subdirectory had been deleted.
These included multiple versions of the Anarchist
Cookbook and many images of bombs and explosions.”

-
EnCase Enterprise Training SRR X |
B Case (Lab1) = & View v < Tools ~ & Enterprise  “t EnScript ~ -5 Add Evidence = e -
X Home ¢S Evidence s Bookmarks (. Search
@ © T Viewing (Entry) = L] Split Mode ~ [(= Condition v [ Filter » OTags v & = v cuv 3 | @~ = 52~ 5 @~ &~ -
Gl [, Corporate = || =8 Taple | ¥4 Timeline £ Gallery
Gy Dining 14 =l Selected 20,1147
[l o] | Family 2 v 7z 7 b Selected 2071 -
o] | Fracals Name Be Be Fo lm FE')'; L"S?Z':a' Category
My Music -
g% Mi Pictures M1 = 18explosion_span3_ready.jpg ipg 59,144 Picture
ol Photos BT 2 - 300px-Classic_time_bomb.jpg jpg 15,983 Picture L
ol Prizes M3 _%Anarchist(:ookbook.doc doc 1,558,528 Document
= e
S| Recipes R 4 = blue-supernova-explosion-1.jpg jpg 108,805 Pictura
| Reviews M s _é_OMB.JPG PG 162,818 Picture
R Terrorist L M6 _% Chaos Cookbook 2000.doc doc 1,277,852 Document
-0 Writings 7 _% Chicken Soup Recipe.doc doc 27,6458 Document
- start Menu [ _® explosion.jpg ipg 59,800 Picture
-0l RECYCLER 9 -@ explosionl.jpg jrg 53,969 Picture
Tem -
D% wm‘;nows i 10 [ explosion2jpg ipg 169,564 Picture
s TRT 11 7= flaat rinasd hamh3 inn inn 15 75 Pirtura S
a4 I [ 4 mn 3

Figure 9. File group Table View bookmark.

->Select “Documents” as the Destination Folder and enter a New Folder name “Deleted
Terrorist Documents Attributes”. Select Next.

—>Place a check on the following columns for the table view: Name, File Ext, Logical
Size, Category, File Type, Last Accessed, Last Written, File Created. Click Finish.

Multiple Notable File Bookmark (Selected Items) for Deleted
Material
-> Uncheck the Terrorist Folder.

—> Check the Prizes folder in the Tree pane.
- Right-click on any file in the Tree pane and choose Bookmarks->Selected Items...

-> Highlight the Pictures Bookmark Folder and name a new folder “Deleted Prizes
Folder” as the Destination Folder in the Bookmark dialog box.

Bookmarks should now include at least two data bookmarks (one on Dry Ice and one on
McDonalds), two single notable file bookmark or selected item bookmark (NE
Dictionary.Doc and the Yew Valley email), one multiple notable file or selected items
bookmark folder (Deleted Prizes Folder), one data structure bookmark (latest.html), one
table bookmark (Deleted files in Terrorist Directory), two folder information bookmarks
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(Thumbdrive C and Lab 1 Floppy). The figure below uses the “Set Include” marker to

display all bookmark folders and contents in the Table pane.

4

Case (Lab1) = & View v < fTools ~ Gh Enterprise v “i2 EnScript v 2 Add Evidence =

@Home 5 Evidence XJQaBookmarks Xl';%’iearch X
@ @ T Viewing (Bookmark) ~ [L|Split Mode v O Tags = i Review Package + ¥ Edit %) Add Note |} Delete Folder <5 Bookmark = [2] | @1 «

4 Dy Bookmarks

. Examiner Motes

. Documents

| Pictures

. Email

. Internet Artifacts

. Other Findings

. Types of Literature Read

fahfahuhahufs

, Device Folder Structures

F= Table | ¥4 Timeline  [£ Gallery

T =~ 21 » [ Selected0/23 % Edit %) Add Note 5 Delete

4

Mame Comment Be Re Fo Las |gte ‘ LOS?Zi:al
F| . Examiner Motes The following notes ... [i]
[l 2 | |, Documents The below bookmark... 4]
F| = Dc555.doc One of several copie.. doc 1,277 952 E
O a Chaos Cookbook 2000.doc Terrarizing McDonalds doc 1,277 952 E
F| - E@ ME Dictionary.doc Migerian English” Dic... doc 334336 E
[l & | || Deleted Terrorist Documents Attributes 4]
[ EE,Deleted Files in Terrorist Directory Al files in the terrori... [u]
[[] 8 | |, Deleted Prizes Folder 0
1 9 |7z Prizes 1,024 £
10 \—a Manchester.,jpg jpag 88,892 E
On =4 MPinBasra.jpg jpg 610,669 E
112 |5 _vcTeJpG PG 27685 E
013 =4 OklahomaMurray.jpg irg 57,617 E
[l 14| || Pictures The below bookmark... [}
I:l 15| ., Email The below bookmark... i)
1e =1 Re: 0% Balance Transfer Offer Reference to Yew All. 4652 E
117 | | Internet Artifacts The below bookmark... 0
118 iiiii latest.html Translated HTML Code html 11,122 E|
19| | Other Findings The below bookmark... [u]
O 20 |l Types of Literature Read [u]
[ 21| |, Device Folder Structures 4]
[ == & Thumb Drive #3 Drive C Folder Structure 0 E
O = @ Lab 1 Floppy Folder Structure 0 E

4

LI}
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Organizing Folders and Comments

Forensic reports follow a fairly standardized outline. In this lab, the bookmark folders
must be created before any attempts at modifying the Report Template. Some of the
folders have been created in prior steps of this lab. Others will have to be created as you
continue with this lab. Type in the sample data as directed below.

We will use the following bookmark folders for a forensics report of this evidence:

1. Introduction
a. Author: Report Prepared By
b. Client: Report Prepared For
c. Case Overview
d. Executive Summary: Results
2. Device Folder Structures
3. Examination Findings
a. Drylce
b. Nigeria
c. Terrorism, Bombs, and Explosions
4. Forensic Process
Validation
Recovery
Chain of custody
License statement
Examiner Qualifications

®o0 o

Creating an Introductory Folder
Introductory material can be presented through Note Bookmarks

- Choose the Bookmarks Tab. Right click on “Bookmarks” in the left Tree pane and
select “New Folder”.

-> Highlight the new folder in the Tree pane, right-click and choose Edit.
—>Rename the new folder “Introduction”.

—>Right click on the Introduction folder and choose “Add Note”. Name the new
bookmark “Prepared By” and enter the following Comment:

Your Name
35 Broad Street
Atlanta, GA. 30033

—>Right click on the Introduction folder and choose “Add Note”. Name the new
bookmark “Prepared For” and enter the following Comment:
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Duke Buntline

RollingCase Corporation

Assignment in Forensics Workshop

(Be sure that you press “Enter” after the last line in this comment. Make sure the
Destination Folder is set to “Introduction”.

ElRd

%3 Home ¢S Evidence

o

o

o
-CO
o
Clll
. Internet Artifacts

ol
. Types of Literature Read
ool
ol

Examiner Notes
Documents
Pictures

Email

Other Findings

Device Folder Structures
Introduction

Case (Lab1) = & View v < f Tools ~ €l Enterprise = % EnScript + -5 Add Evidence =

<53 Bookmarks (}, Search

[[E] EnCase Enterprise Training [ =
|§';I -

F= Table | ¥4 Timeline  [£ Gallery

Q@ ) T Viewing (Bookmark) ~ Split Mode v - Tags v o Review Package v “f Edit %) Add Note i Delete Folder 5 Bookmark ~ [2] || @) ~
4 0|y Bookmarks

-

T Zl v 4] v [ Selected 0/26 %7 Edit %) Add Note I* Delete

File

Mame Comment Be Bs Fo la Ext
[] 1 |%,) Prepared By David McDonaldf3s ...
Lz "f,J Prepared For Duke BuntlinelRollin...

4 mn

Logical
Size

0 Ng
0 Ng

Figure 10. Creating Typical Bookmark Entries for the Final Report.

- In a similar manner, create the following Note Bookmarks for the Introduction folder.

Case Overview

On November 10, 2015, Duke Buntline, head of security for RollingCass Corporation,

requested forensic examination of two items of computer meda: one thumbstick and one
floppy diskette. Mr. Buntline reported that the media had been removed from the office
of Mr. Dan Kojak, a computer information systems intern with the company. Mr.
Buntline suspected that Kojak was operating a 419 scam among RollingCass employees
using his assigned computer workstation, a violation of company policy. The

investigation was hampered by the destruction of the hard drive of Kojak’s computer
workstation. It appeared to have been was destroyed by a powerful acid, perhaps nitric,

set to operate as a timed internal pipe bomb, perhaps using dry ice as a timer.

Mr. Buntline asked that the media be examined for any evidence of time bombs, pipe
bombs, dry ice, or “419 Nigerian” scams, or any other notable evidence of suspicious

activity by Kojak.
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Executive Summary

The thumb drive contained several copies of “The Anarchist Cookbook” which included
many references to both pipe bombs and time bombs. There were also references to the
construction of time bombs using dry ice. The cookbook includes instructions for
constructing such devices. There were also many photos of explosion scenes. All of this
evidence was in a subdirectory named “Terrorist”, and these files had been deleted. The
files were recovered from free space or the Recycler.

The thumb drive also contained a collection of cook books, recipes, photos of food, and
text files of books and literature.

There was also one email message with a reference to dry ice and a “yew alley”. This
may have been a reference to a “yew alley” mentioned in one of the literary works (“The
Hound of the Baskervilles”), but the meaning of this connection is not clear to the
examiner.

The floppy diskette had been formatted, but we recovered one directory containing a
small Danish-English dictionary and a dictionary of “Nigerian English”. There is no
obvious relationship between the material on the floppy and the material on the thumb
drive, although the latter dictionary could be somehow related to the 419 scam.

—> In the Tree pane, select the Introduction folder and drag it to the top of the tree under
“Examiner Notes” bookmark folder.

EnCase Enterprise Trainil .

= - Case (Lab1) - i_l‘u’iew v (Tools - €5 Enterprise ~ 4% EnScript ~ -5 Add Evidence =
f':ﬁHome 5 Evidence 54 Bookmarks ':¢Search
lewin ookmark] « it Mode « ags * | Review Package = r Edit -2, ote elete Folder ookmark = || &1~
T Viewing (Bookmark) = LI Split Mod = Tag = Review Packag “r Ed Add M i Delete Folder <. Bookmark ~ 3]

|4 ©{<ss Bookmarks F= Table | ¥4 Timeline  [£ Gallery

4 ] | Examiner Notes A P o
DIl Introdudtion T =« 4] v [ Selected 0/34 [%f Edit %) Add Note 3% Delete

File Logical

- ] |, Documents Mame e Be Be Fo [ e e
Pictures
D% ' Email [ 1|%) Prepared By David McDonaldi3s .
o] |, Emai
OO Internet Artifacts [ 2 %) Prepared For Duke BuntlineMRollin. .
ol | Other Findings [ 3 %) Case Overview On November 10, 20...
= . Types of Literature Read L1 4 %) Executive Summary The thumb drive cont...

] |, Device Folder Structures

Figure 11. Relocating a Bookmark Folder

- Repeat this process to create a Bookmark folder named “Forensic Process” at the
bottom of the folder list. In this folder add five Bookmark Notes:

Validation

The evidence item, original memory stick, was attached via a write protection block o a
computer operating under Windows XP, and imaged using the FTK Imager as an EnCase
Evidence file. The MD5 hash of the original device was calculated in this process. An
image of this memory stick was then copied to a Virtual Computer operating EnCase
Forensics Analysis software. Upon completion of the transfer process, EnCase was again
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used to verify the integrity of the evidence file and calculate a MD5 Hash for the
evidence and it was verified that the evidence image was unchanged by the imaging or
the transfer process. The original memory stick was then removed from the computer
and stored in a locked repository.

The evidence item, the floppy diskette was write protected, read by a computer operating
under Windows XP, and imaged as a simple dd image file using the FTK imager. The
MD?5 hash of the original floppy volume was calculated in this process. attached via a
write protection block o, and a hash calculated md5deep. An image of this memory stick
was then copied to a Key Computer Service hard disk drive using dd for windows)..

The image of this diskette was then copied to a Virtual Computer operating EnCase
Forensics Analysis software. Upon completion of the transfer process, md5deep was
used to calculate a MD5 Hash for the image and it was verified that the evidence image
was unchanged by the imaging or the transfer process. This evidence was then loaded
into EnCase, acquired by EnCase, and EnCase again used to verify the integrity of the
evidence file and calculate a MD5 Hash for the evidence. It was verified that the
evidence image was unchanged by the imaging, transfer or acquisition process. The
original diskette was then removed from the computer and stored in a locked repository.

Recovery

Encase automatically recovered the files deleted from the original thumb stick, most
notably all files in the directory “Terrorist”. There was a single outlook pst (personal
folders) file, unencrypted, on the thumb drive. The structure of this file was restored by
means of an EnCase keyword search.

The floppy diskette appeared to be blank, however, applying the “Recover Folders”
procedure of EnCase recovered one folder, indicating that the floppy was likely
formatted.

Chain of custody
Nov 10, 9.50 am. Smith received the two evidence items from Buntline at his offices in
Broad St.

Nov 10, 11.30 am. Smith seals the two evidence items in a tamperproof bag and locks
the parcel in his evidence repository safe in his offices in Broad St.

See the Chain of Custody Form attached to this report for further details

License statement
All software utilized is licensed to, or authorized for use by, the examiner.

Examiner Qualifications

Buck Smith is a forensics examiner trained at Georgia State University, in its information
security and its computer forensics courses. He has two years of experience as a
computer specialist. Expecting to graduate in 2015, Smith will hold a Degree in
Computer Information Systems.
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On completion of the construction of the organizing bookmarks, the bookmark tree
should be similar to:

IEtnces B 1 ="

= v || Case(labl) = & View + .[;}Tools - f‘ Enterprise » “i% EnScript » 5 Add Evidence ~ @ v
&Home 5 Evidence XlQaBookmarks Xl QSealch E

@ &) T Viewing (Bookmark) = LI Split Mode = O Tags « |2 Review Package v f Edit -%) Add Note . Delete Folder . Bookmark v (2] | @~  ~
4 O Jcgs Bookmarks E5 Table | €2 Timeline [ Gallery
PR | Examiner Motes
DDI Introduction T A v 41 v [ Selected 0/34 %7 Edit %) Add Note 3 Delete - ]
b - .
] |, Documents Mame Comment Be Be Fo la ‘g‘te Losgi;zlgal ‘ m
Picts
cOW EI ‘flres [ 1 %) validation The evidence item, or.. ON
o mai =
DD - Internet Artifacts = ‘E‘J Recovery Encase automatically ... [
o0 " Other Findings [1'3|%) chain of Custody Nov10,9.50 am. Smi.. onN
1 o : Types of Literature Read [ 4 %) License Statement All software utilized ... oN
] |, Device Folder Structures s ‘SJ Examiner Qualifications YourMame is a forens.., OMN
{1 ), ForensicProcess
i
L
|
< [ *
(] Fields | Report Text Hex jjijj Decode | ] Doc | =] Transcript [ Picture > Console Lok [

Not Permitted

Figure 12. Complete set of bookmarks.
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Using Report Templates

A report template is one component of a case template. Each default case template
includes a customizable report template. Different case templates can contain different
report templates, and each of these templates is completely customizable. In addition to
the report template, each case template also includes bookmark folders that are

referenced in the report.

Besides the default templates, you can define your own custom reports and save them as

part of a case template.

Report Template Structure

Before viewing a report, you need a report template, or outline of what
the report will look like. This structure consists of:
e Report sections: groups of similar information and formatting that
provide the ability to organize your report.
Report formatting: page layout, section design, and text styles.
e Report elements: collections of bookmarks. Bookmarks are a key
element of the report structure. You do not embed bookmarks
into a report template, but embed a reference to the contents of a
bookmark folder.

To display the template, click Report Templates on the case Home tab:

A report component is designated as either a Report or Section, as shown
in the Type column. Typically, Report components contain only
formatting information for components beneath them, whereas Section
components contain formatting information and Report elements for an
individual section. The columns to the right of Type indicate whether a

[E] CrIdde FUTERISIL ETdIriny

= Caze (Morkshopd) + il\."iew - LF

24 Home 50 Bookmarks =] Results

Q 0 “FoomIn  © Foom Out !‘{ 100%

4 Search
1 Results

EVIDEMNCE

& Add BEvidence
¥ Process Evidence

& Fvidence
¥ Records

A Reports
@ Bookmarks
H ReportTempIat@

I R AV P

formatting option is user defined or inherited from the component above it in the template

hierarchy.
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Bl Cae Bt [ -

B Case(labl) ~ &3 View v {7 Tools ~ €& Enterprise v “f% EnScript ~ 5 Add Evidence ~ @ -
ﬁHome = Evidence * (% Bookmarks ¥ () Search leJ Report Templates Xl
Q © ¥ viewing (Report Template) ~ Splil Mode ~ Iﬁ\f’iew Report ~ <4 Styles s Bookmark - -
FH Table
= = [ Selected 0/11 % Edit E;JNew + Delete Folder -
S;azw Mame ‘ Type Paper ‘ Margins Header ‘ Footer ‘ Faormats E%‘;;ty Excluded
L N a IJ Examination Report Report User Defined User Defined [ 4
Oz O 4 || Introduction Report |
O30 Title Page Section User Defined User Defined User Defined ]
Oas| O Evidence Section User Defined (]
Os| O = Examiner Motes Section User Defined User Defined O
Oe| ™ 4 IJ Body Repart User Defined (|
i Ozl 0O = Documents Section User Defined ]
Os| 0O Pictures Section User Defined User Defined (¥
Moe| O Email Section User Defined O
Ow| O Internet Artifacts Section User Defined O
Ou| O = Other Findings Section User Defined d

(] Fields | || Report O] Body Text ] Console O Lock [
H - <

Mame | Value -
b ShowTab -« [l

Figure 13. Reports Template Table.

To add new Reports or Sections to the template:
- Highlight the row logically above the new element you want to add. In this case,
highlight the row “Body”. Right click and select New from the dropdown menu.

= v | Case(labl) v &) View v i Tools v € Enterprise ~ “43 EnScript » - Add Evidence v @ v ‘"
i Home  ‘GEvidence % (5 Bookmarks % () Search * [[% ] Report Templates |
@ © ¥ Viewing (Report Template) v [L]SplitMode = || View Report 24 Styles < Bookmark v -
5 Table
S v () Selected 011 7 Edit | New |y Delete Folder -
i Neme [oe | pooer | woans | ressr | rooter | romats Y ouged
01 & 2] Examination Report Report User Defined User Defined 5]
02| 0 4 [Z]ntreduction Report o
|| N ] = Title Page Section User Defined User Defined User Defined (]
O4|0 = Evidence Section User Defined (]
Os| 0O = Bxminer Notes Section User Defined User Defined (]
3 4 2] Bogy - User Defined
S o e Bl DY . & Edit Enter S— B
=] > Doauments Rename ser Define =]
O8O = pictures B0 Edittent 0 User Defined ]
Os| O = Email User Defined ]
Ow| O 5 Intemetatifags | 4, Expand All User Defined ]
Ou|lQ = Other Findings %, Collapse Al User Defined ]
) New.. Insert
'« Del Delete
1) Fields ||| Report | ] BodyTet (] Delete Al Selected.. [ lock &
Py = = > —
ZoomIn ~Zoom Out (¥, 100% v -
e cony Ctl-C
> Bookmark »

Figure 14. Adding new template to Body.

-> The New Report Template dialog opens.
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MNew Report Template

Mame

Introduction|

Type

@) Section Report

Format

[ = Paper
[ I Margins
[ = Header
O 5| Footer

[ OK l | Cancel |

Figure 15. Naming new template.

- Enter the Name “Introduction”.
- Select Section Type (Default).
- Note you can customize Format styles or leave the boxes clear to use the default styles.

- Click OK. The new template component displays below the row you highlighted.

= Email Section

4 = Ewidence Section

5 4 J Body Report

3 = Documents Section

7 = Pictures Section  User Defined
8

£

= Internet Artifacts Section

B ] e | e

=
o o

/:= Introduction Section

Figure 16. New section added to Body.

Note that there is both an “Introduction Section” in the “Body Report” and a separate
“Introduction Report”. We will be mainly working with the Introduction Section.

Linking Bookmarks to Report Templates

In the new section above, assume a prior created bookmark folder with data. To link this
bookmark to the new Report Template section:

N2 20 20 20\ Z

9
9

Right-click on the Introduction section which was just created

Choose Edit from the pop-up menu

Click on the Body Text tab

Click on the Bookmark Folder menu entry

Select the Introduction bookmark folder which was created earlier under the bookmark
folder, “Examiner Notes”

Check the Show Folders checkbox on the upper left section of the dialog box.

Click OK, then OK again

This bookmark folder and all types of bookmarks located in this folder will become included in
the planned report under the section heading, “Introduction.”

>

Repeat the linking process for the Forensics Process bookmark folder.

- Switch to Tree-Table view in the Report Template
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-> Using the mouse to drag the report templates items in the Table pane, rearrange the Body
sections into the following order: Introduction, Documents, Pictures, Email, Internet
Avrtifacts, Forensic Process, and Other Items.

- When finishing moving template items, make sure the view is switched back to Traeble.
Traeble view allows viewing of the report content in the View pane.

= Case (Lab1) « &3 View v kTools = %l Enterprise v “f EnScript +

dd Evidence ~ @ -
X Home 5 Evidence ¥ (s Bookmarks ¥ | [£ | Report Templates!
Q © ¥ Viewing (Report Template) Split Mode ._:TVimR

Edit | New | DeleteFolder 3 Bookmark ~ hd

la DCE:J Report Templates Table
4 | =| Examination Repart . 5
- .| Introduction [ Table dit |- | New 3% Delete -

+ D‘jj Traeble

o= Title Page Tree Type Paper Margins Header Footer Formats
% Evidence N

D|j', Ex ot Section
)i Examiner Notes 4 Reset splits.. soction

4 DCIJ Body
o= Introduction 3| [ = Pictures Section User Defined
O Ji: Documents a0 = email Section
iz Pictures Os [l = Internet Artifacts Section
o= Email [ 6| [ = Forensic Process Section
O]z Intemet Artifacts 7| [0 & OtherFindings Section

O{_]i% Forensic Process
C{J%  Other Findings

4 | I 3

Figure 18. Reorder Body Sections — Use the Table Pane to Reorder.

To link the Device Folder Structure bookmarks to an existing linked template item, do the
following:

- In the Report Template, right-click on the Evidence section item in the first part of the
report (make sure you are back in Traeble view.

Select Edit and click on the Body Text tab.

Place the cursor on a new line at the end of the existing program code.

Click on Bookmark Folder menu entry

Select the Device Folder Structure bookmark folder

Check the Show Folders checkbox on the upper left section of the dialog box.

Click OK, then OK again.

Coe 1) = € Vo = ) Toum + S

2 22 22

Figure 19. Modifying an Existing Template Link
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Unlinking a Bookmark Folder From a Report Template

In the new section above, assume a prior created bookmark folder with data. To unlink
this bookmark from the Report Template section:
Right-click on the Examiner Notes section in the Report Template

Choose Edit from the pop-up menu

Click on the Body Text tab

Remove the word “RECURSIVE” from the auto-generated program code

Make sure there are closing quotation marks and a close parenthesis marker after the
word “SHOWFOLDERS”

Click OK.

N2 20 20 20\ Z

N

Edit "Examiner Notes" &J

‘ 0pt|on;| Body Text |Formats|

| Document » 44 Styles + |§ ase Info Items - ase v .4 Bookmark Folder Add Table » [= 2| & [ 53 v
( g Al
par

list(path="Examiner Notes", options="SHOWFOLDERS")

Viewing a Report Ell DY

To view a report:

- Inthe Report Templates tab, click View Report i i
from the tab toolbar. The dropdown menu lists all Examination Re po rt

reports that have the Show Tab option set.

f?ﬁ Home ﬂ Evidence s Bookmarks EJ Report Templates

o e ¥ viewing (Report Template) « Split lMode - ;:-IViaw Repork « IﬂStyles 5 Bookmark ¥

FH Table J Examination Report N I
T [ Selected 0/17 [ 2FEdit 2 |New | Delete Folder &
wase infarmation
= =]

Figure 17. Selecting the examination report.

Ramoaes dame

Doceans ccanso wovoaa

- Select the report you want to see. The report
displays in the viewer. As you browse the report
notice it has superfluous material and is difficult
to read.

Formatting Report Templates

Examiration Report nse &: 1334

uuuuuu
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A wide range of formatting options is available for customizing EnCase reports.
Guidance Software recommends using the default case templates to start, then
customizing them as needed.

Report templates follow a hierarchical tree to simplify formatting. Report sections inherit
formatting options from above so that changes to formatting only need to be made in one
place.

You can customize these elements:
e Section Name: Used for organizational reference in the template only and does
not populate the report.

e Paper: Includes orientation and size.

e Margins: Set values for top, bottom, left, and right margins.

e Header/Footer: Specifies a header and/or footer.

e Data Formats: Specifies how a bookmark displays, including style and content.

e Section Body Text: Specifies the layout and content of each section in the Body
Text.

e Show Tab: Determines if this report or section displays in the View Report
dropdown menu.

e Excluded: Provides the ability to exclude part of a report.

Configuring Section Body
Adding a section heading
—>Highlight the Forensic Process row and right click. Select Edit from the context menu
and choose the Body Text Tab. It should contain the code that lists the contents
referenced by the bookmarks in the Forensic Process bookmark folder

list (path="Forensic Process")

—>Insert the following text before this line. This text inserts a heading before the
bookmark results in the style name Heading 1:

style ("Heading 1") {text("Forensic Process") par}
-> Repeat this process to add a heading to the Introduction Section

Configuring Paper Layout

Paper Size and Orientation
- Highlight the Forensic Process row and right click the Paper column, and then
click Edit in the dropdown menu. The Paper layout dialog opens.
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Paper E|
[iandscaps Page Width (in)
4.5 *
Paper Type
() User defined Page Height (in)

11
Oletter: 81/2 % 11in

Cilegal: 8 1/2 % 14in
(A3 297 % 420 mm
O ad: 210 % 297 mm
(A5 148 % 210 mm

[ Ok l [ Cancel ]

—> Note paper size options including options for millimeters or inches, in addition
User defined enables entries for any Page Width and Page Height boxes. The
default orientation is Portrait. Note there is also an option to click the Landscape
checkbox to change the orientation.

Margins

- Right click the Margins column, and then click Edit in the dropdown menu. The
Margins dialog opens.

Margins E|
Top (i}
b
Left {in) Right {in)
0.75 = 0.5
Bottom (in}
0.5
[ OK l [ Cancel ]

—> This dialog permits you to enter the margins you want in inches. By default, the
top margin is 1 inch, the left margin is 0.75 inches, and the right and bottom
margins are 0.5 inches.

- Click Cancel.

Customizing Headers and Footers

You can customize the formatting of headers and footers and what information they
contain.

- Choose the Row for the Examination Report.
- Right click the Header column, then click Edit in the dropdown menu.
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- Note the code in the header. This code defines default headers for the report. Do
not change this code, but note that you can provide different headers and footers
for the report and for different sections if you wish.

Header

=| Document » <44 Stles = &) Caselnfoltems ~ || Case ¥ :%sBookmark Folder 55 Add Table

Etyle("Header") {
style("Header Title") {
text("Examination") space lang(834) /f Lang="Repart"
¥
tab tab
text("Case #:") space cell (CaselInfo, node="Case Humber", field=value)
par
i

style({"Header PageMNumber") <
text("Page:") space pagenumber
par

+

- Note different formatting options (Document, Styles, Case Info Items, etc.)
display at the top of the dialog.

- Click Cancel.

Report Styles

As in Microsoft Word, you use styles to set text formatting options. EnCase comes with
many default styles to use in report templates, and you can also create your own styles.
To override a default style, create a user style with the same name.

Style options include:
e Font type and size

e Alignment (centered, left and right justified)
¢ Indentation (left, right, first line)

e Space before/after

e Borders

e Tabs

e Text color

e Background color

To create a user defined style:

- In the Report Templates tab, click Styles in the tab toolbar.

{5 Home = Evidence l = | Report Templates 1

@ f) ¥ viewing (Report Template) - Split Mode « _']‘\p'iew Repart = x‘!_{StvIes s Bookmark =

5 Table
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- The Styles dialog opens, with tabs for Default Styles and User Styles.

4 Default Styles | 4 User Styles ;

-

U Dl split Mode
Mame Typeface

1 |44 Hormal Calibri
z ﬂ Header PageMumber  Calibri
3 | 4 Header Calibri
4 @ Header Landscape Calibri
5 | 44 Header THe Calibri
& |44 Footer Calibri
7 |4 Footer Landscape Calbri
8 |44 Footer Text Calibri
9 ﬂ Footer Caselnfo Ma... Calibri
10 | 44 Footer Caselnfo Ya... Calbri
11 4_4 Footer Heading Zalibri
1z ﬂ Title Page Heading ambria
13 |44 T Calibri
14 ﬂ Subtitle Calibri
15 ﬂ Heading 1 Calbri

- Select the User Styles tab.
- Click New in the toolbar.

1‘!;1 Default Styles
U [Lsplit Mode ~ f'Edt 4 New I Delsts

Bold | Italic | Underline | Strikeout

10
10
1z
1z
16«
10
10
g
10«
10
g
13«
46 .
15
12 -

T Y eV

ﬂ User Styles

. Q‘M‘ M“ML_'-%—"*‘

Paraorae | aigrmert: | 1o
Left
Right
Left
Left
Left
Center
Center
Left
Left
Left
Left
Left
Center
Center
Left

3501:01:01:51:51:51:505

K

MName

Ty%‘ace

Right
Indent | Indent | I

-

o000 oooooo oo ooo o

—> Create a new style by entering the name “Block Quote” for the style and your
desired configuration options. Double click Font, Text Foreground, or Text
Background to open dialogs for specifying text colors. Change the text

background to yellow.

Mew Style

Name

Block Quote

Font

Text Foreground
Default

Text Background

EGeargiﬂ, 12.0 point, Bold, Italic

| |[ReBss, 155, 128)

|| Paragraph
Alignment
@ Left () Center (0 Right () Justified

LeftIndent {in} RightIndent (in) First Indent {in)
0.25 it 0.25 it 1]

Space Before {points) Space After {points)
0 - 0 g

i

[ ox

)

Cancel

Basic colors
B = .=
C_ Nl b
ENNEENEN
ENEEEEEN
ENEEEEEN
..

Custom colors:

Font ==
[E_ Font: Fant skyle! Size!
I ok I [ Georgia Bald Italic
Gararmond - Regular - 8 -
Gautami Fralic
Georgia Ll Bold

Gul inChe:

Bold Ttalic

=> Double click Font to open the Font dialog

e Change the Font face to Georgia

e Change style to Bold Italic

Effects
[] Strikeout
[l Underline

Color:

G

and your screen,

Show rnaore fonts

-

Sample
AaBbYyzz

Script:

This is an OpenType font, This same fontwill be used on both your printer
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e Change the Size to 12 point
e Note Effects such as Strikeout, Underline and color

=> Click OK

—-> Click the Paragraph checkbox to set other options:
e Set Left Indent to 0.25 inches
e Set Right Indent to 0.25 inches

e Note other options: Alignment (Centered, Left and Right Justified) , First
indent (in inches), Space Before (in points), Space After (in points)

- Click OK

- Note the Border option. This enables you to set the position, size and color of any
border lines you wish to incorporate.

- To set tab stops within the style, click the Tabs button. Right click in the Tabs
dialog and select New to create a new tab.

¢ Inthe Alignment box, choose Left (left side of the text block is aligned with
the tab stop). Note others include Center (text is centered in relation to the
tab) or Right (right side of the text block is aligned with the tab stop).

e Set the Position for the tab stop to 0.5 Inches.

¢ Inthe Relative box, choose Left to position the tab stop a set distance to the
right of the left margin. Note others include Center to position it a distance
from the center point between the margins, or Right to position it a set
distance to the left of the right margin.

- When you finish, click OK. The new style and its attributes display in the User
Styles list.

Styles
A4 Default Styles | 4 User Styles
i = 4| ~ [LsplitMode ~ % Edit <M Mew 3% Delete

. A Paragraph Left. Right First Space Space Tah Text Text
LTy T 43 L e e etk et Style Indent Indent Indent Before After Stops Foreground Background

1 44 Block Quote Geargia 12 M & (] (] M Left 0.25 0.25 i il 0 =< 0.50 Left Ml Default [] 255-255-128

Alignment

You can also edit or delete an existing User Style.

Modifying Report Template Formats

EnCase now includes the ability to add additional metadata fields for entries and records
to Report Templates. The report template builder makes all entry and record fields
available and, if selected, the field values display in the report.
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You can customize reports by specifying which fields to add to the report template. You
can choose to include the value in the field as well as the name of the field. Then, when
you generate a report, EnCase includes both specified fields and the content with which
they are populated, in the specified area of the report.

All entry, record and item (bookmark) fields can be added to report templates. Multi-
value fields, such as file extents and permissions, have two options for inclusion: cell and
table. Adding the cell data displays the value of the field as displayed within the Entry
table view. Adding the table data displays the value of the field as displayed in the
Details tab.

Localization of Report Layout

Reports in EnCase are designed to work seamlessly in various regions regardless of local
preferences such as paper size. If created properly, report templates print correctly on 8
1" x 11" paper or A4 paper without requiring any changes to the templates.

All reports in EnCase obtain their paper settings from the Windows operating system.
Windows stores paper size in the Default Printer settings, so unless a specific paper size
is defined in a report template (Paper option), EnCase uses the paper size indicated there.

When reports are generated, margins are set for the indicated paper size and the report is
rendered in that composition. Users should utilize the ability to set tab stops relative to a
specific margin (described above) to ensure that tab stops also scale properly with the
different paper variations. Report templates supplied with EnCase are configured in this
manner.

Editing Report Object Code

In order to give users complete flexibility in how they format the data and look of a
report, EnCase uses an optimized coding language called Report Object Code to specify
the layout of pages and data. Report Object Code is used in the report body,
header/footer, and in the formatting options for bookmarks. Report Object Code is similar
to other scripting languages, but is specifically designed for this purpose. Guidance
Software recommends that if you are interested in modifying a report template, or
creating your own, to first refer to one of the supplied templates and see how Report
Object Code is structured and used.

Example: Changing Template Contents

The report language can also be used to adjust which contents of each type of bookmark
will be contained in the report, and the format can be selected. In this section we will
modify Text types of bookmarks to include the comment field in the report.

—>Select Report Templates Tab. Right click on the Documents Section. Choose Edit
from the context menu.
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- Select the Formats Tab. Right click on the Text File format and choose Edit from the
context menu. The following code should appear in the editor.

Faormat: Text File

J Document v <4 Styles - g5 Item Field = '%E_.Entry Field ~ 0¢3 Record Fi

Etyle("Bookmark") {
counteri{markindex) text(") ") cell(field=MName) par
+
stylel "Metadata") {
fieldname{field=Name) tab cell({field=Name) par
fieldname{field=Created) tab cell({field=Created) par
fieldname{field=Hritten) tab cell({field=Hritten) par
fieldname{field=Accessed) tab cell({field=Accessed) par
Fetyle("File Text") {
data() par
+

Figure 18. Text File Format.

—>Move the cursor to the very beginning of the code. Choose “Styles” from the menu and
choose “Block Quote”. This should insert the following code in the editor:

style ("Block Quote™") {
// text here
par

}

- Select ““// text here”. Choose “Item Field” from the menu and choose “Comment”.
This should insert the following text in place of the selected text:

fieldname (field=Comment) tab cell (field=Comment)

> Verify the code window appears like the figure below. Choose “Compile” from the
menu to reveal any errors. If none, choose Ok and OK.
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Format: Text File

JDacument v A Styles = s ltem Field + I1‘35“_‘Entr},-'FieIl:I ~ [K2 Recon

ktyle("Block Quote") {
fieldname{field=Comment) tab cell{field=Comment)

par

i

style("Bookmark") {
counterimarkindex) text({") ") cell{field=Name) par

h
stylel"Metadata") {
fieldname{field=Name) tab cell(field=Name) par
fieldname(field=Created) tab cell({field=Created) par
fieldname({field=Hritten) tab cell{field=Written) par
fieldname(field=fccessed) tab cell{field=fAccessed) par
Tstwle("File Text") {
datal) par
T

Figure 19. Modified Text File Format

—>Check the report contents and verify that the Documents section now has Comments in
the style created earlier.
Home | =] Reparts 5 Bookmarks =] Results 5 Evidence (L Search = | Report Ternplates 2 Recorc

Exarmination Report

Gototernplate  Gotobookrnark (B Edit bookmark ¥ ZoomIn = Zoom Qut q o0 -

Documents of Interest|

Documents

The below bookmarks represent docurments that are potentially relevant to this case.
5 Comment Dryice time bomb recipe

1) Des55.doc

Mame D555 doc

File Created 11/05/07 10:54 044

Lastinriteen 110507 12:26:16PM

Last Accessed 11/05/07 12:00:004M

USES FOR DEY ICE

Time Bombs:

Get a small plastic container with lid (we used the small plast
the coast

ers used for large-format Polarcoid filw}. A& film canister would
the key is,

it should seal tightly and take a fair smownt of effort to ope
af dry ic

Figure 20. Bookmark Comments in Report.

Organizing Bookmarks Content

Our report contains all of the templates and bookmarked materials. Some of these were
not important to include in the report. For example, there were no bookmarks in the
Other Findings section.

- Select the Report Templates Tab, and select the Other Findings Section. Put a check in
the “Excluded” box. View the report and verify that this section is no longer in the
report.

->Select the Bookmarks Tab and create a new bookmark folder named “Notes and
References”
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—->Select the Documents Folder and check item 4 in the Table pane. Click on the number
“4” next to the check mark and drag it to the “Notes and References” Folder

( En] EnCase Enterprise Training I

Ellg Case (Labl) - QView v i} Tools v G‘j Enterprise v “f% EnScript ¥ 5 Add Evidence ~
X Home = Evidence * | (i:Bookmarks | () Search * % |ReportTemplates *
@ O T Viewing (Bookmark) ~ [L|Split Mode ~ ~OTags + | Review Package = %7 Edit %) Add Note 3% Delete <5 Bookmark + [2] Goto file | &

4 O{qgs Bookmarks F5 Table | 5 Timeline  [E Gallery

4 | | Examiner Notes a
o0 Introduction T & » 4] v [0 Selected 0/35 -2J Add Note

> ] || Dotuments Mame Cemoiead B8 Be Fo FEIJ: LOS?ZI:*E
] |, Pictures
o] |, Email

I ] | Internet Artifacts

] |, OtherFindings
] |, Tvpes of Literature Read
] |, Device Folder Structures
o] || ForensicProcess
] |, Motes and References

Figure 21. Moving Bookmarks between folders.

—>Return to the Report Viewer and check the content of the report. The report should
now be approximately 31 pages in length.

Saving the Report

—>While viewing the report, right click anywhere in the report and choose “Save As”.
Choose RTF from the menu and note the location of the report. Change the file name to
“Lab 1.rtf”. Choose OK.

r-S.=ma:&s . l' @1

Qutput Format

Path
ChlUeers\David McDeonald\Documents\EnCase.rtf E]

[7] Open file

| ok || canca |

Figure 22. Saving the Report

- The lab report can now be loaded into a word processing program, such as
Microsoft Word, for further editing. Usually a professional report can be quickly
completed with minor changes. For example, using Microsoft Word, the report
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subheadings were automatically set to standard Word styles “Heading 17,
“Heading 2”, and “Heading 3”. The default style sheet created by Encase can be
easily changed in Word.

- Use SAVE AS on the .rtf report to create an MS Word .doc or .docx file using the
naming convention:

LastNameFirstNamelnitialLabl.docx
- Upload the report to the Labl DropBox in D2L.

Note: Many forensics examiners will produce both a printed report and a supplementary
CD. For example, our “Notes and references” material could be produced as a separate
HTML file. The HTML export provides an initial framework for an electronic
supplement to a printed forensics report.
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