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1. [bookmark: _Toc242084347][bookmark: _Toc520106111][bookmark: _Hlt522439400]System Identification
	1.1. [bookmark: _Toc242084348][bookmark: _Toc520106113]System Name/Title

	Enter the Unique Identifier & Name given to the system
	{system name / acronym}
{unique ID}

System of Records (SOR) #:
{SOR ID}




	1.2. [bookmark: _Toc242084349][bookmark: _Toc520106112]Responsible Component

	List the component or entity responsible for the system
	

	Shared Accountability Partner(s)
	



	1.3. [bookmark: _Toc242084350][bookmark: _Toc193255550]System Owner

	Enter name, title, component or entity, address and telephone number of person(s) identified as the owner of the system.
	

	Additional Comments:



	1.4. [bookmark: _Toc242084351][bookmark: _Toc193255551][bookmark: _Toc520106119]Information Contacts

	Enter name, title,  component or entity, address and telephone number of person(s) designated to be the primary point(s) of contact for the system
	

	Additional Comments:

	Enter name, title,  component or entity, address and telephone number of person(s) designated as a point(s) of contact for system information
	

	Additional Comments:



	1.5. [bookmark: _Toc242084352]Assignment of Security Responsibility

	Enter the name, title, address and telephone number of the person who has been assigned responsibility for the security of the system
	

	Additional Comments:

	1.6. [bookmark: _Toc242084353][bookmark: _Toc196804935][bookmark: _Toc196804554][bookmark: _Toc196727561]Assignment of Certification & Accreditation Responsibility

	Enter the name, title, address and telephone number of the person who is responsible for preparing the C&A package for the system
	

	Additional Comments:



	1.7. [bookmark: _Toc242084354][bookmark: _Toc193255554]Authorizing Official

	Enter the name, title, address and telephone number of the person who has been assigned responsibility to authorize operation of the information system and to explicitly accept the risk to agency operations, agency assets, or individuals based on the implementation of an agreed-upon set of security controls
	 

	Additional Comments:




	1.8. [bookmark: _Toc242084355][bookmark: _Toc520106115]Operational Status

	[bookmark: Check1]Select one:

[bookmark: Check1][bookmark: __Fieldmark__2131_275866705][bookmark: __Fieldmark__2131_275866705][bookmark: __Fieldmark__2131_275866705]|_| Operational (System is operating)

[bookmark: Check2][bookmark: __Fieldmark__2135_275866705][bookmark: __Fieldmark__2135_275866705][bookmark: __Fieldmark__2135_275866705]|_| Under Development (The System is being designed, developed, or implemented)

[bookmark: Check3][bookmark: __Fieldmark__2140_275866705][bookmark: __Fieldmark__2140_275866705][bookmark: __Fieldmark__2140_275866705]|_| Undergoing a major modification (The System is undergoing a major conversion or transition)


	Current operational version is Version X, released [ {date} [or proposed for release {date}]. Version X+1 is scheduled for production release in {date}.



	1.9. [bookmark: _Toc242084356][bookmark: _Toc520106116]General Description/Purpose

	Type of System (select one):

	[bookmark: __Fieldmark__2181_275866705][bookmark: __Fieldmark__2181_275866705][bookmark: __Fieldmark__2181_275866705]|_| General Support System (GSS)
[bookmark: __Fieldmark__2184_275866705][bookmark: __Fieldmark__2184_275866705][bookmark: __Fieldmark__2184_275866705]|_| Application
[bookmark: __Fieldmark__2188_275866705][bookmark: __Fieldmark__2188_275866705][bookmark: __Fieldmark__2188_275866705]	|_| Major Application
	[bookmark: __Fieldmark__2191_275866705][bookmark: __Fieldmark__2191_275866705][bookmark: __Fieldmark__2191_275866705]|_| Sub-System (list parent GSS or Application)
	




	Present a brief description (one-three paragraphs) of the function and purpose of the System.

	Include Description here:

	List all applications supported by the system.  Also, specify if each application is, or is not, a major application.

	Include Description here:




	Describe each application's function and the type of information and processing it performs.

	Include Description here:

	Describe the processing flow of the application from system input to system output.

	Include Description here:

	List user organizations (internal & external) and type of data and processing provided.

	Include Description here:



	1.10. [bookmark: _Toc520106117][bookmark: _Toc242084357]System Environment 

	Provide a general description of the technical system.

	Include Description here:

	Describe any environmental or technical factors that raise special security concerns.

	Include Description here:



1.11. [bookmark: _Toc242084358]System Diagrams

{Include graphics that provide a visual explanation of the system operations. Diagrams should include a logical and/or physical representation of the system, as well as the network layout, the data-flow and the database schema.}


	Describe the primary computing platform(s) used.

	Include Description here:

	Describe the principal system components (include hardware, software, and communications resources).

	Include Description here:

	Describe the type of communications included (e.g. Dedicated circuits, dial circuits, Internet, public data/voice networks)

	Include Description here:

	Describe the measures taken to protect communication lines.

	Include Description here:

	Include any security software protecting the system and information.

	Include Description here:

	Describe the type of security protection provided

	Include Description here:



	1.12. [bookmark: _Toc242084359][bookmark: _Toc520106118]System Interconnection/Information Sharing

	List all systems or applications that connect to the subject System (to provide input or receive output).  Include the System Name and Unique System Identifiers of other systems or applications that connect to the subject system.  Specify the Organizations/Departments owning the other systems, the sensitivity level of each connecting system, and describe the type of Interconnection.

	Include Description here:

	Give an overview of interaction among systems

	Include Description here:

	Does the system provide connectivity to an external system or network (e.g., the Internet)
	[bookmark: __Fieldmark__2314_275866705][bookmark: __Fieldmark__2314_275866705][bookmark: __Fieldmark__2314_275866705][bookmark: Check12][bookmark: __Fieldmark__2320_275866705][bookmark: __Fieldmark__2320_275866705][bookmark: __Fieldmark__2320_275866705]|_| Yes		|_| No

	Include Description here:

	It is required that written authorization (MOUs, MOAs) be obtained prior to connection with other systems and/or sharing sensitive data/information.  It should detail the Rules of Behavior that must be maintained by the interconnecting systems.  Describe these rules in this section, or attach the rules with this SSP.

	Include Description here:



2. [bookmark: _Toc242084360][bookmark: _Toc520106120][bookmark: _Hlt522439407]Sensitivity of Information
	2.1. [bookmark: _Toc242084361][bookmark: _Toc520106121]Applicable Laws, Regulations, or Directives Affecting the System

	List any laws, regulations, or directives (Federal or State) that establish specific requirements for confidentiality, integrity, or availability of data or information in the system.
	· Freedom of Information Act (FOIA)
· Federal Information Security Management Act (FISMA) of 2002
· Federal Managers’ Financial Integrity Act (FMFIA)
· FIPS 199, Standards for Security Categorization of Federal Information and Information Systems, February 2004
· FIPS 200, Minimum Security Requirements for Federal Information and Information Systems, March 2006
· Homeland Security Presidential Directive (HSPD)-7, Critical Infrastructure Identification, Prioritization, and Protection
· Homeland Security Presidential Directive/HSPD-20, National Continuity Policy 
· National Archives & Records Administration (NARA)
· NIST SP 800-18, Revision 1, February 2006
· NIST SP 800-53, Revision 3, August 2009
· NIST SP 800-53A, July 2008
· OMB Circular A-123  Management Accountability and Control, 1995
· OMB Circular A-127 Financial Management Systems, 1993
· OMB Circular A-130  Management of Federal Information Resources, 2000
· Privacy Act of 1974, as amended
· Social Security Act




	2.2. [bookmark: _Toc242084362][bookmark: _Toc520106122]General Description of Sensitivity

	Describe, in general terms, the information handled by the system.

	Include Description here:

	Describe the estimated risk and magnitude of harm resulting from the loss, misuse, or unauthorized access to or modification of information in the system. To the extent possible describe this impact in terms of cost, timeliness, inability to carry out mandated functions etc.

	Include Description here:

	Relate the information handled to each of three basic protection requirements below.  For each of the three categories indicate if the protection requirement is high, medium or low and why. Also indicate the need for the category based on the information handled.
	High (H):
	a critical concern

	Medium (M):
	an important concern, but not necessarily paramount in the organization’s priorities

	Low (L):
	some minimal level or security is required, but not to the same degree as the previous two categories




	Category
	Need
	Protection Level
	Why level of protection

	Confidentiality
	Protect the data contained within the [name of systems] from disclosure at all times; Allow only authorized individuals access to data on an “as-needed” basis.
	
[bookmark: __Fieldmark__2458_275866705][bookmark: __Fieldmark__2458_275866705][bookmark: __Fieldmark__2458_275866705]|_| H

[bookmark: Check7][bookmark: __Fieldmark__2462_275866705][bookmark: __Fieldmark__2462_275866705][bookmark: __Fieldmark__2462_275866705]|_| M

[bookmark: __Fieldmark__2466_275866705][bookmark: __Fieldmark__2466_275866705][bookmark: __Fieldmark__2466_275866705]|_| L

	Loss of confidentiality of information could be expected to have a limited adverse effect on operations and assets.

Security requirements for assuring information confidentiality are therefore an important concern.


	Integrity
	Protect data contained within the [name of systems] from unauthorized changes; 

The system must:  - allow only authorized individuals the ability to alter records, and
- track to the specific individual who made and/or authorized each change to system records.
	
[bookmark: __Fieldmark__2489_275866705][bookmark: __Fieldmark__2489_275866705][bookmark: __Fieldmark__2489_275866705]|_| H

[bookmark: __Fieldmark__2492_275866705][bookmark: __Fieldmark__2492_275866705][bookmark: __Fieldmark__2492_275866705]|_| M

[bookmark: __Fieldmark__2495_275866705][bookmark: __Fieldmark__2495_275866705][bookmark: __Fieldmark__2495_275866705]|_| L

	The unauthorized modification or destruction of information could be expected to have a limited adverse effect on operations and assets.

Assurance of information integrity is required to the extent that destruction of information would require a minor investment of time and effort to restore to an operational state once it was determined that the integrity of the information was compromised.


	Availability
	The [name of system] is expected to be available during work hours.
	
[bookmark: __Fieldmark__2510_275866705][bookmark: __Fieldmark__2510_275866705][bookmark: __Fieldmark__2510_275866705]|_| H

[bookmark: __Fieldmark__2513_275866705][bookmark: __Fieldmark__2513_275866705][bookmark: __Fieldmark__2513_275866705]|_| M

[bookmark: __Fieldmark__2516_275866705][bookmark: __Fieldmark__2516_275866705][bookmark: __Fieldmark__2516_275866705]|_| L

	The disruption of access to or use of information or information systems could be expected to have a limited adverse effect on operations, assets, or employees.


	Additional Comments:

	Overall System Categorization

	[bookmark: __Fieldmark__2526_275866705][bookmark: __Fieldmark__2526_275866705][bookmark: __Fieldmark__2526_275866705]|_| Low
	[bookmark: __Fieldmark__2529_275866705][bookmark: __Fieldmark__2529_275866705][bookmark: __Fieldmark__2529_275866705]|_| Moderate
	[bookmark: __Fieldmark__2532_275866705][bookmark: __Fieldmark__2532_275866705][bookmark: __Fieldmark__2532_275866705]|_| High

	Based on the protection requirements for confidentiality, integrity and availability, the overall system sensitivity is LOW.  The effect of the loss, misuse or unauthorized access to [name of system] data could have a limited adverse effect on operations and assets.



3. [bookmark: _Toc191718092][bookmark: _Toc242084363][bookmark: _Hlt522439410]Minimum Security Controls
Each control includes a description and may have supplemental guidance.
	[bookmark: _Toc242084364]Access Control (AC) 
	Technical Controls

		Access Control Policy and Procedures (AC-1): The organization develops, disseminates, and reviews/updates [Enter: entity defined frequency]:
a. A formal, documented access control policy that address purpose, scope, rolls, responsibilities, management commitment, coordination among organizational entities, and compliance; and
b. Formal, documented access control procedures to facilitate the implementation of access control policy and associated access controls.

	[bookmark: __Fieldmark__2634_275866705][bookmark: __Fieldmark__2634_275866705][bookmark: __Fieldmark__2634_275866705]|_| In Place
[bookmark: __Fieldmark__2637_275866705][bookmark: __Fieldmark__2637_275866705][bookmark: __Fieldmark__2637_275866705]|_| Planned
[bookmark: __Fieldmark__2640_275866705][bookmark: __Fieldmark__2640_275866705][bookmark: __Fieldmark__2640_275866705]|_| Not In Place
[bookmark: __Fieldmark__2643_275866705][bookmark: __Fieldmark__2643_275866705][bookmark: __Fieldmark__2643_275866705]|_| Not Applicable
[bookmark: __Fieldmark__2646_275866705][bookmark: __Fieldmark__2646_275866705][bookmark: __Fieldmark__2646_275866705]|_|

		[bookmark: __Fieldmark__2648_275866705][bookmark: __Fieldmark__2648_275866705][bookmark: __Fieldmark__2648_275866705]|_| System-Specific Control
	[bookmark: __Fieldmark__2651_275866705][bookmark: __Fieldmark__2651_275866705][bookmark: __Fieldmark__2651_275866705]|_| Hybrid Control
	[bookmark: __Fieldmark__2654_275866705][bookmark: __Fieldmark__2654_275866705][bookmark: __Fieldmark__2654_275866705]|_| Common Control

	Individual / Organization Responsible
	OTSO, C&A Manager




	Include control implementation description here:




	Account Management (AC-2): The organization manages information system accounts, including:
A. Identifying account types (i.e., individual, group, system, application, guest/anonymous, and temporary);
B. Establishing conditions for group membership;
C. Identifying authorized users of the information system and specifying access privileges;
D. Requiring appropriate approvals for requests to establish accounts;
E. Establishing, activating, modifying, disabling, and removing accounts;
F. Specifically authorizing and monitoring the use of guest/anonymous and temporary accounts;
G. Notifying account managers when temporary accounts are no longer required and when information system users are terminated, transferred, or information system usage or need-to-know/need-to-share changes;
H. Deactivating: (i) temporary accounts that are no longer required; and (ii) accounts of terminated or transferred users;
I. Granting access to the system based on: (i) a valid access authorization; (ii) intended system usage; and (iii) other attributes as required by the organization or associated missions/business functions; and
J. Reviewing accounts [Assignment: organization-defined frequency].
	[bookmark: __Fieldmark__2715_275866705][bookmark: __Fieldmark__2715_275866705][bookmark: __Fieldmark__2715_275866705]|_| In Place
[bookmark: __Fieldmark__2718_275866705][bookmark: __Fieldmark__2718_275866705][bookmark: __Fieldmark__2718_275866705]|_| Planned
[bookmark: __Fieldmark__2721_275866705][bookmark: __Fieldmark__2721_275866705][bookmark: __Fieldmark__2721_275866705]|_| Not In Place
[bookmark: __Fieldmark__2724_275866705][bookmark: __Fieldmark__2724_275866705][bookmark: __Fieldmark__2724_275866705]|_| Not Applicable
[bookmark: __Fieldmark__2727_275866705][bookmark: __Fieldmark__2727_275866705][bookmark: __Fieldmark__2727_275866705]|_|

		[bookmark: __Fieldmark__2729_275866705][bookmark: __Fieldmark__2729_275866705][bookmark: __Fieldmark__2729_275866705]|_| System-Specific Control
	[bookmark: __Fieldmark__2732_275866705][bookmark: __Fieldmark__2732_275866705][bookmark: __Fieldmark__2732_275866705]|_| Hybrid Control
	[bookmark: __Fieldmark__2735_275866705][bookmark: __Fieldmark__2735_275866705][bookmark: __Fieldmark__2735_275866705]|_| Common Control

	Individual / Organization Responsible
	OTSO, C&A Manager




	Include control implementation description here:

	Use of External Information Systems (AC-20): The organization establishes terms and conditions, consistent with any trust relationships established with other organizations owning, operating, and/or maintaining external information systems, allowing authorized individuals to:
A. Access the information system from the external information systems; and
B.  Process, store, and/or transmit organization-controlled information using the external information systems. 
	[bookmark: __Fieldmark__2760_275866705][bookmark: __Fieldmark__2760_275866705][bookmark: __Fieldmark__2760_275866705]|_| In Place
[bookmark: __Fieldmark__2763_275866705][bookmark: __Fieldmark__2763_275866705][bookmark: __Fieldmark__2763_275866705]|_| Planned
[bookmark: __Fieldmark__2766_275866705][bookmark: __Fieldmark__2766_275866705][bookmark: __Fieldmark__2766_275866705]|_| Not In Place
[bookmark: __Fieldmark__2769_275866705][bookmark: __Fieldmark__2769_275866705][bookmark: __Fieldmark__2769_275866705]|_| Not Applicable

		[bookmark: __Fieldmark__2772_275866705][bookmark: __Fieldmark__2772_275866705][bookmark: __Fieldmark__2772_275866705]|_| System-Specific Control
	[bookmark: __Fieldmark__2775_275866705][bookmark: __Fieldmark__2775_275866705][bookmark: __Fieldmark__2775_275866705]|_| Hybrid Control
	[bookmark: __Fieldmark__2778_275866705][bookmark: __Fieldmark__2778_275866705][bookmark: __Fieldmark__2778_275866705]|_| Common Control

	Individual / Organization Responsible
	OCIO, OTSO, C&A Manager




	Include control implementation description here:

	[bookmark: _Toc242084366]Audit and Accountability (AU)
	Technical Controls

	Auditable Events (AU-2): The organization:
A. Determines, based on a risk assessment and mission/business needs, that the information system must be capable of auditing the following events: [Assignment: organization-defined list of auditable events]
B. Coordinates the security audit function with other organizational entities requiring audit-related information to enhance mutual support and to help guide the selection of auditable events
C. Provides a rationale for why the list of auditable events are deemed to be adequate to support after-the-fact investigations of security incidents
D. Determines, based on current threat information and ongoing assessment of risk, that the following events are to be audited within the information system: [Assignment: organization-defined subset of the auditable events defined in AU-2 a. to be audited along with the frequency of (or situation requiring) auditing for each identified event].
	[bookmark: __Fieldmark__2819_275866705][bookmark: __Fieldmark__2819_275866705][bookmark: __Fieldmark__2819_275866705]|_| In Place 
[bookmark: __Fieldmark__2822_275866705][bookmark: __Fieldmark__2822_275866705][bookmark: __Fieldmark__2822_275866705]|_| Planned
[bookmark: __Fieldmark__2825_275866705][bookmark: __Fieldmark__2825_275866705][bookmark: __Fieldmark__2825_275866705]|_| Not In Place
[bookmark: __Fieldmark__2828_275866705][bookmark: __Fieldmark__2828_275866705][bookmark: __Fieldmark__2828_275866705]|_| Not Applicable

		[bookmark: __Fieldmark__2831_275866705][bookmark: __Fieldmark__2831_275866705][bookmark: __Fieldmark__2831_275866705]|_| System-Specific Control
	[bookmark: __Fieldmark__2834_275866705][bookmark: __Fieldmark__2834_275866705][bookmark: __Fieldmark__2834_275866705]|_| Hybrid Control
	[bookmark: __Fieldmark__2837_275866705][bookmark: __Fieldmark__2837_275866705][bookmark: __Fieldmark__2837_275866705]|_| Common Control

	Individual / Organization Responsible
	[bookmark: _GoBack][bookmark: _GoBack]




	Include control implementation description here:

	Content of Audit Records (AU-3): The information system produces audit records that contain sufficient information to, at a minimum, establish what type of event occurred, when (date and time) the event occurred, where the event occurred, the source of the event, the outcome (success or failure) of the event, and the identity of any user/subject associated with the event.
	[bookmark: __Fieldmark__2858_275866705][bookmark: __Fieldmark__2858_275866705][bookmark: __Fieldmark__2858_275866705]|_| In Place
[bookmark: __Fieldmark__2861_275866705][bookmark: __Fieldmark__2861_275866705][bookmark: __Fieldmark__2861_275866705]|_| Planned
[bookmark: __Fieldmark__2864_275866705][bookmark: __Fieldmark__2864_275866705][bookmark: __Fieldmark__2864_275866705]|_| Not In Place
[bookmark: __Fieldmark__2867_275866705][bookmark: __Fieldmark__2867_275866705][bookmark: __Fieldmark__2867_275866705]|_| Not Applicable

		[bookmark: __Fieldmark__2870_275866705][bookmark: __Fieldmark__2870_275866705][bookmark: __Fieldmark__2870_275866705]|_| System-Specific Control
	[bookmark: __Fieldmark__2873_275866705][bookmark: __Fieldmark__2873_275866705][bookmark: __Fieldmark__2873_275866705]|_| Hybrid Control
	[bookmark: __Fieldmark__2876_275866705][bookmark: __Fieldmark__2876_275866705][bookmark: __Fieldmark__2876_275866705]|_| Common Control

	Individual / Organization Responsible
	C&A Manager




	Include control implementation description here:

	Enhancement 1 (AU-3): The information system provides the capability to include additional, more detailed information in the audit records for audit events identified by type, location, or subject.
	[bookmark: __Fieldmark__2899_275866705][bookmark: __Fieldmark__2899_275866705][bookmark: __Fieldmark__2899_275866705]|_| In Place
[bookmark: __Fieldmark__2902_275866705][bookmark: __Fieldmark__2902_275866705][bookmark: __Fieldmark__2902_275866705]|_| Planned
[bookmark: __Fieldmark__2905_275866705][bookmark: __Fieldmark__2905_275866705][bookmark: __Fieldmark__2905_275866705]|_| Not In Place
[bookmark: __Fieldmark__2908_275866705][bookmark: __Fieldmark__2908_275866705][bookmark: __Fieldmark__2908_275866705]|_| Not Applicable

		[bookmark: __Fieldmark__2911_275866705][bookmark: __Fieldmark__2911_275866705][bookmark: __Fieldmark__2911_275866705]|_| System-Specific Control
	[bookmark: __Fieldmark__2914_275866705][bookmark: __Fieldmark__2914_275866705][bookmark: __Fieldmark__2914_275866705]|_| Hybrid Control
	[bookmark: __Fieldmark__2917_275866705][bookmark: __Fieldmark__2917_275866705][bookmark: __Fieldmark__2917_275866705]|_| Common Control

	Individual / Organization Responsible
	C&A Manager




	Include control implementation description here:

	Audit Monitoring, Analysis, and Reporting (AU-6): The organization:
A. Reviews and analyzes information system audit records [Assignment: organization-defined frequency] for indications of inappropriate or unusual activity, and reports findings to designated organizational officials
B. Adjusts the level of audit review, analysis, and reporting within the information system when there is a change in risk to organizational operations, organizational assets, individuals, other organizations, or the Nation based on law enforcement information, intelligence information, or other credible sources of information.
	[bookmark: __Fieldmark__2944_275866705][bookmark: __Fieldmark__2944_275866705][bookmark: __Fieldmark__2944_275866705]|_| In Place
[bookmark: __Fieldmark__2947_275866705][bookmark: __Fieldmark__2947_275866705][bookmark: __Fieldmark__2947_275866705]|_| Planned
[bookmark: __Fieldmark__2950_275866705][bookmark: __Fieldmark__2950_275866705][bookmark: __Fieldmark__2950_275866705]|_| Not In Place
[bookmark: __Fieldmark__2953_275866705][bookmark: __Fieldmark__2953_275866705][bookmark: __Fieldmark__2953_275866705]|_| Not Applicable

		[bookmark: __Fieldmark__2956_275866705][bookmark: __Fieldmark__2956_275866705][bookmark: __Fieldmark__2956_275866705]|_| System-Specific Control
	[bookmark: __Fieldmark__2959_275866705][bookmark: __Fieldmark__2959_275866705][bookmark: __Fieldmark__2959_275866705]|_| Hybrid Control
	[bookmark: __Fieldmark__2962_275866705][bookmark: __Fieldmark__2962_275866705][bookmark: __Fieldmark__2962_275866705]|_| Common Control

	Individual / Organization Responsible
	OTSO, C&A Manager




	Include control implementation description here:

	Time Stamps (AU-8): The information system uses internal system clocks to generate time stamps for audit records.
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	Include control implementation description here:

	Audit Generation (AU-12): The information system:
a. Provides audit record generation capability for the list of auditable events defined in AU-2 at [Assignment: organization-defined information system components];
b. Allows designated organizational personnel to select which auditable events are to be audited by specific components of the system; and
c. Generates audit records for the list of audited events defined in AU-2 with the content as defined in AU-3.
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	[bookmark: _Toc242084367]Certification, Accreditation, and Security Assessments (CA)
	Management Controls

	Security Assessments (CA-2): The organization:
A. Develops a security assessment plan that describes the scope of the assessment including:
-Security controls and control enhancements under assessment
-Assessment procedures to be used to determine security control effectiveness
-Assessment environment, assessment team, and assessment roles and responsibilities
B. Assesses the security controls in the information system [Assignment: organization-defined frequency] to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the system
C. Produces a security assessment report that documents the results of the assessment
D. Provides the results of the security control assessment, in writing, to the authorizing official or authorizing official designated representative.
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	Information System Connections (CA-3): The organization:
A. Authorizes connections from the information system to other information systems outside of the authorization boundary through the use of Interconnection Security Agreements
B. Documents, for each connection, the interface characteristics, security requirements, and the nature of the information communicated
C. Monitors the information system connections on an ongoing basis verifying enforcement of security requirements.
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	Plan of Action and Milestones (CA-5): The organization:
A. Develops a plan of action and milestones for the information system to document the organization’s planned remedial actions to correct weaknesses or deficiencies noted during the assessment of the security controls and to reduce or eliminate known vulnerabilities in the system
B. Updates existing plan of action and milestones [Assignment: organization-defined frequency] based on the findings from security controls assessments, security impact analyses, and continuous monitoring activities.
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	Include control implementation description here 

	Security Authorization (CA-6): The organization:
A. Assigns a senior-level executive or manager to the role of authorizing official for the information system
B. Ensures that the authorizing official authorizes the information system for processing before commencing operations
C. Updates the security authorization [Assignment: organization-defined frequency].
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	Include control implementation description here :

	Continuous Monitoring (CA-7): The organization establishes a continuous monitoring strategy and implements a continuous monitoring program that includes:
A.  configuration management process for the information system and its constituent components
B.A determination of the security impact of changes to the information system and environment of operation
C. Ongoing security control assessments in accordance with the organizational continuous monitoring strategy
D. Reporting the security state of the information system to appropriate organizational officials [Assignment: organization-defined frequency].
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	[bookmark: _Toc242084369]Contingency Planning (CP)
	Operational Controls

	Contingency Plan (CP-2): The organization:
A. Develops a contingency plan for the information system that:
-Identifies essential missions and business functions and associated contingency requirements
-Provides recovery objectives, restoration priorities, and metrics;
-Addresses contingency roles, responsibilities, assigned individuals with contact information
-Addresses maintaining essential missions and business functions despite an information system disruption, compromise, or failure
-Addresses eventual, full information system restoration without deterioration of the security measures originally planned and implemented
-Is reviewed and approved by designated officials within the organization
B. Distributes copies of the contingency plan to [Assignment: organization-defined list of key contingency personnel (identified by name and/or by role) and organizational elements]
C. Coordinates contingency planning activities with incident handling activities;
D. Reviews the contingency plan for the information system [Assignment: organization-defined frequency]
E. Revises the contingency plan to address changes to the organization, information system, or environment of operation and problems encountered during contingency plan implementation, execution, or testing; and
F. Communicates contingency plan changes to [Assignment: organization-defined list of key contingency personnel (identified by name and/or by role) and organizational elements].
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	Individual / Organization Responsible
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	Include control implementation description here:



	Incident Response (IR)
	Operational Controls

	Incident Handling (IR-4): The organization:
A. Implements an incident handling capability for security incidents that includes preparation, detection and analysis, containment, eradication, and recovery
B. Coordinates incident handling activities with contingency planning activities
C. Incorporates lessons learned from ongoing incident handling activities into incident response procedures, training, and testing/exercises, and implements the resulting changes accordingly.
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	Maintenance (MA)
	Operational Controls

	Controlled Maintenance (MA-2): The organization:
A. Schedules, performs, documents, and reviews records of maintenance and repairs on information system components in accordance with manufacturer or vendor specifications and/or organizational requirements;
B. Controls all maintenance activities, whether performed on site or remotely and whether the equipment is serviced on site or removed to another location;
C. Requires that a designated official explicitly approve the removal of the information system or system components from organizational facilities for off-site maintenance or repairs;
D. Sanitizes equipment to remove all information from associated media prior to removal from organizational facilities for off-site maintenance or repairs; and
E. Checks all potentially impacted security controls to verify that the controls are still functioning properly following maintenance or repair actions.
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	Include control implementation description here



	[bookmark: _Toc242084375][bookmark: _Toc191374458]Planning (PL)
	Management Controls

	System Security Plan (PL-2): The organization:
A. Develops a security plan for the information system that:
- Is consistent with the organization’s enterprise architecture;
- Explicitly defines the authorization boundary for the system;
- Describes the operational context of the information system in terms of missions and business processes;
- Provides the security category and impact level of the information system including supporting rationale;
- Describes the operational environment for the information system;
- Describes relationships with or connections to other information systems;
- Provides an overview of the security requirements for the system;
- Describes the security controls in place or planned for meeting those requirements including a rationale for the tailoring and supplementation decisions; and
- Is reviewed and approved by the authorizing official or designated representative prior to plan implementation
B. Reviews the security plan for the information system [Assignment: organization-defined frequency]; and
C. Updates the plan to address changes to the information system/environment of operation or problems identified during plan implementation or security control assessments.
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	Individual / Organization Responsible
	C&A Manager




	Include control implementation description here:

	Privacy Impact Assessment (PL-5): The organization conducts a privacy impact assessment on the information system in accordance with OMB policy.
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	Include control implementation description here

	Security-Related Activity Planning (PL-6): The organization plans and coordinates security-related activities affecting the information system before conducting such activities in order to reduce the impact on organizational operations (i.e., mission, functions, image, and reputation), organizational assets, and individuals.
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	[bookmark: _Toc242084378][bookmark: _Toc191374459]Risk Assessment (RA)
	Management Controls  

	Security Categorization (RA-2): The organization:
A. Categorizes information and the information system in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance;
B. Documents the security categorization results (including supporting rationale) in the security plan for the information system; and
C. Ensures the security categorization decision is reviewed and approved by the authorizing official or authorizing official designated representative.
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	Include control implementation description here:

	Risk Assessment (RA-3): The organization:
A. Conducts an assessment of risk, including the likelihood and magnitude of harm, from the unauthorized access, use, disclosure, disruption, modification, or destruction of the information system and the information it processes, stores, or transmits;
B. Documents risk assessment results in [Selection: security plan; risk assessment report; [Assignment: organization-defined document]]
C. Reviews risk assessment results [Assignment: organization-defined frequency]
D. Updates the risk assessment [Assignment: organization-defined frequency] or whenever there are significant changes to the information system or environment of operation (including the identification of new threats and vulnerabilities), or other conditions that may impact the security state of the system.
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	System and Services Acquisition (SA)
	Management Controls

	Information System Documentation (SA-5): The organization:
A. Obtains, protects as required, and makes available to authorized personnel, administrator documentation for the information system that describes:
-Secure configuration, installation, and operation of the information system;
-Effective use and maintenance of security features/functions; and
-Known vulnerabilities regarding configuration and use of administrative (i.e., privileged) functions; and
B. Obtains, protects as required, and makes available to authorized personnel, user documentation for the information system that describes:
-User-accessible security features/functions and how to effectively use those security features/functions;
-Methods for user interaction with the information system, which enables individuals to use the system in a more secure manner; and
-User responsibilities in maintaining the security of the information and information system
C. Documents attempts to obtain information system documentation when such documentation is either unavailable or nonexistent.
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	External Information System Services (SA-9): The organization:
A. Requires that providers of external information system services comply with organizational information security requirements and employ appropriate security controls in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance
B. Defines and documents government oversight and user roles and responsibilities with regard to external information system services
C. Monitors security control compliance by external service providers.
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	System and Information Integrity (SI)
	Operational Controls

	FLAW REMEDIATION (SI- 2): The organization identifies, reports, and corrects information system flaws; 
Tests software updates related to flaw remediation for effectiveness and potential side effects on organizational information systems before installation; and 
Incorporates flaw remediation into the organizational configuration management process. 
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	Information Output Handling and Retention (SI-12): The organization handles and retains output from the information system in accordance with applicable laws, Executive Orders, directives, policies, regulations, standards, and operational requirements.
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4. [bookmark: _Toc242084383]Documentation
	List the documentation maintained for the system (e.g., vendor documentation of hardware/software, functional requirements, system security plans, system program manuals, test results documents, standard operating procedures, emergency procedures, contingency plans, user rules/procedures, risk assessment, certification/accreditation statements/documents, verification reviews and site inspections.
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