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1. General Conditions

1.1. This agreement shall become effective upon the signing of this document. The term of the agreement is annual and will renew automatically every year on July 1st. If applicable the annual renewal fee will be charged to the account number provided. All fees are charged to the assigned account number via an internal Journal Voucher (JV) on an annual basis at the beginning of the fiscal year.

1.2. This agreement may be terminated or modified by either party at any time prior to April 1st. There are no prorated refunds. 
1.3. Services will only be added or activated after the Department Authorized Signer or Administrator (Customer) has signed the SLA and provided a valid USC account number to charge. All renewals must be signed within 30 business days of receiving the agreement.

1.4. All payments are due within 30 days; Customers will be deemed delinquent and overdue after 30 days and services will be discontinued. ITS will make all reasonable efforts to inform the appropriate assigned faculty or staff to correct the situation.

1.5. All Customers of the services agreed upon in this SLA must adhere to the USC Computing Policies located at http://policies.usc.edu, and in particular, computing at http://policies.usc.edu/adm_bus_practices.html#computing_policies All computing activity on the USC network is monitored and it is the responsibility of the Customer to ensure that policies are strictly adhered to.

1.6. The Customer will advise ITS of the presence of any information that may have protected status. The above mentioned policy pages, as well as the website of the USC Office of Compliance at http://ooc.usc.edu/InfoSec/InfoSec.cfm have relevant information. The Customer will comply with federal, state and USC privacy and security laws and policies and ensure only appropriate use of data. To this end, efforts to secure servers to an appropriate level of hardening may require additional services and effort, and will carry a separate charge.
1.7. The services and prices referred to in this SLA are for the internal University of Southern California (USC) schools, departments and approved associates-partners use only. All SLA services will be negotiated by USC faculty or staff only. All assigned staff will need to provide valid USC email address and contact phone number for urgent contact and information disbursement.
1.8. The parties to this agreement agree to perform in accordance with the Terms and Conditions specified in this agreement. ITS reserves the right to modify the terms of this agreement after providing 30 days written notice to the Customer.

2. Terms and Conditions


2.1 Description of Services:
For the specific machines, and support components covered as described in this agreement, see Addendum A.

For all systems located in the ITS Data Center (henceforth referred to as “the Data Center”), the Customer is required to have system support and hardware support.  The levels of support available are:

· Systems support - This is the basic support level and provides for the support, maintenance and monitoring of the operating system (OS).  ITS will install and maintain the OS. ITS will backup OS-related filesystems in order to provide for recovery as needed. The initial installation and configuration of the system carries a one time fee.  
· Managed Backup support – ITS will provide the Customer’s data filesystems or disks with periodic, automated backups. Managed Backup support level requires Systems Support, and carries a per terabyte charge.
· Hardware support – Customers with server(s) that are housed in the Data Center must be covered under a hardware support contract.  

· Customers may obtain hardware support from ITS and the terms of that support will be outlined in this document. ITS offers hardware support on many current systems and peripherals. Please check with ITS to see if a particular server or peripheral hardware can be supported by ITS. A current list is available at http://www.usc.edu/its/pricing/computing_fees/unix.html#harware.
· A hardware support contract for a server covers all common components on that system, including the CPU, internal disk drives, memory, etc.  Some components and peripherals will be priced separately for hardware support such as external disk arrays.

· Alternately, the Customer may purchase hardware support from a 3rd party vendor.  Details of that support contract must be provided to ITS support staff at the time of purchase.    
· Licensed application support - The Customer may choose to purchase access to additional licensed applications.  These applications include compilers, backup software, statistical, scientific and other software packages, etc.  As part of this agreement, ITS will provide the Customer’s computer the ability to access the particular licensed application(s) for which the Customer has contracted. For a current set of licensed applications for various OS platforms, please see http://www.usc.edu/its/software .
2.2 ITS Responsibilities:
2.2.1 ITS will provide the system(s) with power, network connectivity and rack space in the Data Center.
2.2.2 ITS shall strive to make the systems(s) available 24 hours a day, seven days a week (24x7) with the exception of properly scheduled “maintenance windows.”
2.2.3 ITS will monitor the system(s) 24x7 and will send notification to the Primary Technical Contact provided in this SLA of any system problems that will impact the Customer within 2 hours.
2.2.4 ITS reserves a daily midnight to 6 a.m. “maintenance window” in order to maintain the system(s) at optimum functionality with hardware, software and firmware updates. ITS will notify the Customer 3 business days in advance and schedule a downtime during this maintenance window, unless critical vendor patches for the OS or Applications necessitate a shorter notice period. For all other outages, ITS will negotiate a special maintenance window that will be mutually agreed upon by ITS and the Customer.
2.2.5 ITS reserves the right to control the configuration of the server and installed applications to mitigate valid security concerns. ITS may bring the system(s) down at any time for events such as, but not limited to, physical or electronic threat, compromise, or valid legal and policy compliance issues. ITS will attempt to contact the Primary Technical Contact as soon as possible after such an event has occurred.

2.2.6 As part of Systems support, ITS will:
· Restore the system to full functionality in case of a hardware failure.

· Resolve problems related to the OS and its configuration.

· Apply all necessary OS and security-related patches and updates as deemed appropriate by ITS Support Staff.  Changes will be applied during properly scheduled maintenance windows.
· Upgrade the OS to new versions as they are deemed appropriate by ITS Support Staff and in mutual agreement with the Customer.

· Create, administer and delete user accounts on the system.

· Install 3rd party software applications provided by the Customer, only when they must be installed “system-wide”, or when the installation requires privileged system access. All other 3rd party software installations are the responsibility of the Customer. ITS will not provide end-user application level support for 3rd party applications. The ITS Information Security office will review requests for, and final “system-wide” or “privileged” installations. 
· Remove 3rd party software if it causes problems with the proper functioning of the system and/or other supported software.

2.2.7 ITS will not configure unsecured protocols on the system(s), such as telnet, FTP, SMTP, rlogin, rsh, etc. Any mission-critical exceptions must be exclusively negotiated and will carry a separate charge.
2.2.8 If  Managed Backup support is purchased for specific Customer data filesystems or disks, ITS will:

· Perform automated backups of these partitions or disks.
· Recover system and backed up Customer data in the event of a catastrophic hardware failure. Note that some degree of data loss is inevitable and data after the most recent intact backup may not be recoverable.
· Provide for the free restoration of user files and directories from the most recent backup set of the data that are accidentally deleted. Requests to restore from older backup sets will be reviewed by ITS, and if the restoral is at all possible, it will be performed and invoiced to the Customer at the standard ITS hourly rate.
· Backups are retained for two weeks.  Long-term archiving of Customer data is not covered under this agreement.  Individual file or directory data restoration requests may take several business days and may be requested through the ITS Customer Service Center.
2.2.9 If Customer purchases Hardware support from ITS, ITS will:

· Provide a replacement part or work-around in most cases.  In some instances, ITS will order a replacement part for the failed component. ITS cannot guarantee an external vendor’s response timeline, but will work with them within the framework of the failed system’s support contract with the external vendor.
· Provide consultation to the Customer regarding adding or upgrading components or entire systems.

2.2.10 ITS will provide hardware support 24 hours a day, seven days a week, with a 4-hour response time.  ITS will negotiate any downtime associated with hardware maintenance on an ad hoc basis.  ITS will not bring down the system without mutual agreement between ITS and the Customer, except for the exceptions outlined in section 2.2.4.  
2.2.11 This SLA does not cover the physical relocation of the system(s) or the installation of newly acquired additional hardware, unless initiated by ITS. For systems covered under this SLA, such work must be done by ITS and will be invoiced to the Customer at the prevailing ITS hourly rate.  
2.2.12 ITS will give the Customer 1 year notice to the end of life of the hardware, software or OS under support in this SLA. The Customer is responsible for planning to upgrade the end-of-lifed components to a supportable environment.  ITS will help the Customer plan the upgrade.
2.2.13  The current ITS supported basic OS configurations are:
· MacOS 10.4.x, 10.5.x

· MS Windows 2003 & 2008 server, with ITS-provided Antivirus, Antispam software.

· Sun Microsystems Solaris 10.

Note: A basic OS configuration does not include installation, configuration or maintenance of non-basic OS-integrated software. Some examples are: Active Directory, Exchange, Apple Open Directory, DNS services, DHCP services, Windows Sharepoint services, SMTP services, MSQL servers, etc.
2.3 Customer’s Responsibilities:
2.3.1 The Customer agrees to advise ITS of the presence of any such data that would be subject to legal issues if a security breach occurred (SSN compliance, HIPAA, FERPA, etc.). The Customer will comply with federal and state privacy and security regulations and USC policies, including HIPAA privacy and security policies, the GLB policy and the USC Information Security policy, among others. For more details, refer to http://www.usc.edu/policies.

2.3.2 The Customer agrees to provide ITS with the following system contacts:  Primary Technical Contact, System Owner, and System Billing Contact.  Additionally, the Customer agrees to notify the ITS by navigating to http://www.usc.edu/its/contact/billing.html when there is any change to any of the contact information.
2.3.3 The Customer acknowledges that they will not have administrative level access to the computer system under ITS support.  ITS will provide the Customer, upon request, with an account that is enabled for certain administrative-level work, and will consider requests for access to additional commands on an as-needed basis.  
2.3.4 The Customer agrees not to make any changes or install any upgrades without prior approval from ITS. The Customer agrees to notify ITS 15 business days in advance of any plans to upgrade the computer hardware. ITS staff will work with the Customer to insure a smooth upgrade process. The Property Addition or Removal Form is available at: http://www.usc.edu/its/pricing/computing_fees/colo_support.html.
2.3.5 The Customer’s server(s) must be ITS approved, server class machine(s). For currently recommended systems and configurations, please see: http://www.usc.edu/its/pricing/computing_fees/colo_support.html.
2.3.6 In response to any proposed scheduled downtime notification, the Customer agrees to respond to ITS no less than 1 business day prior to the start of the scheduled downtime.  If the Customer does not respond to the notice, ITS will assume that the Customer does not have an objection to the downtime and proceed with the scheduled work. 

2.3.7 The Customer must have the server(s) under warranty, upgraded warranty, or a hardware support contract by ITS, the system vendor, or a 3rd party vendor to meet the Customer’s documented uptime and support response requirements. All non-ITS support contract information must be shared with the ITS Co-location management group. 
2.3.8 The Customer agrees to pay for the hours required by ITS for problem analysis, problem resolution and to return the server to a working condition in the event of 3rd Party (or unsupported) software issues. The hours will be invoiced to the Customer at the prevailing ITS hourly rate.
2.3.9 The Customer is responsible for ensuring that the contact information is kept up to date and that any changes to the contact information are promptly communicated to ITS.

2.3.10 The Customer is responsible for planning to upgrade end-of-lifed components to a supportable environment. ITS will terminate support for end-of-lifed components at the end of the term of the SLA, and remove servers from the Data Center.

2.3.11 The Customer acknowledges that:

2.3.11.1 In a catastrophic failure, some degree of data loss is inevitable, and data after the most recent intact backup may not be recoverable.
2.3.11.2 ITS will not be held liable if the Customer has not updated SLA contact information properly, and ITS is unable to make appropriate contact with owners when necessary.

2.3.11.3 This SLA does not cover the repair or refresh of equipment that is damaged as a result of an act of God.

2.3.11.4 This SLA does not cover refresh of the hardware at the end of its supported life.

2.3.11.5 This SLA does not cover installation and support of any software outside of those explicitly specified in this agreement.

2.3.11.6 This SLA does not cover special OS hardening requirements, or managed firewall implementations.

2.3.11.7 The Customer has no physical access to machines in the Data Center.

3. Fees/Pricing
Price lists are reviewed on an annual fiscal year basis during the budget review cycle and appropriate adjustments are made per budget office guidelines.

· For computer systems and peripheral support pricing, see http://www.usc.edu/its/pricing/computing_fees/colo_support.
· For Licensed software pricing, see http://www.usc.edu/its/software.
· For Data backup pricing, see 
· http://www.usc.edu/its/pricing/computing_fees/colo_rackspace.html.
4. Contact Information

4.1. Customer Contact Information
ITS will use the following information as a means of contacting the assigned faculty or staff who are responsible for managing the technical and operational aspects and service(s) listed in this SLA. Students are not acceptable as Customer contacts for this SLA. The Primary Technical Contact is the first person ITS will contact under the terms of this agreement. The Secondary Technical Contact will be contacted if the primary contact cannot be notified.  
Both personnel agree that under certain special circumstances, ITS staff will contact them any time day or night including official holidays if the situation demands immediate attention under the terms of this agreement.

	Primary Technical Contact
	Secondary Technical Contact

	Name:
	Name:

	Designation:
	Designation:

	Department:
	Department:

	Bldg/Room:
	Bldg/Room:

	Mail Code:
	Mail Code:

	Phone:
	Phone:

	Cell/Pager:
	Cell/Pager:

	Email address:
	Email address:

	Signature:
	Signature:



	Date:
	Date:


The Customer is also required to provide ITS with a System Owner contact and a System Billing Contact.
	System Owner
	System Billing Contact

	Name:
	Name:

	Designation:
	Designation:

	Department:
	Department:

	Bldg/Room:
	Bldg/Room:

	Mail Code:
	Mail Code:

	Phone:
	Phone:

	Cell/Pager:
	Cell/Pager:

	Email address:
	Email address:

	Signature:
	Signature:



	Date:
	Date:


4.2. ITS Contact Information
Customer requests for services under this agreement should be directed to the ITS Customer Support Center by sending electronic mail to consult@usc.edu or by calling (213) 740-5555.  Questions specific to the billing, support cost and adding or removing services or contact staff from this agreement should be addressed to ITS via http://www.usc.edu//its/contact/billing.html or by calling (213) 740-2957.
5.  Signatures-Authorized Staff


The Department, School or Division requesting service must have a Department Administrator or Senior Business Office (SBO) or authorized signer to sign this agreement. Any changes to this information need to be promptly communicated to ITS to ensure this information is kept current and the correct individuals are contacted in the event of a policy or agreement change.

	DEPARTMENT Authorized signer
	
	ITS Authorized signer

	
	
	

	Name:
	
	Name:           Asbed Bedrossian

	Designation:
	
	Designation: Director, Enterprise Applications & Operations

	Department:
	
	Department:  Information Technology Services

	Mail Code:
	
	Mail Code:    MC-2813

	Phone:
	
	Phone:           213-740-2878

	Email address:
	
	Email address: asbed@usc.edu

	Signature:
	
	Signature:

	Date:
	
	Date:

	
	
	


USC Account Number ________________________ (REQUIRED)

ITS Systems Support 

(For Systems located in the ITS Data Center)
ADDENDUM A

This agreement shall cover services as set forth in this agreement for the computer   system(s) called [Enter Host Name].  This system will be covered by the following:

 FORMCHECKBOX 
 System Support

· [Enter OS Platform].

 FORMCHECKBOX 
 Hardware Support

· [List Hardware].

 FORMCHECKBOX 
 Managed Backup Support

· [List disks or partitions and maximum size]

 FORMCHECKBOX 
 Licensed Application Support

· [List licensed application and vendor (eg: Veritas NetBackup, etc.)]

	DEPARTMENT Authorized signer
	
	ITS Authorized signer

	
	
	

	Initials:
	
	Initials:

	Date:
	
	Date:
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