ROBERT N. COLWELL JR.
2113C Last Frontier Cir, Eielson AFB, AK 99702 
(303) 748-3118
 robert.colwell@cdgroup.org
http://www.linkedin.com/in/robertncolwelljr

OBJECTIVE
Security Operations Manager at Esri.  


[bookmark: h.ve9sudehns0m]Key Qualifications

	· IT Security  (8 Years)
	· IT Resource Planning
	· BSBA (MIS Major)[Mar 14]

	· IT Management (13 Years)
	· IT Policy Development
	· CISSP

	· IT Experience (20 Years)
	· IT Security Enforcement
	· Active Top Secret Clearance (July 2009)


	
	
Professional Experience

US AIR FORCE, Various Locations							            1993-Present
Superintendent, Plans & Resources Division, Eielson Air Force Base, Alaska                                    2013-Present
· Key adviser to the Communications Officer on information technology resources, planning, and security; managed $4.5M of project funds and a $900K IT budget
· Developed, implemented, and enforced security policies securing a $31M network with 4500 users (Disaster Recovery Plan, Continuity of Operations Plan, Incident response Plan, Base Network User Policy, etc…)  
· Managed 3 teams of up to 15 members in areas of information security, IT resourcing, and project management functions
· Led $1.6M network upgrade, coordinating with 3 agencies, 108 facilities, finished 6 months early and $200K under cost
· Saved $90K with no reduction in service by altering the FY14 Alaska Land Mobile Radio cost share with Alaska Communications 

Chief Information Security Officer, Eielson Air Force Base, Alaska                                                     2011-Present
· Advised the Communications Officer on information security and IT best practices and Air Force and Department of Defense security requirements.
· Developed Eielson’s first Configuration Management Plan and as Change Management Board Manager all network changes vetted, recorded, and validated.
· Rewrote the Eielson Cyber User Guide, authored monthly Cyber Awareness Newsletters to educate all 4500 users, developed security management training for 63 information security officers.
· Directed investigation of 114 network security incidents, mitigated 38 network vulnerabilities and three malware infections.
· Oversaw audit of 53 organizations computer and network security programs, identified and fixed 150 vulnerabilities, including enforcement of standards for two HIPAA organizations.
· Led 10 information security personnel in vulnerability management, risk management, and incident response.
· Enforced Air Force and Department of Defense annual Information Assurance training requirements.
· Managed 47 information security professionals in securing the base’s $31M network, including FISMA compliance through Certification & Accreditation efforts.
· Engineered Data-At-Rest program for 400+ devices securing 380TB of mobile data with NIST approved FIPS 140-2 encryption. 

Chief Information Security Officer, Buckley Air Force Base, Colorado                                                    2010-2011
· Led 10 member team identifying 184 audit deficiencies; all deficiencies fixed within 10 days, earned an outstanding inspection rating from the Department of Defense.
· Engineered Data-At-Rest program for 220+ devices securing 260TB of mobile data with NIST approved FIPS 140-2 encryption. 
· Oversaw management of Host Base Security System on 3,500 client systems ensuring latest patches and updates.
· Developed process to vet and track critical IT milestones for eight projects costing $7M, kept projects on target for implementation

Information Security Manager/Auditor, Buckley Air Force Base, Colorado                                           2008-2010
· Trained 250 new employees and 47 information security professionals on base network and computer security policy.
· Scrutinized 30 administrator accounts, ensured least privilege and separation of duties
· Educated Privacy Act/PII requirements for 5000 network users, enforced use of NIST approved encryption when appropriate.
· Led certification and accreditation process for 2 multimillion dollar networks, ensured that the all network security policies, protocols, configurations, and plans were in place
· Developed USB port protection program, dropped network violations from 11 per week to 2 per week.
· Created web database of lessons learned and best practices, ensured continuity of security practices.
· Audited 38 organizations computer security programs, identified 120 security vulnerabilities, 90 discrepancies fixed-on-the-spot, protected information resources for 40 units.

Supervisor, IT Customer Relations, MacDill Air Force Base, Florida                                                        2007-2008
· Identified, reviewed, and staffed 250 IT requirements spread out over three regions and  4500 users
· Interfaced with 13 work centers and 73 personnel to provide timely delivery of information system requirements; simplified communication of 158 IT projects between PMs and the IT staff
· Provided 1350 commodity requirements within three international regions to include South America and the Middle East.
· Developed three online tutorials for the IT service center ticket system, trained four workcenters and 30 personnel on the ticket system which reduced ticket misroutes by 35%

Shift Supervisor, Systems Administration, IT Service Center, MacDill Air Force Base, Florida            2004-2007
· Supervised six personnel in administration of Joint Worldwide Intelligence Communications Systems
· Installed, configured, and maintained 140 servers & 3200 systems including hardware and software
· Maintained and troubleshot 1800 local user accounts, email services, client network connectivity problems, system failures, and account problems.
· Led team in resolving 17,000 support requests, reduced problem resolution time by 15%
· System Lead for the Disaster Recovery Team, tore down and setup 80 systems during 6 hurricane events requiring evacuation
· Redesigned IT Service Center webpage, combined all known problem resolutions into one location, reduced the time it took technicians to find and implement fix actions by 20%
· Self-taught Systems Management Server and Open Source Intelligence administration, automated 23 Information Assurance Vulnerability Assistance updates
· Audited 2,000 user accounts and 1,100 distribution and security groups, deleted 100 obsolete groups, removed all security vulnerabilities
· Coordinated and provided emergency response to 23 circuit outages
· Wrote and tested 17 standard operating procedures to ensure functionality/simplicity for new personnel
Additional Professional Experience
US AIR FORCE
Supervisor, Software Release Control (2002-2004) 
Supervisor, IT Equipment Control (2000-2002)
Information Security Assistant (1998-2000)
Base Communications Center Operator (1993-1997)

ALITA TILE
Warehouse Hand (Summer 1991)


EDUCATION
Trident University, Cypress, California
Bachelor of Science, Business Administration (MIS Major)                                                      (March 2014)
Community College of the Air Force
Associate of Arts, Information Systems Management                                                               January 2011
International Academy of Design and Technology, Tampa, Florida            
Computer Animation                                                                                                                            (Attended)


PROFESSIONAL DEVELOPMENT
Communications Security Management (2013), Organizational Risk Management for Leaders (2013), Homosexual Policy Training (2013), Free Exercise of Religion (2013), Human Relations (2013), Professional and Unprofessional Relations (2013), Senior Leadership Development Course (2013), Middle Management Development Course (2010), Supervisor Development Course (2000)


VOLUNTEER EXPERIENCE
1st Annual North Pole Backpack Giveaway: delivered school supplies to 1548 children from all over Alaska

LICENSES AND CERTIFICATIONS
Professional Manager Certification, Air University                                                                                       May-2013
Certified Information System Security Professional, ISC2                                                                     January 2011
Security+, CompTIA                                                                                                                                       October 2008
                                                
AWARDS AND DISTINCTIONS
Air Force Information Domination Award for 2012 & 2013
Air Force Achievement Medal
Senior Non-Commissioned Officer of the Quarter (Q4-2012, Q3-2013)


PROFESSIONAL MEMBERSHIPS

International Information System Security Certification Consortium (ISC2)
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