DRAFT Princeton University COOP

DRAFT Princeton University Continuity of Operations Plan (COOP)
Instructions: To be better prepared, all departments and units are asked to complete a Continuity of Operations Plan to describe how your department will operate during a long-term emergency, such as an influenza pandemic, and afterward recover to be fully operational. This is your Plan; feel free to augment this template to meet your needs. Use additional sheets if necessary. The process of planning for an emergency is most valuable to your department. Be collaborative when drafting this, and seek comments from your staff and leadership. EHS is available to assist you in the process, upon request. 
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A:Objectives and Planning Assumptions
Princeton University has established four priorities for managing emergency situations:

· Priority 1: Protect the lives of those who learn, work, visit and live at Princeton University
· Priority 2: Protect and preserve University property and the environmental.  Maintain integrity of facilities.
· Priority 3: Restore University operations, activities and services.
· Priority 4: Provide assistance to the local community and external agencies.

Several departments provide services essential to achieving these objectives.

Planning Assumptions. Although we cannot predict how a long-term emergency may affect the University, when developing your plan, the following assumptions may be useful: 
1. Classes and public events are suspended for 7-10 weeks. 

2. Employee absenteeism for your department will be high, up to 50% for some portion of the emergency timeline.   

3. For planning purposes, assume that absent employees include department heads, supervisors and essential personnel with primary responsibility for essential functions. 

4. Fifty percent of your supplies will not be available during the 7-10 week period. 

5. Assume that the incident will occur during the fall or spring semester. 
6. All students who are able to go home will be off campus.  Approximately 1800 students and their dependents remain. 
Alternative Scenarios
· Loss of building or part of building due to fire, flood, etc.

· Extended loss of power and/or computing support from OIT

B: Your Dept’s Continuity of Operations Objectives 
Considering the above objectives and assumptions, describe your department’s key objectives, functions and responsibilities: 

Briefly describe the range of services that you provide to others in the event of a long-term emergency.  Do not include your normal operations that can be suspended.

It should be clear why your department must remain functional, at least in part, during a long-term emergency.

Consider the priority tasks of your department.  List them out and indicate whether they are performed daily, weekly, monthly, etc.

C: Emergency Communication Systems 
All employees are responsible for keeping informed of emergencies by monitoring news media reports, Princeton’s main Web site, calling the Emergency Hotline or listening to WPRB.

To rapidly communicate with your employees in an emergency, we encourage all departments to 

prepare and maintain a call tree.  The Essential Communications tool available in the Information Warehouse may be helpful in developing contact lists.
Note below the system(s) you will use to contact your employees in an emergency.  Identify multiple communication systems that can be used for backup, after hours, when not on campus, or for other contingencies. 
	 Phone 
	Email 
	Direct connect (e.g., Nextel) 

	 Call tree 
	Web site 
	Pager 

	Instant Messaging 
	Other (describe): ____________________ 


D: Emergency Access to Information and Systems 
Consider which department information and systems are essential to your department in an emergency.  This may include 
· Information stored on a departmental or OIT server

· Information on a web site hosted in-house or by OIT

· Modes of communication, such as e-mail and phone.
Describe how your department is backing up this material and making it available in the event that the primary resource is not available.  Describe how your department will maintain communication with your own staff as well as other departments and resources.  This may include, but is not limited to 

· Remote access or authorization to allow remote access 

· Backup of critical files off-site, on flash drives or external hard drives, or in hard copy 

· Alternative e-mail systems, such as Yahoo or G-Mail  

· External blogs  

· Blackberry/Treo
Consider the following
· Are important reference materials or operating procedures used in your department?  How would these be replaced?

· Should any departmental forms, supplies, equipment, or reference materials be stored in an off-site location?  I

· Identify the storage and security of original documents and vital records within your department.  How would this be replaced if lost?  Should any be stored in a more protected place, e.g., off-site storage, vault, etc?

· Are your networked computers being backed up on schedule?  For clarification of backup procedures, please review the OIT TSM Usage and Charging Policy.

· How long can your department perform all of its business functions without the support of OIT?  Assume that this loss occurred during your busiest peak period.  Make a list of each critical business function and indicate Not at all, Up to 3 days, Up to one week, Up to a month or Indefinitely.

· Have you developed back-up or other procedures that can be used to continue operations in the event that your system is not available?  

· Would a disaster in your department cause an interruption to any legally required reporting?

Describe here.

E: Your Department’s Essential Functions 
List the essential services that your department would provide to the University in the event of an emergency and who is responsible for performing these functions.  You may list personnel by name or by title.  List also the names or titles of individuals who can assume these responsibilities in the event that the primary person is not available.  Note also whether any of these functions can be completed off-site, e.g., via telecommuting.  As relevant, please indicate whether these functions or processes have documentation sufficient to aid an alternate to be able to carry them out.  For processes that rely on departmental or OIT computer support, the template provided as Appendix A may prove useful for business continuity and resumption.

The following format may be useful:

· Short description or title of essential function

· Can this be completed off-site?

· Are the processes documented?  If so, where is the information stored?

· Primary person responsible for this function

· Others who may assume these responsibilities.

Based on the information above, list the names and primary functions of your departments “essential personnel”.  Some departments have already designated essential personnel for short-term emergencies, such as weather-related emergencies.  For each person, please indicate whether the person is on the short-term or long-term list.
	Name
	Function(s)
	Short-Term Emergency
	Long-Term Emergency

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


F: Leadership Succession 
List here the people who can make operational decisions if the head of your department or unit is absent. This may differ from your regular organizational structure, based on individuals’ responsibilities in an emergency.  
	 
	Name
	Title
	Phone Number 
	Alt Phone Number 

	Head of Department/Unit
	
	
	
	

	First Successor
	
	
	
	

	Second Successor
	
	
	
	

	Third Successor
	
	
	
	


G: Other Key Internal Dependencies 
All Princeton University departments rely on the Energy Plant, OIT (for internet, e-mail and central servers), Payroll, Purchasing, and Public Safety. List below products and services upon which your department depends, and the other internal (Princeton University) departments or units that provide them. 
	Dependency (product or service) : Provider: 
	

	
	

	Dependency (product or service) : Provider: 
	

	
	

	Dependency (product or service) : Provider: 
	

	
	

	Dependency (product or service) : Provider: 
	

	
	

	Dependency (product or service) : Provider: 
	

	
	

	Dependency (product or service) : Provider: 
	

	
	

	Dependency (product or service) : Provider: 
	

	
	


H: Key External Dependencies 
List below products and services upon which your department depends, provided by external suppliers or providers. Please contact them to determine if they have a continuity of operations plans and whether the University has priority for their services.  

Consider alternate sources for these services and supplies and determine whether or not they are considered University vendors.  . 
	Dependency (product or service) : 
	
	

	Frequency of Service
	
	

	
	Primary 
	Alternate 

	Provider 
	
	

	Primary Contacts
	
	

	Phone Numbers 
	
	

	Dependency (product or service) : 
	
	

	Frequency of Service
	
	

	
	Primary 
	Alternate 

	Provider 
	
	

	Primary Contacts
	
	

	Phone Numbers 
	
	

	Dependency (product or service) : 
	
	

	Frequency of Service
	
	

	
	Primary 
	Alternate 

	Provider 
	
	

	Primary Contacts
	
	

	Phone Numbers 
	
	

	Dependency (product or service) : 
	
	

	Frequency of Service
	
	

	
	Primary 
	Alternate 

	Provider 
	
	

	Primary Contacts
	
	

	Phone Numbers 
	
	


I. Relocation or Reallocation 
Depending on the emergency, your building or physical resources may not be available to you.  In the event that your department must relocate or share resources with another group, consider the following:

· What resources are required to perform your priority tasks?  This list should include pre-printed forms, office equipment, computer equipment and telecommunication devices.  Keep in mind that the purpose is not to replicate your current situation, but support critical functions.

· How much space would you need?

· Do you have special needs such as refrigeration, temperature/humidity controls, etc.?

· If you were able to remain in your building, but there was an extended loss of power, does your department have equipment or materials that would be at risk?  Are uninterruptible power supplies available and in place?  Battery back-up?  Generator power?

· Are there special security requirements?
J: Mitigation Strategies 
Considering all of the information provided in this plan regarding your role during an emergency, your essential function and dependencies, consider steps that your department can take to minimize the impact of a long-term emergency on your operations.  This may be the most important step of your emergency planning process and may require re-evaluation of your objectives and functions.
List mitigations strategies that your department will work on now and in the near future.  This may include, but is not limited to, the following:

· Reviewing your departments vulnerabilities.  See Appendix B, Preparedness Planning Checklist.

· Developing a Business Continuity Plan.  See Appendix A.
· Stocking up on supplies

· Creating alternative processes that rely on fewer external resources

· Conducting cross-training and documenting procedures

· Reviewing vendor contracts and finding alternative resources

· Keeping records indicating where to find replacement equipment should mission-critical equipment fail

· Developing a communications plan in the event that phones, e-mail and/or web access becomes unavailable

· Preparing floor plans showing utility shut-offs for the heating and ventilation system, water, power, etc. and emergency generator coverage.  Know whether your ventilation system is controlled by the HVAC Control Shop in MacMillan or from within your building.

· Preparing and maintaining survival kits for your department.  Encouraging employees to keep their own kits for their personal needs.

· Creating a backup procedure for your critical information

· Obtaining space for a blog on Yahoo or Google or other free services and developing a skeletal format.
Ensure your staff is aware of these plans.  Review plans with them on a regular basis, such as annually.
K.  Restoration
Consider how your department will resume normal operations once the emergency situation has passed.  This could take an extended period of time.  Consider work backlog, resupply of resources, continued absenteeism and emotional needs.
For restoration of computing services, OIT will endeavor to restore the full functionality of every Administrative System quickly.  Considering your normal operating environment, what timeframe would be acceptable for your personnel to begin your system(s) data integrity testing?  Please list all Administrative Systems used in your office.
Indicate a peak time of year and/or a critical day of the week, if any, for each application, as well as any other peak-load considerations.
	Business Function
	Peak Period
	Other considerations

	
	
	

	
	
	

	
	
	

	
	
	


The template provided as Appendix A may also be useful in planning business continuity and recovery relating to processes that rely on information technology.

Note:  This plan is partially based on a template developed by the University of North Carolina, Chapel Hill.  

Business Resumption/Recovery Plan for
 [Project Name]
System — Design
Backups

For the application’s system and data files, state all backups:
(insert as many rows as are necessary) 
	File Name(s) & Location
Indicate (S)ystem or (D)ata
	Onsite Backup Sched/Retention/Loc
	Offsite Backup Sched/Retention/Loc

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Continuation of Business

State the business functions and processes of the application, ranked by priority, from highest to lowest, in the following categories. For each, describe how these functions will continue to be performed after a disaster and the system is down (manually, via pc software, etc.) as well as how data will be put into the system, and how processing will be affected, once it is back up again.  Plan for outage periods of less than a week, one to three weeks, and four to eight weeks.  Specify the volume of data projected for each time range.  If a process’ category is effected by the period of system unavailability, list the process in the highest category, and indicate the lower values in the table cell for that period. Also note if the criticality is different during different business cycles, e.g. month end, year end, etc.  For each period estimate how long it will take to completely catch up, and have processing return to normal.

Samples

	Process Name
	
	Less Than One Week
	One to Three Weeks
	Four To Eight Weeks

	Example 1: 
Transcript Request
	Sys
Down
	Suspendable
Average of 5 transcripts a day
	Produce from Datamall 
Average of 25 transcripts a week
	Produce from Datamall, and send disclaimer regarding currency of data 
Average of 25 transcripts a week

	
	Sys
Up
	No specific action taken, return to normal processing of requests as they come in

	Example 2: 
Create PO 
	Sys
Down
	If down for more than 3 hours, begin generating manual PO numbers, and process with PC backup sustem
Do not bother preserving the data, as it will not be entered into system when it is back up.
These POs will permanently be tracked on paper.  Approximately 30 to 50 POs are generated each hour.

	
	Sys
Up
	Return to normal processing, continue tracking contingency POs until all are closed and reconciled.
All contingency POs should have cleared the system in 90 days.

	Example 3: 
Billing Cycle 
	Sys
Down
	Suspendable
	Process Bills by hand and mail, preserve data to enter into system when it is back up.
Approximately 2,000 bills are generated each month.

	
	Sys
Up
	Normal business process.  It is acceptable for the bills to be a week late.
	Enter the latent data into the system with the correct date, tag as already billed.
Resume normal business process for bills thereafter.  Allow 2 days of data entry per week down to enter all the data into the system, and resume normal processing.


Critical Processes

	Process Name
	
	Less Than One Week
	One to Three Weeks
	Four To Eight Weeks
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Very Important Processes

	Process Name
	
	Less Than One Week
	One to Three Weeks
	Four To Eight Weeks
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Important Processes
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	Less Than One Week
	One to Three Weeks
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Somewhat Important Processes

	Process Name
	
	Less Than One Week
	One to Three Weeks
	Four To Eight Weeks

	
	Sys
Down
	
	
	

	
	Sys
Up
	
	
	

	
	Sys
Down
	
	
	

	
	Sys
Up
	
	
	

	
	Sys
Down
	
	
	

	
	Sys
Up
	
	
	

	
	Sys
Down
	
	
	

	
	Sys
Up
	
	
	

	
	Sys
Down
	
	
	

	
	Sys
Up
	
	
	

	
	Sys
Down
	
	
	

	
	Sys
Up
	
	
	


Suspendable Processes

	Process Name
	
	Less Than One Week
	One to Three Weeks
	Four To Eight Weeks
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Currency of the Business Resumption/Recovery Plan
How often and in what context, will this business continuity plan be reviewed, and by whom, to ensure that the information is kept current?


Appendix B: Preparedness Planning Checklist
	Applicability
	Issue
	Notes

	Yes
	No
	Not Sure
	 
	 

	 
	 
	 
	TRAINING
	 

	 
	 
	 
	Occupants aware of Emergency Guidelines for the Campus Community
	 

	 
	 
	 
	Emergency Action Plan in place
	 

	 
	 
	 
	Occupants aware of the Emergency Action Plan
	 

	 
	 
	 
	VULNERABILITIES
	 

	 
	 
	 
	Fire risk and materials at risk
	 

	 
	 
	 
	Floods - experience and materials at risk
	 

	 
	 
	 
	Severe weather - staffing issues
	 

	 
	 
	 
	Extensive absences due to illness
	 

	 
	 
	 
	Hazardous materials
	 

	 
	 
	 
	Political or controversial faculty or research
	 

	 
	 
	 
	High profile visitors
	 

	 
	 
	 
	Intentional acts 
	 

	 
	 
	 
	High value or rare/difficult to replace equipment
	 

	 
	 
	 
	Vendor arrangements for critical materials
	 

	 
	 
	 
	Special electrical or mechanical systems
	 

	 
	 
	 
	Department mission-critical functions or services provided to others
	 

	 
	 
	 
	Department controlled assembly spaces
	 

	 
	 
	 
	Vital or sensitive department records
	 

	 
	 
	 
	IT ISSUES
	 

	 
	 
	 
	Vital records
	 

	 
	 
	 
	Departmental servers or computers
	 

	 
	 
	 
	Backup power
	 

	 
	 
	 
	Restoration time
	 

	 
	 
	 
	Data recovery
	 

	
	
	
	Business Continuity Planning (Appendix A)
	

	 
	 
	 
	ELECTRICAL POWER
	 

	 
	 
	 
	Special needs
	 

	 
	 
	 
	Emergency generator coverage
	 

	 
	 
	 
	Uninterruptible power supply
	 

	 
	 
	 
	Source - Cogen Plant or Grid
	 

	 
	 
	 
	BUILDING SECURITY
	 

	 
	 
	 
	Visitors
	 

	 
	 
	 
	Special events
	 

	 
	 
	 
	Personal security
	 

	 
	 
	 
	Key management
	 

	 
	 
	 
	Dining Halls/Cafes
	 

	 
	 
	 
	Library
	 

	 
	 
	 
	Auditorium
	 

	 
	 
	 
	Other after-hours or special facilities
	 

	 
	 
	 
	RESTORATION
	 

	 
	 
	 
	Inventory or other records
	 

	 
	 
	 
	Vendor arrangements for maintenance/repairs
	 

	 
	 
	 
	Security vulnerabilities
	 

	 
	 
	 
	TEMPORARY RELOCATION
	 

	 
	 
	 
	Space needs
	 

	 
	 
	 
	Computers
	 

	 
	 
	 
	Phones
	 

	 
	 
	 
	Equipment
	 

	 
	 
	 
	Security
	 

	 
	 
	 
	COMMUNICATIONS
	 

	 
	 
	 
	Essential Communications
	 

	 
	 
	 
	Listserves
	 

	 
	 
	 
	Radios
	 

	 
	 
	 
	Off-hours contact list for Public Safety
	 

	 
	 
	 
	Off-hours contact list for department use
	 

	 
	 
	 
	Phone tree
	 

	 
	 
	 
	Communication with central administration
	 

	 
	 
	 
	Communication with students
	 

	 
	 
	 
	Communication with visiting or casual staff
	 

	 
	 
	 
	In the absence of power
	 

	 
	 
	 
	Web pages and blogs
	 

	 
	 
	 
	Communications tools maintenance and updates
	 

	 
	 
	 
	FLOOR PLANS
	 

	 
	 
	 
	Paper or electronic plans
	 

	 
	 
	 
	Utility shut-offs
	 

	 
	 
	 
	HVAC Controls
	 

	 
	 
	 
	SURVIVAL KITS
	 

	 
	 
	 
	Departmental
	 

	 
	 
	 
	Personal
	 


