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A Service Level Agreement (SLA) is a collaborative written agreement
between the customer and the service provider defining key targets and
responsibilities on both sides.
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What is the purpose of an IT Service Level Agreement?
A Service Level Agreement (SLA) defines the relationship between an IT service provider and the business customer and/or external customer.  An SLA clarifies the responsibilities between the IT service provider and the customer and it provides a framework and a common understanding for both parties.  An SLA is most effective when the IT service provider and the business customer collaborate on what should be included.  Any SLA needs to be agreed upon by both parties.  This becomes a guideline for managing the relationship between the customer and the IT Service Provider.

Because an IT SLA can be used to describe a variety of IT services; the particular elements that are included in an SLA will depend on the circumstances.  A good SLA addresses: 

· What service(s) are being made available to what customers?
· What level of service or quality of service should the customer expect?
· What are the costs to provide this level of service?
· How will the service be delivered?
· How will the service provider monitor or track and report on performance?
· When will the SLA be reviewed?
This document describes what must be included in an IT Service Level Agreement in University Services and includes sample SLA agreements.
Who prepares the SLA?

The IT service provider develops the SLA in collaboration with the business customer.  

How do I write an SLA?

An SLA is not a technical document and should be written in business terms.  Everyone needs to be able to understand it.
· Use clear and concise wording and avoid ambiguity.
· Avoid legal and technical jargon.
· Avoid unnecessary technical terminology.
· Provide a glossary of terms if necessary.
· Have someone independent from the process review the SLA.
Service Level Agreement Contents

What is included in a Service Level Agreement will change depending on the circumstances and the business.  The most important thing to note when creating an SLA is to keep it simple, measurable and realistic. It is important to understand that SLAs cannot cover every possible situation that may arise.  Listed below are key sections that should be included in any agreement.
· General Overview

· Description of Services
· Service Performance Level

· Service Provider and Customer Responsibilities

· Problem Management and Disaster Recovery Process
· Periodic Review Process

· Termination of Agreement Process
· Signatures

General Overview

This is a Service Level Agreement (SLA) between IT Provider Department Name and Business Customer Name.  The purpose of this Service Level Agreement (SLA) is to identify the basic services, and any agreed upon optional services, to be provided by IT Provider Department Name regarding system or application name for Business Customer Name. 

This SLA covers the period from Date to Date and will be reviewed and revised at the end of this period.

Include a brief description of what the service or application does.

Description of Services

Describe the service that the provider is promising to the customer. 
· What systems are supported?

· What services are included?

· What services are NOT included?

· How will service be delivered?

· What are the hours of operation (regular business hours and after hours support)?

· When will regularly scheduled maintenance be performed?

Service Performance 

This section describes how the service provider will monitor or track and report on performance.  The service provider must perform according to predefined and measurable metrics.  Choose metrics that are easily collected.  Balance the importance of a desired metric against its ease of collection.  Avoid including an excessive number of metrics in the SLA that can’t be analyzed in a timely manner.  Any metrics included in a SLA  should be capable of being measured on a regular basis and the SLA should indicate who will provide this information.  Some of the most commonly used metrics include:
	Performance Metric
	Description

	Response Time
	This metric defines the maximum system response time.  For example, 95% of users will experience a response time of two seconds or less during regular working hours of 7:30 to 5:00. 

	Throughput
	This metric defines the rate that data is delivered to the customer.  For example, a file transfer/download of at least x mb (file size) will be transferred in x minutes.

	Utilization
	This metric defines the maximum usage during which the system will perform within guaranteed response times and throughput.  For example, this metric could specify the maximum number of simultaneous users.

	Customer Support
	This metric includes the typical help desk problem reporting and problem resolution guarantees based on severity level.  Severity level and response and resolution times are assigned according to their impact on customers.  The acceptable response time and resolution time are negotiated between the IT Service Provider and the Customer.

	
	Severity Level
	Response Time
	Resolution Time

	
	1
	10 minutes
	30 minutes

	
	2
	30 minutes
	4 hours

	
	3
	2 hours
	24 hours

	
	4
	1 day
	1 week

	Availability
	This metric includes system availability guarantees over a period of time.  For example, the application will be available 98% of the time, 7 days a week, 19 hours per day.


Service Costs

What are the costs to the business customer for the service?  

Service Provider and Customer Responsibilities
Both the Service Provider and the Customer have responsibilities in support of the service delivery process.  It is important to distinguish between these relationships.

Describe the service provider duties and responsibilities.  Examples are: 

· Meeting response times associated with service related incidents.

· Generating service level reports for customer.
· Training required staff on appropriate service support tools.

· Notifying customers about all scheduled maintenance. 
· Developing and maintaining system related documentation (this could also be a customer responsibility).

· Managing user accounts.

Describe the customer’s duties and responsibilities.  Examples are:
· Adhering to any related policies, processes and procedures. 

· Reporting problems using the problem reporting procedures described in the SLA.
· Scheduling in advance all service related requests and other special services with the Service Provider.

· Developing and maintaining system related documentation (this could also be a service provider responsibility).

· Making customer representative(s) available when resolving a service related incident or request.

· Communicating when system testing and/or maintenance may cause problems that could interfere with standard business functions.

Problem Management and Disaster Recovery Process
· What is the process that will be followed to resolve unplanned incidents?

· How will unplanned incidents be prevented or reduced?

· How will incidents be documented or logged?

· What actions will be taken in the event of a serious disruption?

· What is the problem escalation process?

· Who are the key service provider and customer contacts (name, phone number, email address)?

· What systems/applications will be recovered first (if more than one application is supported by this agreement).
Sample Support Contact List
	Support Help Line

	Name
	Role
	Phone
	Email

	
	
	
	

	Support Contacts

	
	
	
	

	Escalation Contacts

	
	
	
	


Sample Application Recovery Priority List

In the event of a disaster, the following recovery priority will be executed.  For example, the application with the highest priority will be brought back up first.

	 Application Recovery Priority

	Recovery Priority
	Application (Examples)
	Hours of Operation
	Additional Information

	
	
	
	

	
	
	
	


Periodic Review Process
When an SLA is first initiated and the service is just beginning, the SLA should be reviewed on a monthly basis.  These reviews can then be done quarterly, semi-annually or annually after this initial startup period is over.  An SLA should be viewed as a dynamic document and should be periodically reviewed and changed when the following events occur: 

· The environment has changed

· The client's expectations and/or needs have changed

· Workloads have changed

· Better metrics, measurement tools and processes have evolved.

An SLA should be reviewed at a minimum once per fiscal year.  List who is the “document owner” and who will facilitate regular reviews of this document.  Contents of this document may be amended as required, provided mutual agreement is obtained and communicated to all affected parties. The “document owner” will incorporate all subsequent revisions and obtain mutual agreements / approvals as required. 

Document Owner: Document Owner Name
Review Period: Review Period (e.g. Annually or Quarterly)
Previous Review Date: Last or Previous Review Date
Next Review Date: Next Review Date
Termination of Agreement Process
· How will the agreement be terminated at the end of the initial term of the SLA?

· How will the SLA be terminated if either party wants to terminate either for cause or for convenience?
Signatures

The final SLA should contain signatures of appropriate representatives from the IT Service Provider and the Customer.  The IT Service Provider representatives would typically be a Manager and a Director or the U Services CIO.
Sample U Services IT Service Level Agreements
Included in this section are sample Service Level Agreements for IT services.

University Services Infrastructure Support

1.0 - Service Level Agreement Overview

This is a Service Level Agreement (SLA) between University Services Information Technology (USIT) and Facilities Management (FM) Twin Cities Campus. USIT includes: University Services Infrastructure Support (USIS), University Services Program Management Office (PMO) and Strategy and Planning.  

The purpose of this Service Level Agreement (SLA) is to identify the basic services, and any agreed upon optional services, to be provided by USIT regarding infrastructure support, project delivery and project support for FM. 
This SLA covers the period from July X, 200X to June 30, 201X and will be reviewed and revised at the end of this period; it will remain in effect until a new agreement is signed.

2.0 - Description of Services 

USIT will provide the following hardware and software infrastructure support, project management, and IT strategy and planning services:

	Services
	Description

	What Support/applications are included in this SLA?
	U Services Infrastructure Support Baseline Services (Operations)

Data Centers:

· Support and maintenance of FM, CPPM, UHS, DPS, USVP, and Aux Services Data Centers (see page 7 in this document for details).

· Server, network, and IT facilities hardware and software support, to include development, test, training, production and disaster recovery environments as appropriate

· Data backup, recovery, and archiving

· Small enhancements or upgrades to Data Center equipment, with costs under $25K per initiative

· All Hardware and software for the Infrastructure Consolidation initiative

· Data Center Hardware and supplies 

· Data Center firewall Security allowing controlled access to FM applications. 

Desktop Workstations:

· Support and maintenance of FM, CPPM, UHS, DCS, DPS, and USVP Desktop Workstations.

· Maintain web site that lists standard desktop and laptop hardware, order and receive desktop and laptop hardware and software on behalf of FM (does not include funding);  configuration, installation, and periodic upgrades of desktop equipment and software

· Help Desk support and troubleshooting for desktop applications

· IT Security services, including virus and password protection

Business Applications:

·  Support and maintenance of FM as well as DPS, UHS, CPPM, USVP and Auxiliary Services Business Applications.

· Troubleshooting, bug-fixing, and small-scale development for supported applications

· Installation of approved patches, service-packs, and new releases of supported applications

· Small-scale development or acquisition work-efforts with costs under $25K, up to a cumulative maximum internal labor cost of $50K.

· Maintenance and tracking of USIS supported license renewals
· Provide contract and vendor management services for hardware, software, applications, and service vendors utilized by FM (e.g.: OIT, Efficient Computing, Famis software, Business Objects, etc…)

	What PMO services are included in this SLA?
	U Services IT PMO Baseline Services (Operations)

· Project management, staffing, or support for departmental projects, as defined by FM director responsible for IT, up to maximum “project-cost allowance” identified in section 3.0.

· Support and maintenance of PMO Servers and Applications

· Administration of U Services MS Enterprise Project Management 2003 (EPM)

· Training and support on time tracking using MS Enterprise Project Management 2003.

· Support and maintenance of PMO Standards and Applications

· Monitoring, reporting, and enforcement across University Services of approved Project Management Standards

· Interpretation and explanation of PMO standards as they relate to specific University Services projects

· Provide contract management support for departmental projects:

· Identification of stakeholders and initiation of SLAs and contracts as a result of project delivery

· Project team augmentation contracts for professional services

· Helpdesk support for Project Managers and Business Team Members in using U Svcs' EPM Suite.

· Acquisition, configuration, and troubleshooting of desktop Project Management software

· Documentation and training in support of U Services PM Standards and EPM Suite.

· Periodic research into effectiveness of U Svcs' PMO standards, and identification of needs for adjustments or creation of new standards

· PMO Consulting Services (up to 80 hours/year but subject to prioritization of resources)

· Short-term, "as-needed" resourcing of project delivery services (Project Managers, Business Analysts, Quality Assurance and Technical Writer/Trainers).  

· Short-term, "as-needed" mentoring of Project Managers, Project Sponsors, and Team Members. 

	What services are NOT included in this SLA?
	U Services Infrastructure Support Supplementary Services (Projects):

· Installation and deployment of new departmental applications or technologies in a test and development environment, unless agreed within a separately negotiated project plan. (All new depart-mental technology moves into production environ-ments, however, will be performed by USIS staff.)

· Funding for desktop and laptop hardware, software, printers, cabling or any related items needed for staff work spaces. 

· Development of new applications, application enhancements, or application upgrades, with costs exceeding $25K. These would be considered new projects.

· Direct supervision of departmental-project consultants
Project based initiatives requiring additional hardware, software, maintenance and support will be negotiated separately.
U Services IT PMO Supplementary Services (Projects):  (Note:  The U-Services Leadership Team determined in Fall 2009 that, going forward, funding for the following PMO supplementary services will generally come from the U-Services Information Technology Reserve.)

· Program Management of cross-University-Services IT initiatives

· Business Analysis, Systems Analysis, and Quality Assurance of cross-University Services IT initiatives

· Development and deployment of new Project Management standards across University Services

· Development and deployment of new PM Training and/or Documentation programs

Cross-departmental ‘enterprise’ projects and other project based initiatives requiring additional labor, consulting, hardware, software, maintenance and support NOT identified in the SLA (section 3.0) will be negotiated separately.



3.0 - Service Performance 

	Services
	Description

	What are the hours of operation (regular business hours and after hours support)?

NOTE:  Key applications (as listed in Section 6.2) are monitored 24/7 by System Engineering on-call support staff.  After hours on-call response is 2 hours.
	System Support Line:  5-1830

Support Email: usitss@umn.edu

	
	Support Line Business Hours:

6:30 AM to 5:00 PM Monday to Friday 
Except for normal University of Minnesota recognized holidays.
	After Hours Support:

Leave a voice mail or email after regular business hours.  All calls will be returned the following business day by 8:00 a.m.



	When will regularly scheduled maintenance be performed?
	Regularly scheduled maintenance is performed on the second or third Saturday of the month.  Email reminder notifications are sent to all users.


3.1 Incident and Problem Management

All incidents should be reported to Systems Support at 5-1830 or usitss@umn.edu to insure proper recording and tracking.  All incidents that exceed the response time will be escalated to the escalation contacts listed in section 7.0.  USIS commits to the following service performance targets:
	Severity Level
	Description
	Response time to begin working issue
	Resolution/

Mitigation
	Status

Updates
	Target Metric/

Measurement

	Severity 1

Incidents
	The entire department’s ability to perform mission critical business functions is in jeopardy or unavailable (Example: Compass is down or unreachable)
	Within 30 minutes from time reported
	4 hours

Escalate using escalation contact list in section 5.0
	Every 2 hours
	100%

Reported monthly in availability reports.

	Severity 2

Incidents
	A department or individual’s ability to perform a mission critical function is in jeopardy or unavailable but a workaround is or can be established within a reasonable time. (Example: Only people in Food Ops building are unable to reach Compass
	Within one hour from time reported
	24 hours

Escalate using escalation contact list in section 5.0
	Every 8 hours
	100%

Tracked/measured in Service Center.

	Severity 3

Incidents
	A department or individual’s ability to perform a job function may be impacted or inconvenienced, but can continue business as normal operations. (Example: A users workstation is unable to access Compass
	Within 8 hours from time reported
	48 hours


	Every 24 hours
	100%

Tracked/measured in Service Center.


3.2 General Service Requests – U Services Systems Support

	Service Request Type
	Request Completion
	Metric/Measurement



	Administration:

· New password or password reset

· NW Account

· Web Administration

· General Q&A
	24 hours
	95%

Tracked/Measured in Service Center

	Configuration:

· Change to existing application/system

· Active Directory (AD) Services

· File Restore
	48 hours
	95%

	Hardware move, add or change (MAC)
	Within 10 business days
	95%

	Desktop software add or upgrade
	Within 4 business days if the software has been approved and tested in the production environment
	95%


3.3 Call Center – U Services Systems Support

	Customer Support
	Service Commitment

	Average Speed of Answer (ASA)
	15 seconds

	Target Service Level
	90% of calls answered in 15 seconds

	Average Talk Time
	<3.5 minutes/call


3.4 Server Availability & Backups

	Server Availability 
	Service Level

	Less than 7.2 hours of down time per month. Time calculated at 24 hours per day, 7 days a week, and 365 days a year.
	99% per month 




	Server Backups
	Frequency
	Type of Backup
	Retention Period
	Location

	All local drives & System State
	Daily
	Incremental
	One Year
	Scott Hall 

	Oracle Database Backup – Trans Logs and Backup files for Oracle
	Daily
	Full
	Replaced Daily
	Locally on the server

	Shadow Copies
	Daily
	
	
	

	ORACLE Maintenance Backups – Copies of each database
	Daily
	Full
	Replaced Daily
	Locally on the Server


3.5 Project Delivery Services

· PMO and departmentally managed program/project delivery will be performed within the appropriate project classification SDLC (Fast Track, Medium or Large) guidelines; delivery progress, resource impacts, variances to cost and schedule, and compliance to approved standards will be reported monthly.  Categories include:

· Enterprise programs/projects managed by the PMO, where the executive sponsor is part of OVP

· Departmental projects managed by the PMO  and the executive sponsor is a FM departmental manager and specifically budgeted within the Cost of Services funds (Section 3.0)

· Departmental projects managed by FM but supported by PMO resources and specifically budgeted within the Cost of Services funds (Section 3.0)

· Project delivery consulting will be managed by individual statement of work for all activity requiring more than 40 hours and governed by performance measures agreed upon on a case by case basis.

4.0 – Cost of Services 

Scope of services shall be performed for the not-to-exceed amount of $40,000.00 for FY10:

· $00.00 in PMO Operational Services

· $00.00 “Project Cost Allowance” for project development, support, and/or consulting (e.g. FM Business Intelligence project; Compass 8iR2 Upgrade project; etc.)*

· $0 for Desktop Hardware and Software.  USIS will procure, FM will provide funding

Future services may be negotiated after all parties have had the opportunity to evaluate the cost/benefits of the arrangement.

Transfer of funds to be provided to USIS at the beginning of FY10.

* In FY09, total “project-cost allowance” was $xx

5.0 – Service Provider and Customer Responsibilities

5.1 USIS duties and responsibilities

· Meeting response and resolution times associated with service related incidents.

· Generating monthly service level reports. 

· Notifying all users of scheduled or unscheduled downtime.

· Escalate severity 1 & 2 incidents as outlined in section 2.1.

· Technical guidance and advise

5.2 PMO duties and responsibilities

· Respond to all project origination or consulting requests within 24 hours with identification of next steps.

· Maintain project delivery systems, tools and processes to be used by PMO managed projects as well as self-service resources for departmentally managed projects.

· Provide portfolio, project and statement or work (SOW) reporting monthly or on demand.

· Provide training and skills development to optimize project team resources working with the University Services Project Delivery Model.

5.3 FM duties and responsibilities

· Adherence to any related OIT or University Services policies, processes and procedures:

1. University Services incident management and reporting 

2. University Services Project Management standards and methodology:

· Time tracking for all business projects requiring IT resources

· Project origination for all project proposals – per standards and requiring resources in IT roles (project manager, business analyst, QA analyst, systems analyst, developer, trainer, technical writer, etc.). 

· Use of EPM, Sharepoint, MS Project and the US SDLC for tracking and managing project scope, schedule and costs, at the level of detail appropriate for the project category, as defined in U Services Project Management Standards. 

NOTE:  Project is defined as “A temporary endeavor undertaken to create a unique product or service involving IT resources impacting the University Services application/systems support infrastructure and exceeding $25,000 in University Labor, software/hardware/equipment purchases and/or consulting.“ and is subject to revision by US IT Council agreement.

· Report problems using the problem reporting procedures detailed in this SLA, including a clear description of the problem.

· Provide input on the quality and timeliness of service using appropriate methods and communications (SLA reviews, monthly status and summary comments, satisfaction surveys, lessons learned, issue escalation, etc.). 

· Communicate when software testing and/or maintenance are causing problems that interfere with standard business functions. 

· Keeping USIS aware of major changes in their business that impacts technology (e.g., new hardware or software, major equipment moves, etc.).

6.0 – Strategy and Planning

FM and USIT will use a continuous improvement process to refine the strategic interaction and planning between the two organizations and within University Services.  This includes ongoing participation in the FM IT Steering Committee, IT Council, enterprise projects and other integration activities.

7.0 – Problem Management and Disaster Recovery

7.1 Support and Escalation Contact List

Please use the following contacts for Operational Support or an Escalation of Support issue.  Please refer to Section 3.0 if Service Performance guarantees are not followed.
	USIS Systems Support 

	Name
	Role
	Phone
	Email

	Systems Support
	6:30AM-5PM M-F, except U/M Holidays
	5-1830
	usitss@umn.edu


	Escalation Contacts – USIS

	Peggy Talbot
	USIS Manager
	5-3996
	talbo026@umn.edu

	Gabe Garlets 
	USIS Manager
	6-2103
	Garl0012@umn.edu

	TBD
	USIS Director
	
	

	Steve Levin
	USIT CIO
	6-7628
	levin209@umn.edu


	Escalation Contacts – Project Delivery

	William Kanfield
	PMO Director
	6-4223
	Kanfi001@umn.edu


	Steve Levin
	USIT CIO
	6-7628
	levin209@umn.edu


	Escalation Contacts – FM Operations

	Tammy Nelson
	FM Manager 
	6-3190
	nels6677@umn.edu

	Bill Paulus
	FM Director
	6-1029
	paulu038@umn.edu

	Mike Berthelsen
	FM AVP
	6-1091
	berth004@umn.edu

	Kathleen O’Brien
	U-services VP
	5-6599
	kobrien@umn.edu


7.2 FM Application Recovery Priority

Following is a list of FM applications that are supported.  In the event of a disaster, the recovery priority will be followed.  For example, the application with the highest priority will be brought back up first. (Note: 12X5 means Monday through Friday, 6AM to 6PM.)

	FM Application Recovery Priority

	Recovery Priority
	Application
	Hours of Operation
	Additional Information

	1
	Compass, including self-service web interface
	24 X7
	

	2
	Business Intelligence, including Data Integrator, Webi, Business Objects and report repository
	24X7
	

	5
	FM Informational Web sites
	24X7 (12x5?)
	

	6
	BSAC Log
	12x5
	

	7
	FCA
	12X5
	

	8
	Image Site
	12X5
	


7.3 Change Management Process

FM will keep USIS aware of major changes in their business that impacts technology.  USIS will follow USIT change management procedures.

8.0 - Periodic Review Process

This SLA is a dynamic document and will be periodically reviewed and changed when the following events occur: 

· The environment has changed.

· The customer’s expectations and/or needs have changed.

· Workloads have changed.

· Better metrics, measurement tools and processes have evolved.

This Service Level Agreement will be reviewed at a minimum once per fiscal year.  Contents of this document may be amended as required, provided mutual agreement is obtained and communicated to all affected parties. The Document Owner will incorporate all subsequent revisions and obtain mutual agreements / approvals as required. 

Document Owner: TBD  

Review Period: Annually or as requested

Previous Review Date: 5/19/2009

Next Review Date: 7/1/2010

9.0 - Termination of Agreement

All parties will re-evaluate this Agreement at the beginning of every fiscal year end.
10.0 - Signatures
	Title & Name

Stephen Levin, CIO, USIS
	Date

	Title & Name

Mike Berthelsen, AVP, FM
	Date
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